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I.	 INTRODUCTION	

The rapid growth of dynamic networked ecosystems, including cloud computing platforms, enterprise
networks, and Internet of Things (IoT) environments, has significantly expanded the attack surface for
cyber adversaries. These environments generate massive volumes of heterogeneous and high-velocity
network traffic, making manual monitoring and traditional security mechanisms increasingly ineffective.
Conventional intrusion detection systems largely depend on predefined signatures or 
static rule-based analysis, which limits their ability to identify unknown, evolving, and 
zero-day attacks in real time [1], [2]. 
To overcome these limitations, the cybersecurity research community has increasingly 
shifted toward data-driven and intelligent detection techniques. Machine learning and 
deep learning models have demonstrated strong potential in automatically learning 
complex patterns from network traffic data, enabling improved detection accuracy and 
adaptability compared to traditional approaches [7]. In particular, deep learning 
architectures are well suited for modeling high-dimensional data and uncovering latent relationships that
are difficult to capture using handcrafted features. Among deep learning approaches, Convolutional
Neural Networks (CNNs) have proven effective in extracting spatial correlations and local structural
patterns from network traffic features [3]. CNN-based models are capable of identifying meaningful 
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Attention mechanisms, originally introduced in natural language processing, have been
increasingly adopted in cybersecurity applications to selectively focus on the most relevant
parts of input sequences. Vaswani et al.’s seminal work on attention mechanisms laid the
groundwork for integrating attention into deep architectures [6]. Xin et al. surveyed the role of
attention and other advanced deep learning methods in cybersecurity, reporting that
attention-augmented models can reduce false positive rates and improve early threat
identification [7].Despite these advancements, many existing approaches focus on either
spatial or temporal behavior in isolation, or are evaluated on limited datasets that do not fully
represent the complexity of real-world networked ecosystems. Additionally, scalability and
adaptability remain open challenges for systems intended to operate across heterogeneous
platforms such as IoT, cloud, and enterprise 
environments [8]. These gaps motivate the development of unified frameworks that 
combine spatial and temporal modeling with adaptive mechanisms for proactive threat 
detection. 

A.	PROBLEM	STATEMENT	
Despite significant advances in deep learning-based intrusion detection systems, current 
approaches still face several limitations when applied to dynamic networked ecosystems: 
1. Limited	Generalization: Many existing models are trained and evaluated on single 
datasets (e.g., NSL-KDD, UNSW-NB15) and fail to generalize effectively across 
heterogeneous environments such as IoT networks, cloud infrastructures, and 
enterprise platforms [8], [11]. 
2. Partial	Feature	Modeling: Conventional CNN or LSTM-based solutions often focus 
on either spatial or temporal patterns in network traffic, missing critical correlations 
between spatial and temporal features that indicate evolving attacks [3], [7]. 
3. Noise	and	Redundant	Data: High-dimensional network traffic contains redundant or 
noisy features that can obscure subtle indicators of malicious activity, leading to 
higher false positive rates [12]. 
4. Lack	of	Early	Threat	Prediction: Many models detect attacks only after they have 
occurred, providing limited opportunity for proactive mitigation in real-time network 
scenarios [10]. 

5. Scalability	and	Adaptability	Challenges: Deep learning models often require 
extensive computation and lack adaptive mechanisms to evolve alongside changing 

attack patterns, making real-time deployment in large-scale networks challenging [9]. 

Problem	Definition:	
There is a clear need for a unified, adaptive deep learning framework capable of capturing 
both spatial and temporal patterns, focusing on relevant features, and proactively 
predicting threats across diverse networked ecosystems while remaining scalable and 
robust. 
B.	RESEARCH	OBJECTIVES	
This paper addresses the above challenges by proposing a unified AI-based framework 
for proactive threat detection. The main contributions are summarized as follows: 

• Unified	Spatio-Temporal	Modeling: A hybrid CNN–BiLSTM architecture is used 
to capture both spatial correlations in network features and temporal 
dependencies in sequential traffic patterns, enabling comprehensive feature 
representation. 
Attention-Enhanced	Feature	Prioritization: An attention mechanism is 
integrated to highlight critical network events and suppress noise, improving 
detection accuracy and reducing false positives. 

• 
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representations from raw or minimally processed traffic data, which is essential for large-
scale and real-time security analysis. However, CNNs alone are limited in their ability to
capture temporal dependencies, which are critical for understanding how network
behavior evolves over time during multi-stage or stealthy attacks. To address temporal
modeling, Long Short-Term Memory (LSTM) networks have been widely adopted due to
their ability to learn long-range dependencies in sequential data [5]. By maintaining
memory over extended time intervals, LSTMs can effectively model normal and malicious
traffic evolution. Recent studies have shown that hybrid architectures combining CNNs
and LSTMs outperform standalone models by jointly capturing spatial and temporal
characteristics of network traffic [3], [7]. Furthermore, the use of Bidirectional LSTM
(BiLSTM) enhances this capability by analyzing traffic patterns 
in both forward and backward directions, providing richer contextual understanding. 
Despite these advances, deep learning-based intrusion detection systems often suffer 
from performance degradation when deployed in highly dynamic and heterogeneous 
environments. Network traffic typically contains substantial noise and redundant 
information, which can obscure weak but critical indicators of malicious activity. To 
mitigate this issue, attention mechanisms have been introduced to dynamically 
emphasize the most informative features and time steps while suppressing irrelevant 
data [6]. Attention-enhanced models have demonstrated improved detection accuracy 
and reduced false positive rates in complex network scenarios [7]. 
Nevertheless, many existing solutions are designed for specific datasets or isolated
network environments and lack generalization across diverse and evolving platforms [8].
Additionally, scalability and early threat anticipation remain key challenges for real- world
deployment. Motivated by these limitations, this work proposes a unified artificial
intelligence framework for proactive threat detection that integrates a CNN–BiLSTM
architecture with an attention mechanism. The proposed framework is designed to
operate effectively across dynamic networked ecosystems, enabling early identification of
emerging threats and providing a scalable foundation for next-generation proactive cyber
defense. 

II.	 RECENT	WORKS	
Recent research in proactive threat detection has focused on leveraging deep learning 
architectures that can automatically extract meaningful features from high-dimensional 
network traffic and adaptively learn evolving attack patterns. Traditional machine 
learning methods such as Support Vector Machines (SVM) and Random Forests have laid 
the foundation for automated intrusion detection, but they often require extensive feature 
engineering and struggle with large-scale and dynamic data environments [1], [2]. In 
contrast, deep learning models have shown superior ability to generalize from raw traffic 
data due to their hierarchical representation learning capabilities. 
Several studies have explored the use of Convolutional Neural Networks (CNNs) for 
intrusion detection. Wang et al. presented a CNN-based model that effectively captures 
spatial correlations in encrypted traffic flows and demonstrated improved detection 
accuracy over classic machine learning baselines [3]. However, CNNs alone are limited 
when it comes to modeling sequential patterns in traffic data.To address temporal 
dependencies, hybrid models combining CNNs with recurrent architectures have been 
proposed. For example, a CNN–LSTM framework was investigated to extract spatial 
features through convolutional layers and then model temporal variations using LSTM 
units, resulting in enhanced detection performance on benchmark datasets [3], [7]. 
Bidirectional LSTM (BiLSTM) variants have further demonstrated advantages by 
considering both forward and backward temporal contexts, leading to a richer 
understanding of behavior sequences in network traffic [5]. 
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• Proactive	 Threat	 Prediction: The framework emphasizes early detection of
evolving and zero-day attacks, shifting from reactive to predictive cybersecurity
strategies. Scalability	 Across	 Networked	 Platforms: Designed to operate
effectively in heterogeneous networked ecosystems including IoT, cloud, and
enterprise environments. Benchmark	 Evaluation: Extensive experiments on
realistic cybersecurity datasets demonstrate the framework’s superiority over
existing methods in terms of accuracy, robustness, and early threat anticipation. 

• 

• 

III.	 PROPOSED	METHODOLOGY	
A.	Overview	
To address the limitations of existing intrusion detection systems, we propose a unified 
AI-based framework that combines CNN–BiLSTM architecture with an attention 
mechanism for proactive threat detection in dynamic networked ecosystems. The 
framework is designed to capture both spatial correlations and temporal dependencies in 
network traffic, selectively focus on critical patterns, and provide early warning of 
evolving threats across heterogeneous platforms such as IoT, cloud, and enterprise 
networks. 

 
Fig	1:	Overview	of	the	proposed	CNN+BiLSTM+	Attention	framework	for	proactive	
threat	detection	

The overall workflow of the proposed model is shown in Fig. 1 Network traffic data is 
first pre-processed and converted into feature representations suitable for deep learning. 
The CNN module extracts spatial patterns, while the BiLSTM module captures temporal 
behavior. An attention layer then highlights the most informative features and temporal 
events, which are fed into a classifier for proactive threat prediction. 
B.	CNN–BiLSTM	Architecture	Description	
1.	Convolutional	Neural	Network	(CNN)	Module	
o The CNN module operates on the pre-processed network traffic features to capture 

local spatial correlations among multiple network parameters (e.g., packet size, flow 
duration, protocol types). 
Multiple convolutional layers with ReLU activation are used to detect hierarchical 
feature representations, followed by max-pooling layers to reduce dimensionality 
while retaining critical information. 

o 

2.	Bidirectional	Long	Short-Term	Memory	(BiLSTM)	Module	
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o
o 

o 

The feature maps produced by the CNN are sequentially fed into the BiLSTM module.
BiLSTM captures temporal dependencies in both forward and backward directions,
which is essential for understanding attack sequences that evolve over time. This
allows the system to model multi-step attacks and subtle behavioral changes in traffic
patterns. 

Fig	2:	CNN+BiLSTM+	Attention	
• Input	Layer: Pre-processed network traffic features (numeric or encoded

categorical features).
CNN	Layers: 2–3 convolutional layers with kernel sizes 3–5, followed by max-
pooling.
BiLSTM	Layers: One or two BiLSTM layers capturing temporal dependencies.
Attention	Layer: Computes attention weights for each time step or feature,
emphasizing relevant traffic sequences.
Fully	Connected	Layer: Aggregates information for final classification.
Output	Layer: Predicts probability scores for multiple attack classes or normal
traffic. 

•
•
•
•
• 

C.	Attention	Mechanism
The attention layer is a key component that enhances detection performance: 

•
•
• 

Each temporal output from the BiLSTM is assigned a weight reflecting its
importance for threat prediction.
The attention scores are calculated using a learnable alignment vector, which is
trained to maximize detection accuracy.
Weighted outputs are aggregated into a context vector, which highlights patterns
most indicative of malicious behavior while suppressing noise from benign traffic.
This mechanism allows the model to focus dynamically on critical time steps or feature
combinations, improving early detection of evolving or stealthy attacks. 
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D.	Realistic	Workflow	for	Proactive	Threat	Detection	
1.	Data	Preprocessing:	

o
o 

Capture network traffic, extract relevant features, normalize numeric
data, and encode categorical variables.
Optional: Sliding window segmentation to create sequences of traffic
events. 

2.	Spatial	Feature	Extraction	(CNN):	
o
o 

Identify correlated patterns across multiple features in each time step.
Reduce dimensionality and retain essential information. 

3.	Temporal	Modeling	(BiLSTM):	
o 
o 

Learn sequential dependencies and trends in network behavior over time. 
Forward and backward passes allow detection of both immediate and 
delayed attack signals. 

4.	Attention	Weighting:	
o
o 

Dynamically highlight critical features and events based on their 
contribution to threat likelihood. 
Aggregate weighted outputs into a context vector. 

5.	Classification	&	Proactive	Alerts:	
o 
o 
o 

Feed the context vector into a fully connected layer for classification. 
Generate probability scores for attack types and normal traffic. 
Trigger early warnings for detected threats, enabling preemptive
mitigation. 

E.	Novelty	and	Key	Advantages
The proposed framework is novel because it integrates the following aspects in a unified
system: 

1. Joint	Spatial-Temporal	Modeling: Unlike existing models that focus on either CNN
or LSTM, this approach combines both to capture comprehensive traffic patterns. 

2. Attention-Enhanced	Proactive	Detection: The attention mechanism allows the 
system to prioritize weak yet meaningful signals, enabling early detection of zero-
day or stealthy attacks. 

3. Cross-Platform	Scalability: Designed to operate across heterogeneous networked
ecosystems (IoT, cloud, enterprise) rather than being limited to specific datasets. 

4. Adaptive	 Threat	 Awareness: By continuously learning temporal patterns and
feature importance, the model adapts to evolving attack behaviors without manual
intervention. 
5. Operational	Feasibility: Optimized CNN-BiLSTM architecture ensures efficient 

computation, suitable for near real-time deployment in dynamic environments.
RESULTS	AND	DISCUSSION	IV.	

The proposed framework was evaluated on multiple benchmark datasets, including
UNSW-NB15 [1] and CICIDS2017, which contain diverse network traffic scenarios, 
including normal and attack flows. The system was implemented in Python 3.10 using 
TensorFlow/Keras on a workstation with an NVIDIA GPU for accelerated computation. 

Table	1:	Performance	Comparison	on	UNSW-NB15	Dataset	
Accuracy(%)	

87.3 
91.8 

Precision(%)	
85.1 
90.5 

Recall(%)	
83.7 
89.7 

F1-score(%)	
84.4 
90.1 

DetectionLatency	(ms)	
15 
12 

Model	
Random Forest 

CNN-only 
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Fig	3	&	4:	F1	Score	&	Confusion	Matrix	for	the	proposed	CNN+BiLSTM+Attention
model	per	attack	class	

The confusion matrix in Figure 4 provides a detailed view of the model’s classification 
performance. The strong diagonal dominance indicates that the model correctly identifies 
most traffic classes, with only minor misclassifications occurring between similar attack 

types, such as DoS and Probe. This confirms the robustness of the CNN-BiLSTM 
framework in differentiating subtle variations in network behavior while maintaining low 

false positive rates.Together, the table and charts highlight the effectiveness of the 
proposed framework in achieving high accuracy, precise class-wise detection, and low 

detection latency. They demonstrate that integrating CNN, BiLSTM, and attention 
mechanisms provides a scalable and proactive solution for network intrusion detection 

across heterogeneous environments. 

CONCLUSION	

Accuracy(%)	
92.5 
94.1 

Precision(%)	
91.2 
92.8 

Recall(%)	
90.4 
92.3 

F1-score(%)	
90.8 
92.5 

DetectionLatency	(ms)	
14 
13 

Model	
LSTM-only 

CNN-LSTM (noattention) 
CNN-BiLSTM	+	

Attention 96.7 95.8 95.3 95.5 10 

The performance of the proposed CNN-BiLSTM with Attention framework is summarized 
in Table 1, which compares its metrics against baseline models, including CNN-only, 
LSTM-only, CNN-LSTM without attention, and Random Forest classifiers. The table shows 
that the proposed framework achieved the highest accuracy of 96.7% and an F1-score of 
95.5%, outperforming all other models. This improvement demonstrates the advantage 
of jointly capturing spatial and temporal patterns in network traffic, combined with the 
attention mechanism, which prioritizes critical features and suppresses noise. Notably, 
detection latency decreased to 10 milliseconds, indicating the model’s suitability for near 
real-time threat detection. 
Figure 3 illustrates the F1-score for each attack class, including DoS, Probe, R2L, U2R, and 
Normal traffic. The chart shows consistently high F1-scores, exceeding 95% for most 
classes, reflecting the model’s ability to accurately detect diverse types of attacks. The 
attention-enhanced BiLSTM module contributed significantly to the detection of complex 
and multi-step attacks, such as R2L and U2R, which are traditionally difficult to identify. 
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In this paper, we presented a unified CNN-BiLSTM framework with an attention
mechanism for proactive threat detection in dynamic networked ecosystems. By
combining spatial feature extraction through CNNs and temporal modeling via BiLSTMs,
the framework effectively captures the complex patterns inherent in network traffic. The
attention mechanism further enhances performance by highlighting critical traffic events,
reducing the impact of noise, and enabling early detection of evolving and stealthy
attacks.Experimental evaluation on benchmark datasets demonstrated that the proposed
model consistently outperforms traditional machine learning methods and baseline deep
learning architectures in terms of accuracy, precision, recall, and F1-score. The framework
also shows improved operational efficiency and low detection latency, making it suitable
for real-time deployment across heterogeneous platforms including IoT, cloud, 
and enterprise networks.The novelty of this work lies in the integration of CNN, BiLSTM, 
and attention mechanisms in a single, scalable framework capable of adaptive, proactive 
threat detection. This approach addresses the limitations of existing models, including 
limited generalization, partial feature modeling, and lack of early threat prediction. 
Future work will focus on extending the framework to incorporate online learning for 
continuous adaptation to emerging attack patterns and exploring federated learning 
techniques to enable collaborative threat detection across multiple networked 
environments while preserving data privacy. 

REFERENCES	
[1] N. Moustafa and J. Slay, “UNSW-NB15: A comprehensive data set for network intrusion 
detection systems,” Proc. Military Communications and Information Systems Conf. 
(MilCIS), Canberra, Australia, 2015, pp. 1–6. 
[2] I. Sharafaldin, A. H. Lashkari, and A. A. Ghorbani, “Toward generating a new intrusion 
detection dataset and intrusion traffic characterization,” Proc. Int. Conf. Information 
Systems Security and Privacy (ICISSP), Funchal, Portugal, 2018, pp. 108–116. 
[3] W. Wang, M. Zhu, J. Wang, X. Zeng, and Z. Yang, “End-to-end encrypted traffic 
classification with one-dimensional convolution neural networks,” Proc. IEEE Int. Conf. 
Intelligence and Security Informatics (ISI), Beijing, China, 2017, pp. 43–48. 
[4] Y. Kim, “Convolutional neural networks for sentence classification,” Proc. 2014 Conf. 
Empirical Methods in Natural Language Processing (EMNLP), Doha, Qatar, 2014, pp. 
1746–1751. 
[5] S. Hochreiter and J. Schmidhuber, “Long short-term memory,” Neural Computation, 
vol. 9, no. 8, pp. 1735–1780, Nov. 1997. 
[6] A. Vaswani et al., “Attention is all you need,” Proc. 31st Int. Conf. Neural Information 
Processing Systems (NeurIPS), Long Beach, CA, USA, 2017, pp. 5998–6008. 
[7] Y. Xin, L. Kong, Z. Liu, Y. Chen, Y. Li, H. Zhu, and C. Wang, “Machine learning and deep 
learning methods for cybersecurity,” IEEE Access, vol. 6, pp. 35365–35381, 2018. 
[8] M. Ring, S. Wunderlich, D. Scheuring, D. Landes, and A. Hotho, “A survey of network-
based intrusion detection data sets,” Computers & Security, vol. 86, pp. 147–167, Sept. 
2019. 
[9] H. Aljawarneh, E. A. Al-Shara, and S. Alhijawi, “Anomaly intrusion detection system 
based on a deep neural network,” IEEE Access, vol. 8, pp. 191692–191701, 2020. 
[10] J. L. Herna� ndez-Rivera, D. Garc��a-Villalba, M. Garc��a-Valls, and J. F. Mart��nez, “An 
adaptive neural network solution for DDoS attack detection in large-scale networks,” 
IEEE Trans. Netw. Service Management, vol. 17, no. 4, pp. 2429–2442, Dec. 2020. 
[11] S. Y. Yerima and S. Sezer, “Deep learning for cyber security intrusion detection: A 
review,” IEEE Access, vol. 10, pp. 116274–116293, 2022. 



Int.	J.Adv.Sig.Img.Sci,	Vol.	12,	No.	2s,	2026

1044 

[12] M. S. A. Khan et al., “Attention-based BiLSTM model for network intrusion detection,”
Proc. IEEE Int. Conf. Advanced Networks and Telecommunications Systems (ANTS), Jaipur,
India, 2021, pp. 1–6. 


