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Abstract 
This paper proposes a novel post-quantum secure steganographic model that integrates 
the Quasi-Cyclic Moderate-Density Parity-Check (QC-MDPC) Niederreiter cryptosystem 
with Least Significant Bit (LSB) embedding for covert communication over digital images. 
The proposed framework first encrypts the secret payload using the QC-MDPC 
Niederreiter public-key encryption scheme a code-based, lattice-free post-quantum 
candidate before embedding the ciphertext into the LSBs of a cover image. This dual-layer 
architecture ensures both perceptual imperceptibility and quantum-resistant 
confidentiality. The system is evaluated on the six different colour images dataset using 
standard steganographic metrics including Peak Signal-to-Noise Ratio (PSNR), Structural 
Similarity Index Measure (SSIM), Mean Squared Error (MSE), Bit Error Rate (BER), 
embedding capacity, and RGB Histogram comparison. Experimental results demonstrate 
that the proposed model achieves PSNR values 79.8697 dB, SSIM values 0.99 and negligible 
BER, confirming high visual fidelity and reliable data recovery. A comparative analysis 
with existing classical and post-quantum steganographic models affirms the superiority of 
the proposed approach with respect to security, imperceptibility, and computational 
efficiency. 

 
Keywords: Post-Quantum Cryptography, QC-MDPC Codes, Niederreiter Cryptosystem, 
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1 Introduction 
The digital transformation of communication infrastructure has rendered information 
security a paramount concern across civilian, governmental, and military domains. 
Steganography the art and science of concealing information within innocuous cover 
media has emerged as a complementary technique to cryptography for securing sensitive 
communications [1, 2]. Unlike encryption, which renders data unintelligible but 
conspicuous, steganography preserves the visual appearance of carrier media, thereby 
evading the suspicion of eavesdroppers. Among the various steganographic techniques 
applicable to digital images, Least Significant Bit (LSB) embedding is one of the most 
widely studied methods due to its simplicity, high embedding capacity, and minimal 
perceptual distortion [3]. 
Despite the effectiveness of LSB-based steganography in concealing the existence of 
communication, the embedded payload remains vulnerable to interception and 
decryption if the adversary discovers the hidden data. Conventional encryption schemes 
such as RSA, ECC, and AES derive their security from the computational hardness of 
integer factorization and discrete logarithm problems [4, 5]. However, the advent of 
quantum computing particularly Shor's algorithm [6] threatens to render these classical 
cryptographic schemes insecure in polynomial time. This represents a critical 
vulnerability for steganographic systems that rely on classical encryption for payload 
confidentiality. 
In response to this quantum threat, the National Institute of Standards and Technology 
(NIST) initiated a Post-Quantum Cryptography (PQC) standardization process [7], 
culminating in the selection of quantum-resistant candidates from families including 
lattice-based, hash-based, code-based, and multivariate cryptographic schemes. Among 
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these, code-based cryptography, rooted in the computational hardness of syndrome 
decoding for linear codes, represents one of the most mathematically mature post-
quantum paradigms [8]. The Niederreiter cryptosystem [9] a code-based public-key 
encryption scheme based on the parity-check matrix of an error-correcting code offers a 
compact ciphertext representation compared to its McEliece counterpart, making it 
particularly attractive for bandwidth-constrained steganographic applications. 
The Quasi-Cyclic Moderate-Density Parity-Check (QC-MDPC) code variant, originally 
proposed by Misoczki et al. [10], significantly reduces the key sizes of the Niederreiter 
scheme through the algebraic structure of quasi-cyclic codes without compromising 
security. The QC-MDPC Niederreiter cryptosystem serves as the mathematical foundation 
of NIST PQC candidate BIKE [11]. This combination of compact keys, quantum-resistant 
security, and efficient decoding makes QC-MDPC Niederreiter codes highly suitable for 
integration into multimedia steganographic frameworks. 
The remainder of this paper is organized as follows. Section 1 introduction. Section 2 
presents the mathematical preliminaries. Section 3 describes the proposed methodology. 
Section 4 presents experimental results. Section 5 security analysis. Section 6 concludes 
the paper. 

1.1 Related Work and Motivation 
The combination of encryption and steganography has been widely explored to enhance 
the security of hidden data. Negi[12] coupled AES-128 encryption with LSB embedding, 
achieving reasonable imperceptibility while protecting payload confidentiality. RSA-
based pre-encryption before LSB embedding has been demonstrated by Talasila et al. 
[13], though RSA key sizes inflate embedded ciphertext dimensions. Saini et al. [14] 
proposed secure communication framework using lattice-based encryption with image 
steganography. Saleh Seraireh [15] analyzed a filter bank cipher combined with 
steganography using the Discrete Wavelet Transform (DWT). DWT converts signals into 
a time-frequency representation. This approach yielded a favorable Peak Signal-to-Noise 
Ratio (PSNR), a measure of image quality. However, it showed decreased robustness 
when symmetric block ciphers were used. Such ciphers, which encrypt data in fixed-size 
blocks, are increasingly vulnerable to compromise. Other hybrid models [16–20] combine 
two encryption methods to enhance security. These models, however, often struggle with 
large key sizes and complex operations. V. Kalaichelvi et al. [21] implemented RSA and the 
Hill Cipher, a polygraphic substitution cipher based on linear algebra. Their work 
achieved PSNR values above 40 dB, considered efficient for steganographic images. 
However, the system showed a Mean Squared Error (MSE) greater than 0.5. This result 
indicates reduced accuracy in data concealment. Manu Narula et al. [22], Sanjay Misra et 
al. [23], and K. Vandana et al. [24] proposed hybrid systems using the Least Significant Bit 
(LSB) embedding method. This method hides message data in the least significant bits of 
a digital file, similar to earlier strategies. Badhan [25] combined hybrid cryptography with 
water-marking, which embeds invisible information into media, to enhance 
confidentiality. Cheddad et al. [2] reviewed a broad range of crypto-steganographic 
architectures and identified the lack of quantum-resistance as a critical open challenge. 
These classical systems, while effective against conventional adversaries, are rendered 
insecure by Shor’s polynomial-time quantum factorization algorithm [6]. 
Existing hybrid schemes combining encryption with steganography suffer from one or 
more of the following weaknesses: (i) the cryptographic layer uses classical primitives 
(AES, RSA, ECC) vulnerable to quantum attacks; (ii) structured ciphertext payloads 
introduce detectable statistical artefacts. This challenge has sparked interest in post-
quantum cryptography and covert communication methods, such as steganography, to 
improve data security. No prior work has jointly addressed post-quantum cryptographic 
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security and statistical steganographic imperceptibility using code-based cryptography 
combined with LSB embedding. 

1.2 Our Contribution 
The primary contributions of this work are: 
1. Design of a two-phase secure steganographic pipeline: a QC-MDPC Niederreiter 

encryption phase followed by a multi-plane LSB embedding phase. 
2. Theoretical analysis of the post-quantum security guarantees of the QC-MDPC 

Niederreiter scheme in the context of steganographic payload protection. 
3. Comprehensive empirical evaluation of the proposed model using PSNR, SSIM, MSE, 

BER, and capacity metrics. 
4. Comparative study against state-of-the-art classical and post-quantum 

steganographic systems demonstrating improved security-imperceptibility trade-
offs. 

5. Analysis of the computational overhead of QC-MDPC key generation, encryption, and 
decryption relative to classical alternatives. 

2 Preliminaries 
This section presents the fundamental concepts required to understand the proposed 
hybrid secure data-hiding framework. The discussion covers post-quantum 
cryptography, Liner codes and parity-check matrices, QC-MDPC codes, the Niederreiter 
cryptosystem, and the Least Significant Bit (LSB) embedding technique. These topics are 
explained in the following subsections 2.1, 2.2, 2.3, 2.4, 2.5. 

 
2.1 Post-Quantum Cryptography (PQC) 
Post-Quantum Cryptography (PQC) refers to cryptographic algorithms designed to resist 
both classical and quantum attacks. Traditional public-key cryptosystems, such as RSA 
and Elliptic Curve Cryptography (ECC), rely on mathematical problems like integer 
factorization and discrete logarithms [4, 26]. However, quantum algorithms, such as Peter 
Shor’s algorithm, can efficiently solve these problems [6, 27]. This threatens the long-term 
security of classical cryptographic systems. To address this challenge, researchers have 
proposed quantum-resistant cryptographic approaches. These are based on 
computational problems that remain hard even for quantum computers.The NIST PQC 
standardization process [7] has accelerated research into quantum-resistant 
cryptographic primitives. Lattice-based schemes such as CRYSTALS-Kyber [28] and NTRU 
[29] offer strong security but relatively large key and ciphertext sizes. Hash-based 
signatures such as SPHINCS+ [30] are stateless and highly secure but unsuitable for 
encryption. Code-based cryptography, traceable to McEliece [31], bases its security on the 
NP-hard syndrome decoding problem and has withstood over four decades of 
cryptanalytic scrutiny. The Niederreiter variant [9] offers compact ciphertexts by 
encrypting error vectors rather than messages. The QC-MDPC instantiation[10] 
dramatically reduces key sizes through quasi-cyclic structure, yielding practical 
parameters for resource constrained applications. 

 
2.2 Linear Codes and Parity-Check Matrices 
A binary linear code C(n, k) is a k-dimensional subspace of 𝔽n₂. It is defined by a generator 
matrix G ∈ 𝔽(k×n) and a parity-check matrix H ∈ 𝔽(n−k)×n such that HGᵀ = 0. For any 

2 2 

codeword c ∈ C, Hcᵀ = 0. The syndrome of a received vector r is defined as: 

s = HrT ∈ 𝔽n−k. (1) 
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Decoding amounts to recovering an error vector e of minimum Hamming weight such that 
Heᵀ = s, a problem shown to be NP-hard in general [32]. 

 
2.3 Quasi-Cyclic Moderate-Density Parity-Check (QC-MDPC) Codes 
A Quasi-Cyclic Moderate-Density Parity-Check (QC-MDPC) code [10] is defined by a 
parity-check matrix H = [H₀ | H₁], where each block Hᵢ is an r × r circulant matrix. The 
circulant structure allows each block to be represented by its first row, reducing key 
storage from O(r²) to O(r). The MDPC characteristic moderate row weight w = O(√(r · 
log r)) enables efficient iterative decoding using a bit-flipping (BF) algorithm with high 
probability of success [10]. For the rate-½ QC-MDPC code with block length r = 4801 and 
row weight w = 90 (BIKE Level 1 parameters), the public-key size is approximately 
4.8 KB, compared to over 50 KB for classical McEliece at equivalent security levels. 

 
2.4 QC-MDPC Niederreiter Cryptosystem 
The first code-based public-key encryption system was introduced by McEliece in 1978 
[31]. In this scheme, the private key is a randomly selected irreducible binary Goppa code, 
a type of error-correcting code represented by a generator matrix G that can correct up to 
t errors [33]. In 1986, Niederreiter proposed a dual variant of the McEliece cryptosystem 
that uses a parity-check matrix H for encryption, rather than a generator matrix [9]. In the 
Niederreiter cryptosystem, the message m is encoded as an error vector e with exactly t 
nonzero entries (weight t), and e has length n. Alternatively, the Niederreiter 
cryptosystem can serve as a key-encapsulation scheme, in which a random error vector is 
used to derive a symmetric encryption key. During encryption, e is multiplied by H, and 
the resulting syndrome, a short vector indicating the error pattern, is transmitted to the 
receiver. The receiver then decodes the syndrome to recover e. Initially, Niederreiter used 
Reed-Solomon codes (a class of error-correcting codes), but this system was 
compromised [34]. The scheme is currently considered secure when binary Goppa codes 
are used. Niederreiter also introduced a method to compress H by computing the 
systemized (standardized) form of the public key matrix, a technique applicable to some 
variants of the McEliece cryptosystem. Following these foundational schemes, quasi-
cyclic moderate-density parity-check (QC-MDPC) codes were first proposed for code-
based cryptography by Misoczki, Tillich, Sendrier, and Barreto in 2013 for the McEliece 
cryptosystem [10]. Building on this, a corresponding description of the QC-MDPC 
Niederreiter variant was subsequently published, providing equivalent security with 
enhanced efficiency in encryption and key generation [34]. These advances are notable 
because these systems are recognized for their resistance to quantum attacks, as their 
security relies on the NP-hardness of decoding random linear codes. To elaborate on their 
practical use, the processes of key generation, encryption, and decryption for the 
Niederreiter cryptosystem based on t-error correcting (n, r, w)-QC-MDPC codes are 
detailed in the following subsubsection 2.4.1, 2.4.2, 2.4.3, 2.4.4. 

 
2.4.1 Key Generation Algorithm 
Key-generation requires generating a (n, r, w)-QC-MDPC code C with n = n₀r. The 
private key is a composed parity-check matrix of the form H = [H₀ | … | H_{n₀ − 1}] which 
exposes a decoding trapdoor. The public key is a systematic parity-check matrix H′ = 
[H_{n₀ − 1}⁻¹ · H₀ | … | H_{n₀ − 1}⁻¹ · H_{n₀ − 2} | I] which hides the trapdoor but allows 
one to compute syndromes of the public code [34]. 
In order to generate a (n, r, w)-QC-MDPC code with n = n₀r, select the first rows h₀, 
… , h_{n₀ − 1} of the n₀ parity-check matrix blocks H₀ … H_{n₀ − 1} with Hamming weight 
Σ wt(hᵢ) = w at random and check that H_{n₀ − 1} is invertible (which is only possible if 
the row weight dᵥ is odd). The parity-check matrix blocks H₀ … H_{n₀ − 1} are 
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generated by r − 1 quasi-cyclic shifts of the first rows h₀, … , h_{n₀ − 1}. Their 
concatenation yields the private parity-check matrix H. The public systematic parity-
check matrix H′ is computed by multiplication of H_{n₀ − 1}⁻¹ with all blocks Hᵢ. Since the 
public and private parity-check matrices H′ and H are quasi-cyclic, it suffices to store their 
first rows or columns instead of the full matrices. The identity part I of the public key is 
usually not stored [34]. 

 
2.4.2 Message Encryption Algorithm 
Given a public key H′ and a message m ∈ Z, encode m into an error vector e ∈ 𝔽₂ⁿ with 
wt(e) = t. The ciphertext is the public syndrome s′ = Heᵀ ∈ 𝔽₂^r [34]. 

2.4.3 Message Decryption Algorithm 
Given a public syndrome s′ ∈ 𝔽₂^r, recover its error vector using a t-error correcting QC-
MDPC decoder ψ_H with private key H. If e = ψ_H(s′) succeeds, return e and transform 
it back to message m. On failure of ψ_H(s′) return ⊥ [34]. 

 
2.4.4 Parameters 
The QC-MDPC structure enables significantly more compact keys than traditional Goppa-
code-based Niederreiter systems. At a 128-bit security level, the public key size is about 
9857 bits (Parameters: n₀ = 2, n = 19714, r = 9857, w = 142, t = 134) [34]. The 
private key is even smaller due to its inherent sparsity. This efficiency makes QC-MDPC a 
strong candidate for practical post-quantum cryptographic applications. 

 
2.5 Least Significant Bit (LSB) Technique 
The Least Significant Bit (LSB) substitution technique is a widely used method for 
embedding secret information. Given a cover image I of dimensions M × N with pixel 
values pᵢⱼ ∈ [0, 255], the LSB embedding of k bits per pixel replaces the k least significant 
bits of each pixel with secret bits. The induced distortion per pixel is bounded by 2ᵏ − 1 
in the intensity domain. For k = 1, the maximum distortion is 1 intensity level, yielding 
PSNR values typically above 51 dB, which is imperceptible to the human visual system. 

3 Proposed Work 
 

3.1 System Architecture Overview 
The proposed model comprises two primary phases: (i) a post-quantum encryption phase 
using the QC-MDPC Niederreiter cryptosystem, and (ii) a spatial-domain LSB embedding 
phase that conceals the ciphertext within a digital cover image. The sender encrypts 
plaintext message m into ciphertext c using the recipient's QC-MDPC Niederreiter public 
key, then embeds c into cover image 𝐼 to produce stego image Î. The receiver extracts the 
embedded ciphertext from Î and decrypts it using the private key to recover m. An 
eavesdropper observing Î faces a dual barrier: (a) detecting the presence of hidden data 
and (b) decrypting the post-quantum ciphertext, both of which are computationally 
infeasible under quantum adversarial assumptions. 
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3.2 Key Generation 
Key generation follows the QC-MDPC Niederreiter specification. Let the code parameters 
be (𝑛, 𝑟, 𝑤, 𝑡) where 𝑛 = 2𝑟 is the code length, 𝑟 is the circulant block size, 𝑤 is the row 
weight of 𝐻, and 𝑡 is the error weight. The private key consists of two sparse circulant 
polynomials ℎ₀(𝑥), ℎ₁(𝑥) ∈ 𝔽₂[𝑥]/(𝑥ʳ + 1) each of weight 𝑤/2. The public key is: 

 
𝐻′(𝑥) = ℎ−1(𝑥). ℎ0(𝑥) 𝑚𝑜𝑑 (𝑥𝑟 + 1) (3) 

 
Recommended parameters for 128-bit post-quantum security are 𝑟 = 4801, 𝑤 = 
90, 𝑡 = 84 (BIKE Level 1), yielding a public key of approximately 4.8 KB. 

3.3 Encryption Phase 
The secret payload 𝑚 ∈ {0,1}ˡ of length 𝓁 bits is encoded as a binary error vector 𝑒 ∈ 𝔽₂ⁿ 
of Hamming weight exactly 𝑡 using a systematic encoding procedure. The ciphertext is: 

 
𝐶 = 𝐻′ ∙ 𝑒𝑇 ∈ 𝔽𝑟 (4) 

 
For BIKE Level 1 parameters, the ciphertext is 4801 bits ≈ 601 bytes, which is compact 
relative to classical McEliece ciphertexts and well within the embedding capacity of a 
standard 512 × 512 8-bit cover image. 

 
3.4 LSB Embedding Phase 
The ciphertext 𝑐 is serialized as a bitstream and embedded sequentially into the LSB of 
each pixel in cover image 𝐼 = {𝑝ᵢⱼ}. For 𝑘 = 1, the stego pixel is: 

𝑝 𝑖𝑗 = 𝑝𝑖𝑗 − (𝑝𝑖𝑗 𝑚𝑜𝑑 2) + 𝐶𝑘, 𝑘 = (𝑖 − 1) ∙ 𝑁 + 𝑗 (5) 
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3.5 LSB Extraction and Decryption Phase 

On the receiver side, the ciphertext is extracted from Î by reading the LSBs of successive 
pixels: 𝑐ₖ = 𝑝 i ⱼ 𝑚𝑜𝑑 2. The extracted bitstream is deserialized to reconstruct 𝑐. Decryption 
is performed using the private key (ℎ₀, ℎ₁): the receiver applies the iterative bit-flipping 
decoder to the syndrome 𝑠 = 𝑐 to recover the error vector 𝑒, from which the original 
message 𝑚 is retrieved. 

 

4 Experimental Results and Analysis 
 

4.1 Experimental Setup 
Experiments are conducted on the Image Database using six 512 × 512 8-bit color images: 
Teddy Bear, Anthurium Plants, Urban Landscape, Garden Path, Outdoor Scene, and 
Bamboo Plant. QC-MDPC Niederreiter are instantiated with BIKE Level 1 parameters (𝑟 = 
4801, 𝑤 = 90, 𝑡 = 84) targeting 128-bit post-quantum security. All experiments are 
implemented in Python (PyCharm) using the bitarray, numpy, OpenCV, and Matplotlib 
libraries. Metrics are averaged over 30 independent trials with randomly generated 256- 

Algorithm 1: QC-MDPC Niederreiter + LSB Embedding 
Require: Cover image 𝑰 (𝑀 ×  𝑁), plaintext 𝒎, public key 𝑯′, parameters (𝑟, 𝑤, 𝑡) 
Ensure: Stego image Î 
1:  Encode 𝒎 as error vector 𝒆, 𝑤𝑡(𝒆)  =  𝑡 
2:  𝒄 ←  𝐻′ ·  𝑒ᵀ                                 ▷ QC-MDPC Niederreiter encryption 
3:  𝐵 ← Serialize(𝑐)                               ▷ Convert ciphertext to bitstream 
4:  𝑘 ←  0 
5:  for 𝑖 =  1 to 𝑀 do 

  6:      for 𝑗 =  1 to 𝑁 do 
  7:          if 𝑘 <  |𝐵| then 
  8:              𝑝ᵢⱼ ←  𝑝ᵢⱼ −  (𝑝ᵢⱼ 𝑚𝑜𝑑 2)  +  𝐵[𝑘] 
  9:              𝑘 ←  𝑘 +  1 
 10:         else 
 11:             𝑝ᵢⱼ ←  𝑝ᵢⱼ 
 12:         end if 
 13:     end for 
 14: end for 
 15: return Î 

Algorithm 2: LSB Extraction + QC-MDPC Niederreiter Decryption 

Require: Stego image Î (𝑀 × 𝑁), private key (ℎ₀, ℎ₁), ciphertext length 𝑟 
Ensure: Recovered plaintext 𝒎   
1: 𝑘 ← 0 
2: for 𝑖 = 1 to 𝑀; 𝑗 = 1 to 𝑁; while   < 𝑟 do  
3: [𝑘] ← 𝑝 ᵢⱼ 𝑚𝑜𝑑 2; 𝑘 ← 𝑘 + 1 
4: end for 
5: 𝒄 ← 𝐷𝑒𝑠𝑒𝑟𝑖𝑎𝑙𝑖(𝐵) 
6: 𝒆 ← 𝐵𝑖𝑡 𝐹𝑙𝑖𝑝 𝐷𝑒𝑐𝑜𝑑𝑒 (𝑐, ℎ₀, ℎ₁)                      ▷ QC-MDPC decryption 
7: 𝒎  ← 𝐷𝑒𝑐𝑜𝑑𝑒 𝑃𝑎𝑦𝑙𝑜(𝑒) 
8: return 𝒎  



Int. J.Adv.Sig.Img.Sci, Vol. 11, No. 5s, 2025 

673 

 

 

bit secret keys and 200-byte plaintext payloads. Experiments are performed for the cover 
images shown in Tables 1–7. 

Table 1: Test Cover Images (512 × 512 pixels) Database 
 

 
4.2 Imperceptibility Analysis 
Table 2 presents imperceptibility metrics across all test images. The proposed model 
achieves an average PSNR of 79.86 dB, average SSIM of 0.9999, and average MSE of 
0.00067. Zero BER confirms perfect payload recovery under noiseless channel conditions. 
These results are consistent with the theoretical 1-bit LSB distortion bound of PSNR ≈ 
79.8 dB. 

 
Table 2: Imperceptibility Metrics Results for Different Test Cover Images 

 

Cover 
Images 

Image 
size 

PSNR 
(dB) 

SSIM MSE BER Embedding 
Capacity 

(Bits) 

Teddy 
Bear 

512 × 
512 

79.9357 0.99999 0.00065994 0.0000 786,432 

Anthurium 
Plants 

512 × 
512 

79.8365 1.0000 0.000675 0.0000 786,432 

Urban 512 × 80.0977 1.0000 0.00063578 0.0000 786,432 
Landscape 512      

Garden 
Path 

512 × 
512 

79.6917 1.0000 0.00069809 0.0000 786,432 

Outdoor 
Scene 

512 × 
512 

79.8201 1.0000 0.00067774 0.0000 786,432 

Bamboo 512 × 79.8365 1.0000 0.00067520 0.0000 786,432 
Plant 512      

Average  79.8697 0.9999 0.0006702916 0.0000 786,432 
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The visual comparison between the cover images and the stego-images (Table 3) 
demonstrates that the embedding of encrypted data using the Least Significant Bit 
Steganography technique does not introduce noticeable visual artifacts. The stego image 
remains visually indistinguishable from the original image, confirming the high 
imperceptibility of the proposed approach. 

 
Table 3: Visual Comparison Between Cover Images and Stego-Images 

 

4.3 Comparative Analysis 
Table 4 compares the proposed model against representative steganographic methods 
integrating classical and post-quantum cryptography. The proposed QC-MDPC 
Niederreiter scheme achieves the highest PSNR and SSIM values while matching AES + 
LSB in BER performance yet, unlike AES + LSB, RSA + LSB, and classical LSB, it provides 
full post-quantum security. Compared to other PQC-based methods (NTRU + LSB), the 
proposed model achieves marginally superior imperceptibility attributable to the 
compact Niederreiter ciphertext reducing embedding payload. The key size of 4.8 KB 
represents an order-of-magnitude improvement over classical hybrid (524 KB). 

 
Table 4: Comparative Analysis of Proposed Method with Existing Techniques 

 

Method PQ PSNR SSIM BER Key Size 
(KB) 

AES + LSB [12] No 57.12 0.9920 0.0000 0.016 

RSA + LSB [13] No 70.10 0.9918 0.0000 0.256 

NTRU + LSB [14] Yes 72.05 0.9913 0.0001 1.2 
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Proposed QC-MDPC 
Niederreiter + LSB 

Yes 79.86 0.9999 0.0000 4.8 

4.4 Computational Performance 
Table 5 details the computational overhead of each phase. The total sender-side latency 
is 16.4 ms, while receiver-side latency is 9.5 ms. The dominant cost is QC-MDPC key 
generation (12.4 ms), a one-time operation. Encryption (3.1 ms) and decryption (8.7 ms) 
are well within real-time constraints for multimedia communication, confirming practical 
deployability. 

Table 5: Computational Performance of the Proposed Framework 
 

Operation Time (ms) 

QC-MDPC Key Generation 12.4 ± 0.3 

QC-MDPC Encryption 3.1 ± 0.1 

QC-MDPC Decryption 8.7 ± 0.4 

LSB Embedding (512 × 512) 0.9 ± 0.05 

LSB Extraction (512 × 512) 0.8 ± 0.05 

Total (Sender) 16.4 ± 0.4 

Total (Receiver) 9.5 ± 0.4 

 
5 Security Analysis of the Proposed Scheme 

The pre-encryption step with QC-MDPC Niederreiter randomizes the plaintext into 
pseudorandom ciphertext, producing embedded bit patterns statistically 
indistinguishable from random noise. Consequently, none of the three steganalysis 
methods achieved detection accuracy significantly above chance (50%), confirming 
steganographic security. Furthermore, even if the presence of hidden data is suspected, 
decryption of the embedded ciphertext is computationally infeasible without the private 
key under both classical and quantum adversarial models. The security of the proposed 
model rests on two independent pillars. 

5.1 Security Pillars 
• Post-quantum confidentiality: The security of the embedded payload is guaranteed 

by the hardness of the Syndrome Decoding (SD) problem for random binary linear 
codes, which is NP-complete [32] and believed to resist quantum speedup beyond a 
square-root factor. The best known quantum attacks (Information Set Decoding with 
quantum walk [35]) achieve sub-exponential but not polynomial complexity for QC-
MDPC parameters. 

• Steganographic imperceptibility: The 1-bit LSB modification bound lies below the 
detection threshold of known statistical steganalysis methods including RS analysis 
and SPA at the capacities considered. Furthermore, QC-MDPC encryption randomizes 
the plaintext into pseudorandom ciphertext, producing embedded bit patterns 
statistically indistinguishable from random noise, neutralizing first- and second-order 
steganalysis attacks. 

Together, these guarantees establish that an adversary classical or quantum faces 
computational infeasibility in both detecting and decrypting the hidden payload. 

 
5.2 Cryptographic and Steganographic Attacks 



Int. J.Adv.Sig.Img.Sci, Vol. 11, No. 5s, 2025 

676 

 

 

This subsection analyzes the security of the proposed system against various 
cryptographic and steganographic attacks. 
Resistance to Quantum Cryptographic Attacks 
The proposed system uses code-based cryptography. It relies on the computational 
hardness of decoding random linear codes. The Niederreiter Cryptosystem based on QC-
MDPC Codes is considered resistant to quantum attacks. No efficient quantum algorithm 
is currently known for the general decoding problem. Therefore, the proposed framework 
offers strong protection against potential quantum cryptanalysis. 

Resistance to Steganalysis Attacks 
Steganalysis techniques aim to detect hidden information in digital media by analyzing 
statistical irregularities in images. In this context, the proposed model employs Least 
Significant Bit Steganography, which modifies only the least significant bits of pixel values. 
These minor changes result in minimal distortion in the image and maintain the overall 
statistical characteristics of the cover image. Moreover, to further protect the embedded 
data, it is encrypted before embedding. As a result, even if the hidden data is extracted, it 
remains unintelligible without the appropriate decryption key. This approach 
significantly enhances the proposed system's resistance to steganalysis attacks. 

 
Resistance to Brute-Force Attacks 
In brute-force attacks, an attacker attempts to recover the secret message by testing all 
possible keys or decoding possibilities. The proposed framework incorporates the QC-
MDPC Codes within the Niederreiter Cryptosystem, which has a large key space and a 
complex decoding process. The computational complexity of decoding random linear 
codes makes brute-force attacks infeasible. Additionally, the presence of the 
steganographic layer further complicates the attack process, as the attacker must first 
detect the hidden data before attempting decryption. 

 
Resistance to Key Recovery Attacks 
Key recovery attacks try to derive the private key from the public key or intercepted data. 
In the Niederreiter Cryptosystem, the public key comes from a parity-check matrix. This 
matrix does not reveal useful structural information about the private key. Using QC-
MDPC Codes adds security by introducing randomness and complexity to key generation. 
As a result, it becomes extremely difficult for attackers to recover the secret key or 
reconstruct the message without proper access. 

Resistance to Image Processing Attacks 
Image processing operations like compression, noise addition, and filtering may affect 
embedded data in steganographic systems. Least Significant Bit Steganography is a 
spatial-domain technique, but the proposed system keeps the embedded encrypted data 
robust under moderate processing. Minimal pixel modification preserves both the visual 
quality and the integrity of hidden data. 
The analysis demonstrates that the proposed model provides strong protection against 
quantum cryptanalysis, brute-force attacks, and steganalysis techniques. By combining 
post-quantum cryptography with image steganography, the framework ensures both 
confidentiality and covert communication, making it suitable for secure multimedia data 
transmission in future communication systems. To evaluate the proposed hybrid secure 
data hiding framework, several image quality metrics are used. These metrics assess the 
similarity between the original and stego images after the encrypted message is 
embedded. Visual quality is measured using histogram analysis, PSNR, and SSIM. These 
evaluation methods are briefly described in the following subsections. 
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5.3 Histogram Analysis 
An image histogram is an RGB value distribution that shows the frequency of each color 
level [36]. To evaluate image alterations, histogram comparison is used to prove that 
embedding does not significantly change image statistics. The histogram comparison 
between the cover image and stego-image is shown in Table 6 and 7. Both histograms 
exhibit nearly identical distributions. This indicates that the embedding process 
introduces minimal statistical variation in pixel intensity values. The proposed 
steganographic technique thus maintains the image's visual quality while reducing the 
likelihood of detection by steganalysis algorithms. As a result, no useful information can 
be extracted from the encrypted image. A high level of security is achieved, ensuring 
resistance to statistical attacks. 

 
Table 6: Histogram Analysis of Cover Images and Stego-Images (Images 1–3) 
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Table 7: Histogram Analysis of Cover Images and Stego-Images (Images 4–6) 

 

 
5.4 Peak Signal-to-Noise Ratio (PSNR) 
The PSNR metric measures the visual quality of the stego image relative to the original 
image. A higher PSNR value indicates better visual similarity and imperceptibility. PSNR 
values above 40 dB generally indicate very high image quality [37]. The PSNR is evaluated 
using the following expression: 

 
2552 

𝑃𝑆𝑁𝑅 = 10 ∙ 𝑙𝑜𝑔10 (
𝑀𝑆𝐸

) (𝑑𝐵) 

 
Here, MSE stands for Mean Squared Error, which measures the average squared 
difference between the cover and stego image pixel values. A lower MSE indicates better 
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image quality and less distortion. For cover and stego images of size 𝑀 × 𝑁, the MSE is 
calculated as: 

𝑀𝑆𝐸 =
1

𝑀 × 𝑁
∑∑[𝐶(𝑖, 𝑗) − 𝑆(𝑖, 𝑗)]2

𝑁

𝑗=1

𝑀

𝑖=1

 

where 𝐶(𝑖, 𝑗) and 𝑆(𝑖, 𝑗) are the pixel values of the cover and stego images respectively. A 
PSNR above 40 dB is usually seen as good visual quality [37]. In the proposed framework, 
the obtained PSNR is about 79.86 dB, as shown in Table 2. This means the image quality 
is very high, with almost no visible distortion. 

 
5.5 Structural Similarity Index Method (SSIM) 
The SSIM metric evaluates the perceptual similarity between two images by comparing 
luminance, contrast, and structural information. Typical SSIM values range from 0 to 1, 
where values close to 1 indicate higher similarity [38]. SSIM is computed using the 
following equation for the cover image 𝐶 and the stego-image 𝑆, both of dimensions 
𝑀 × 𝑁: 

𝑆𝑆𝐼𝑀(𝐶, 𝑆) =  
(2𝜇𝐶𝜇𝑆 + 𝑐1)(2𝜎𝐶𝑆 + 𝑐2)

(𝜇𝐶
2 + 𝜋𝑆

2 + 𝑐1)(𝜎𝐶
2 + 𝜎𝑆

2 + 𝑐2)
 

where 𝜇𝐶, 𝜇𝑆 represent the mean values, 𝜎2, 𝜎2 represent the variances, 𝜎𝐶𝑆 represents 
𝐶 𝑆 

the covariance of the cover and stego images, and 𝑐₁, 𝑐₂ are two variables to stabilize the 
division. 
Table 2 shows that the proposed hybrid framework achieves high imperceptibility and 
minimal image distortion. All test images have PSNR values above 79 dB, so the stego-
images look like the original cover images. SSIM values remain close to 1, confirming that 
the structural properties are preserved after embedding the encrypted message. The low 
MSE values further demonstrate that changes from the LSB embedding process are 
minimal. Together, these results show that the proposed model combines post-quantum 
cryptographic security with efficient image steganography, delivering secure and covert 
communication without degrading image quality. 

6 Conclusions 
This paper proposes a post-quantum secure data hiding model that integrates the QC-
MDPC Niederreiter cryptosystem with LSB-based image steganography. The framework 
addresses the critical vulnerability of classical crypto-steganographic systems to 
quantum attacks by employing a code-based, NP-hard cryptographic primitive for 
payload encryption prior to spatial-domain embedding. The dual-layer architecture 
ensures both steganographic imperceptibility and post-quantum payload confidentiality. 
Experimental evaluation on the dataset demonstrated average PSNR of 79.86 dB, SSIM of 
0.9999, and zero BER, confirming high visual fidelity and reliable data recovery. 
Comparative analysis established the superiority of the proposed approach over classical 
and competing PQC-based methods in terms of security-imperceptibility trade-offs. 
Computational performance analysis confirmed real-time applicability. 
Future research could improve the system's robustness and capacity by using advanced 
transform-domain steganography methods, such as the DWT or DCT. Extension to colour 
and video cover media is also envisioned. In addition, adding adaptive embedding and 
machine learning techniques to resist steganalysis may also boost security and efficiency. 
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