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Abstract: Anomaly detection has become a major challenge in social network analysis,
due to the significant applications of improper activity (such as fraud and spam
detection), where the integration of graph topology and node attributes enables more
accurate identification of anomalous nodes in networks with static characteristics.
Although the rise of deep learning has occurred to overcome the scalability limitations of
classical methods in the face of increasing volume and dimension of data, the major
reliance on supervised techniques is still hampered by the lack of labeled data and the
inherent unavailability of ground truth in anomaly detection tasks in the real world.
Although unexplored strategies have been developed for using allele data, their efficacy is
inherently limited by the diversity of anomaly types, as no single model can universally
capture all possible aberrations. To overcome this fundamental limitation, we propose a
new unsupervised ensemble framework that synergistically combines the
representational capability of Autoencoder (AE), Variational Autoencoder (VAE) and
Generative Adversarial Network (GAN), and incorporates a new weighting mechanism to
dynamically aggregate the identities from each component model during the inference
phase. Extensive evaluations on the BlogCatalog and Flickr datasets conclusively
demonstrate that our ensemble approach is significantly superior to the performance of
each individual state-of-the-art model used alone.
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L INTRODUCTION

The issue of identifying abnormal nodes and users is a big and continuous problem that
threatens the integrity, accessibility and general reliability of the network. It is a
complex task since modern network architectures are highly diverse given that there
are unique characteristics of each network [1]. In the modeling of complex systems, like
social media platforms, critical infrastructures and biological networks, attribute graphs
are employed where node attributes are useful feature-level data that is needed to do
precise analysis [2]. Following the heavy practical uses of the technique in fields like
detection of fraud and spammer, network intrusion detection and system fault diagnosis,
anomaly detection in these specific networks has become a key subject in research [3].
Nonetheless this task has its own set of challenges; This urges the need to integrate the
structural information of the network intuitively with its nodal properties so as to
successfully detect deviations [4]. One such major complication is presented by the
existence of noisy and high-dimensional data of attributes which are structurally
inconsistent, and therefore, hide true anomalies, which may result in large numbers of
false positives and in-accurate conclusions that will have to be analyzed in highly
complex modes [5-6].

As the prohibitive price and practical impossibility to find anomalies manually in
increasingly big and complicated networks datasets, the approach of unsupervised
learning becomes beneficial but also critical [7]. These tools are especially applicable in
this task since they do not operate under the premise of pre-labeled data, but they do
exploit the characteristics inherent in the data to learn deviations of the normal patterns
[8-9]. This has led, in turn, to the development of modern methods of detecting social
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network anomalies, which work to combine various types of information, the strong
node features in a wholesale fashion with the subtler features, the structural features of
the network [10]. Also, another important contribution to the field is the creation of
more complex techniques to target and remove the effects of structurally irrelevant or
noisy nodal features [11]. Such a refinement is significant, as it can guarantee that the
model targets the most pertinent information which will improve detection accuracy,
minimize false positives (false positives) and the overall reliability of the anomaly
detection process [12-13].

Added to this fact, the remarkable achievement of the deep learning in a rather diverse
field such as the computer vision, the natural language processing, and robotics has not
only stimulated the interest of the academics but also that of the practitioners working
in the industry who contemplate the potential of the method in the field of the social
network security [14-15]. Anomaly detection is a significant part of the detection of
criminal activity like spam, fraud, misinformation proliferation, and coordinated
cyberattacks within this area [16-17]. Historically, anomaly detection models may be
trained either by supervised, semi-supervised or unsupervised methods of learning. But
supervised learning methods have a severe constraint in the quality of available labeled
data in the first place it is computationally expensive to prepare a balancing dataset of
benign and malicious examples, in the second place, it is also complicated by the fact
that the abnormal phenomena are rare and in the third place the possibility to label
accurately a range of negative actions [18]. To address the shortage of labelled data,
unsupervised learning methods like autoencoders, variational autoencoders, and
generative adversarial networks have been studied extensively, since they are based on
generative models capable of learning representation using allele data [19]. These
approaches have their potential, but it is often the dynamic and multifaceted nature of
the adversarial approaches, fueled by advanced tools used by cybercriminals [20], that
inhibits the effectiveness of such approaches since it is challenging to generalize to all
possible types of anomalies any one approach. This problem reflects the basic
disadvantage of the current strategy: Lack of a universal model, capable of identifying
the whole range of abnormal actions within social networks. Having this constraint as
motivation, [21] we introduce a novel framework of anomaly detectors leveraging an
ensemble of models to outsource strengths of various technologies together to enhance
robustness, flexibility as well as detection rates in the face of multidimensional and
heterogeneous cyber-attacks. With the problem of anomaly detection on networks with
static features, the work officially introduces the problem, and offers a solution through
an innovative ensemble model, which is specifically aimed at defeating the intrinsic
limitations and limited focus of individual identification algorithms [22]. Our key
novelty is an advanced system of weighting (weighting mechanism) that smartly injects
effect into the component models on the ensemble; The strategy offers a more
comprehensive and holistic way of measuring node irregularity and this is due to the
synthesis of varied detection strategies as seen in the ensemble [23]. The effectiveness
of multi-modeling to serve one comprehensive and sophisticated goal is substantiated
by the established feasibility of generalizability and replication of multi-modeling in the
machine learning sphere [24]. With the advantages of unsupervised training, which is
crucial in the absence of labeled abnormal data, our suggested ensemble models offer an
effective and effective approach to detect high-level abnormalities in complex network
models [25].

This paper has the following structure. Section 2 presents a review of the related works.
Part 3’s background offers the context of deep learning methodologies that are not
analysed to detect anomalies. Section 4 discusses the proposed ensemble model in detail.
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The analysis and the results of the experiments are given in Section 5, and the paper
concluded.

1. RELATED WORKS

The rising popularity of attributed networks as a modeling tool to simulate complex
systems from whose nodes are defined in both terms of relational relationships and rich
attribute profiles has led to renewed research interest in them as a platform to detect
anomalies. Early approaches to this challenge exploited particular structural or salient
features: For example, the AMEN [26] approach finds unusual communities by
considering how similar the values of attributes were within a node local ego-network.
In the same vein, the RADAR [27] method explicitly use discrepancy-detection with a
network structure by comparing residuals between the actual attribute values and those
as predicted by the network structure, which effectively characterizes nodes that
attributes do not match their structural form. Nevertheless, as network scale and
complexity blow up exponentially, the concept of deep learning frameworks has proven
to be a potent answer to learning non-linear, latent representations which intuitively
combine both attribute and structural information. One of the key deep learning
methods in this direction is that the graph convolutional network (GCN) encoder
processes input data into a small latent encoded form that can be decoded back into
input data by a decoder, the method is called as DOMINANT (Deep Anomaly Detection
on Attributed Networks). It works on the assumption that if a model has been trained on
the pattern (which is used by the rest of the network) that dominates, then it will
successfully recreate normal nodes and not succeed at recreating the abnormal nodes,
thus the identification of the outgoing points (outliers) is achieved by a high combined
reconstruction error of the features of a node and its local network connections.

The rising popularity of deep learning has spawned much interest in its use with graph-
structured data, inspiring the creation of the advanced deep neural network
infrastructure targeted at this space. One of the main areas that this study focuses on is
network embedding where the goal is to learn low-dimensional representations that are
effective at preserving the topological structure of a network. This has resulted in the
expansion of novel models of anomaly detection. As an example, the SpecAE [29]
approach employs an original and novel graph convolution encoder-decoder to learn
local node representations and compute the doubtfulness score of a node as a function
of the energy of its latent representation in a Gaussian mixture model. In the same
manner, the DUAL-SVDAE [30] framework entails dual autoencoders in both structure
and characteristics that combine the information in the dual-hypersphere training
technology to describe generality. More methods are aimed at analyzing residual
information about reconstruction error, which utilizes graph convolutional networks
(GCN) to learn network sparsity and non-linearity; The effect of outgoing (outlier) nodes
is additionally reduced on the effect of such residual data. Moreover, the astounding
performances of Generative Adversarial Networks (GANs) [33], that have been
demonstrated in scenarios like image processing and adversarial synthesis are also
under investigation, highlighting a more general tendency of modifying advanced deep
learning paradigms to the intricate issue of anomaly detection on special networks.
Ensemble learning is a potent machine learning model that harnesses the wisdom of a
number of core learners to perform better prediction than a single model [34]. The
recent developments have seen it prove to be useful in various fields especially in the
area of anomaly detection and classification. A prominent method is sub-division of the
locations of features to train neural networks on particular feature which leads to a set
of, for example, classifiers with outputs concatenated to identify the occurrence of
malicious activities. Density-based and rank-based approaches have been proven to be
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effective with hybrid ensemble techniques that improve anomaly detection [35].
Ensemble structures Incremental ensemble structures have been studied, in which one
prediction is further refined by other predictions over time. This has proposed a soft
voting ensemble classifier to perform binary classification, which brings greater
decision making when it comes to RFS, Logistic regression, and Naive Bayes. In
cybersecurity, a three-step deep learning system with unsupervised, semi-supervised
and supervised algorithms have been designed to address network intrusion. Likewise,
in medical imaging, a boosted convolutional neural network (CNN) ensemble has been
proposed to diagnose COVID-19 and is based on the segmentation, feature extraction
with CNN, and end-stage voting. Deep Active Learning systems also achieve
improvements in detecting anomalies by incorporation of human feedback on
unsupervised and semi-supervised models, minimizing false positives without requiring
labeled inputs. The other novel approach is to construct local models, by partitioning the
data space, to run decision tree-based ensembles to find out the appropriate nuances in
and around specific examples. Also, entropy-based ensemble algorithms have been used
to detect anomalies in real-time forecasting in multidimensional time series, and
assisted by visualization software tracking the behavior of nodes [37]. Taken together,
these methodologies note the flexibility and usefulness of ensemble learning in
addressing complex, data-hungry problems.

1II. BACKGROUND OF RESEARCH

3.1 Autoencoder (AE)

Autoencoders are a type of artificial neural network, used in unsupervised learning.
Their primary aim is to effectively encode data and acquire its representation. Their
design is a symmetrical design, where there are two key blocks: One is the encoder that
compresses the input data and transforms it into a low dimensional latent space (also
known as code) and the other is the decoder that to the best of its ability gives the
current compressed code back into its original data. The autoencoder is trained to
discover salient features of the data and the underlying manifold rather than memorize
the input by introducing some constraints on the network, e.g., through bottleneck
layers or sparsity penalties. This is the reason why they are highly effective in such
applications as dimensionality reduction, anomaly detection and noise denoising.
Outside these, Variational Autoencoders (VAEs) build upon this set of encoders to an
extent such that they are the foundation of deep generative modeling. Anyway,
autoencoders are a crude and essential means to comprehend the inner. structure of
complex and high-dimensional datasets.

3.2 Variational Autoencoder (VAE)

Variational autoencoders (VAEs) are an important advancement in the field of deep
generative modeling. They have adapted the process of encoding-decoding to a
probabilistic and Bayesian framework [39]. Moving away from conventional
autoencoders, the encoder in VAE maps the input not directly to a point, but to a
probability distribution in latent space. This distribution is usually defined by a mean
and variance. Then a point from this same distribution is sampled and given to the
decoder so that he can reconstruct it. This random sampling process, which is made
capable of backpropagating the gradient with the help of the reparameterization trick,
forces the latent space to become continuous and structured. This process is controlled
by a regularization called the Kullback-Leibler divergence, which forces the posterior
distribution to stay close to a pre-determined distribution (usually a standard Gaussian
curve). So, VAEs are not only efficient encoders, but also powerful generative models.
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With the help of these, you can create completely new, coherent and realistic data
samples by taking samples from learned latent manifolds. That is why these have
become indispensable tools for tasks like image generation, representation learning and
Bayesian inference.

3.3 Generative adversarial networks (GAN)

In the framework of a generative adversarial network (GAN), the learning process is like
a minmax game between two different neural networks: One is the generator and the
other is the discriminator. This model, serving as our discriminator, denoted by Dis (x)
is a binary classifier. It is tasked with guessing whether or not the input point of the data
(x) is part of the true data distribution or the generator has generated it. The
discriminator is trained such that he is able to maximize the likelihood of correctly
recognizing the positive as well as the negative samples. The generator network is, on
the other hand, Gen (z). It is a mapping process that samples z in a simple a priori
distribution p (z) (as the standard Gaussian distribution) to the complex data space. It
attempts to make them look so lifelike that they are not recognized by the discriminator.
It is the adversarial game - The generator always attempts to avoid the discriminator,
and the discriminator adapts to finding and recognizing the generator it. In this process
both the models keep on improving in turn, until the output distribution of the
generator comes out to be almost completely equal to the real data distribution. Things
work perfectly in the ideal case: the generator has grown too powerful to such an extent
that the discriminator can hardly differentiate between real and fake.

IV. DESIGN OF PROPOSED MODEL

Figure 1 shows the architecture of the advanced ensemble-based anomaly detection
framework that we proposed. This model incorporates four different unsupervised
learning approaches. Each of these approaches is designed to capture different
structural and statistical properties of the data, thereby increasing robustness and
reliability of identification. To combine the strengths of these different models, we have
adopted a weighted average ensemble strategy. In this strategy, we aggregate the output
of all the models (base learners), but give more weight to the models which perform
better. This mechanism ensures that the final prediction for each sample is not
dependent on any one model, but is made up of balanced contributions from all
participating models. By taking advantage of the diversity among these unobserved
methods and optimizing their collective judgment through weighted averages, our
proposed ensemble seeks to achieve higher accuracy, less bias, and better generalization
in anomaly detection tasks.

4.1 DOMINANT: DOMINANT is a state-of-the-art unsupervised anomaly detection
framework, which leverages deep learning techniques to identify irregularities within
graph-structured data [39]. The core of its architecture is a graph convolutional
autoencoder, which is specifically designed to capture both structural and attribute-
based information of nodes in a graph. This model reconstructs two things at once:
adjacency matrix (which shows the connections between nodes) and attribute matrix
(which encodes the attributes associated with each node). By learning to accurately
reconstruct these matrices, the autoencoder develops a deeper understanding of
common node behavior. Then the anomalies are detected by calculating the
reconstruction error for each node, indicating the degree of deviation from the expected
pattern. DOMINANT presents a weighted aggregation of these reconstruction errors,
combining structural and characteristic anomalies to produce a comprehensive anomaly
score. Nodes with high scores are marked as abnormal, indicating possible irregularities
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in their connectivity, feature profile, or both. This combined reconstruction strategy
allows DOMINANT to outperform traditional methods that treat structure and
characteristics differently, making it particularly effective in complex, heterogeneous
graph environments such as social networks, transactional systems, and cybersecurity
applications.

Fig 1: Proposed Advanced Ensembled Framework

— Input Sample
kil .
’ B

________ -. -
o
P Reconstructed
Bocs A pr—= Sample
T NN = WY A S — .
Gragh e

________ J
Back-propagation
I —_— Ry

Dominant

________ J Inference Flow
————— e —————— ——b
Inference Phase N\
" Welghted M Yes SNAORRY | Training Flow
I Average | ey
| Ensemble RiX) A |
l thiewnacd |
|
I\ &. Normal )
s . e G c— —— — — — ——— — — — — — — —— — P

4.2 GAAE: Graph attentional autoencoders are a powerful extension of autoencoders,
designed specifically for non-Euclidean graph-structured data. It integrates the
representational capability of graph attentional layers into an encoder-decoder
framework. The encoder uses masked self-attention layers (as introduced in Graph
Attention Networks - GATs). These layers compute the node representation by
dynamically weighting and aggregating the attributes coming from the neighboring
nodes. This way the model understands the complex local dependencies present within
the graph and the importance of each neighbor. The compressed latent node
embeddings obtained from this process are then sent to a decoder. This decoder is
usually designed to reconstruct the original graph structure, for which it often resorts to
the method of link prediction - Like extracting the inner product between the latent
representations. Learning two tasks simultaneously - on the one hand to encode
topologically conscious node features and on the other hand to decode the adjacency
matrix of the graph - This model learns a low-dimensional, semantically rich latent space.
This latent space is extremely effective for tasks such as unsupervised node
representation learning, graph clustering, and link reconstruction, and best of all, it also
remains interpretable due to attention mechanisms.

4.3 ARGA: Adversarial Regularized Graph AutoEncoder (ARGA) is a very generative
model which is specifically tailored to the task of learning robust graph embeddings to
perform an anomaly detector on attribute networks [42]. ARGA also contains an
adversarial regularization part, unlike conventional graph autoencoders. A
discriminator is trained to differentiate two things: On one hand the latent
representations produced by the encoder and on the other hand the samples of some
pre-defined distribution (e.g. Gaussian distribution). On the other hand, the encoder
tries to dodge this discriminator. This type of adversarial mechanism makes the latent
space approximate that pre-determined distribution, making the model more
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generalizable and prevents overfitting. To detect anomalies, ARGA captures both the
structure of the graph and the distribution of the node attributes in the graph at the
same time. Then the anomalies are determined by measuring high. reconstruction
errors or by looking at significant deviations in the embedding consistency. By
integrating graph convolutional encoders with adversarial regularization, ARGA
provides a theoretically robust way to create discriminative embeddings that explicitly
expose irregularities in complex social and information networks.

4.4 EfficientGAN: The EfficientGAN framework is a generative adversarial network-
based approach, designed to perform anomaly detection at low computational cost,
while also maintaining high detection accuracy [43]. Unlike traditional GANs, which
often suffer from training volatility and high resource demands, EfficientGAN includes
architectural optimizations such as lightweight convolutional layers attention
mechanisms, and efficient training strategies, so that high-quality reconstruction of
input data can be performed. For anomaly detection, the generator learns to reconstruct
normal samples, while reconstruction error or deviations in discriminator feedback
highlight abnormal instances. By striking a balance between efficiency and
representativeness, EfficientGAN enables scalable deployments on large, high-
dimensional datasets, making it suitable for domains such as social networks, medical
imaging, and cybersecurity, where timely and accurate anomaly detection is critical.

4.5 ResGCN: ResGCN is an anomaly detection framework that builds upon the residual
learning concept to eliminate the drawbacks of the conventional graph convolutional
networks (GCNs) [44-45] (including over-smoothing and gradient disappearance in
deep networks). The ResGCN incorporates residual relationships amid layers to develop
prolific networks that effectively learn neighborhood and long-distance structural
connections in characteristic graphs. Regarding anomaly detection, ResGCN trains node
embeddings conditioned on structural pattern and attribute data and detects anomalies
by the reconstruction errors, inconsistencies in the learning of the embeddings, or
anomalies in the learned graphs representations. This residual design training is more
stable, has more features that are distributed across many layers, and enables this
model to be more sensitive to subtle and more intricate anomalies in large-scale social
and information networks.

This architecture trains a collection of autonomously trained models with all of the
component models learned independently, i.e. without interference with each other,
allowing the parallel training of these models when the needed computational
capabilities are available. The initial training time is a fixed cost which is paid once,
however, model convergence to maximum efficiency can take a long time, and the
overall time can highly depend on the model since the architectural design and
hyperparameter choice can differ greatly. Throughout the inference stage each member
of an ensemble packaging the models construct their respective reconstruction
processing through the input sample. A discrepancy score of each of the models is then
obtained by the average squared error between the input and its reconstruction. These
personal scores are crunched into an overall, powerful. discrepancy score through a
weighted average ensemble operation, and ultimately the sample is classified as
abnormal or normal by comparing this combined score to a predetermined threshold.

4.6 Weighted average ensemble for calculating final anomaly score

This paper is dealing with a severe shortcoming of ensemble-based anomaly detection
systems, in which meaningful weights cannot be placed on individual models, because
there is no abnormal data in the training stage. In a bid to get around this challenge we
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have proposed a new weighting strategy which is founded on the measurement of
equality and inequality using statistical correlation. Instead of using labeled
discrepancies, our method measures the levels of consensus across model outputs in
terms of computed pair-wise correlations, to capture how they consistently respond to
normal data. Models with high interpersonal correlation - i.e. their behaviour and output
patterns are similar - are assigned a larger weight (i.e. are more influential in the
ensemble) whereas less correlated models are assigned an appropriate smaller weight.
This weighting mechanism based on correlation guarantees that the ensemble favors
models with the same decision boundary hence making it more robust and stable in the
inference of anomalies. Our approach offers a statistical and data-saving alternative to
conventional training-based ensemble weighting facilitating the statistical relationships
of the model outputs.In ensemble-based anomaly detection, there are often significant
disparities in the range of values of the outputs of different algorithms. Because of this,
models whose outputs are numerically large can have a disproportionately high impact
on the final ensemble decision. To reduce this bias and to ensure that every model has a
balanced contribution, standardization as a normalization technique is widely adopted.
In our approach, we use raw reconstruction error scores which are denoted by Ri.

Ri, are converted into Z-scores using the formula:
Ri — p

Zi =
o
Here p denotes the mean of the error score and o denotes the standard deviation. This

transformation brings the output to a common scale, where the mean is zero and
variance is unit (one). In this way, it ensures that the high discrepancy scores obtained
from any individual method remain of relative importance, as well as they can be fairly
integrated into the ensemble aggregation process.

After standardization of the reconstruction error score, we calculate the pairwise
correlation between the authentic outputs of each model. This yields a correlation
matrix, which is denoted by CM. The dimensions of this matrix are m x m, where m
represents the total number of models in the ensemble. As exemplified in equation (1),
this matrix measures the degree of linear dependence between the error distributions of
each model pair, which provides important insight into diversity and redundancy within
the ensemble.

- Ri1 Rz T
CM11 CM12 CM1n
R.
_____ Rz CM21 CMzz CMzn ____(1)
Rmn CMm1 CMp2 ... .. .. CMm

To refine the weight allocation process and to prevent inflationary bias generated by
self-correlations - which are always absolute (value 1) and therefore useless for inter-
model comparisons. We obtain a final weight matrix W through a normalized averaging
procedure. For each model n, the sum of its correlations with all other models is
extracted, excluding its own trivial self-correlation. Then this sum is divided by the total
number of models minus one to get the mean inter-model correlation. This calculation is
formally equivalent to extracting the average of each row of the correlation matrix and
subtracting the identity matrix from it, thereby separating meaningful pairwise
dependencies. The set of average correlations thus obtained for all models is then
normalized to ensure that the sum of the weights is one. Thus, the final weight vector W
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= {w1, Wz....., Wn} is obtained, where each wi proportionally represents the consensus of
that model within the ensemble.

Finally, to compute the comprehensive anomaly score for a given sample x, the
individual authentic reconstruction errors Rj(x) obtained from all the N component
models are aggregated into the integrated score R(x). This aggregation is done through a
weighted summation, which is formally defined as:

N
> Wik
j=1

where the optimal weights wj are not determined by heuristic alone, but are closely
optimized using the weighted ensemble method described earlier, which is designed to
maximally discriminate between normal and abnormal examples. Next, a final
determination of the nature of the sample (normal or abnormal) is made by comparing
this combined anomaly score R (x) to a pre-set threshold, thereby completing the
proposed ensemble framework outlined in Algorithm 1.

Algorithm 1 Advance Ensemble framework.

Input:
e Given a dataset D = {dy, dz, d3, ----- dm} of size m, where di represent a specific
observation.
o Algorithm set A= {A4, Ay, ------ , Ax}, where each Ai is an anomaly detection algorithm.
Output:

e Final anomaly score R(x) for each sample x€D.

1. Base Anomaly Detection

For each algorithm Ai€A:

a) Apply Aion D.

b) Obtain the reconstruction (or detection) error score vector Ri.
c) Normalize Ri to ensure comparability across algorithms.

2.Correlation Matrix Computation
Construct the correlation matrix CMERNxN, where each entry CMmn represents the
correlation between Rm and Rn.

3.Weight Calculation
For each algorithm An:
a) Compute its weight Wn as the average correlation of Rn with all other algorithms:

1
Wy = Ezglzl CMmn

b) Normalize weights so that ¥\_, W= 1.
4. Final Anomaly Score Aggregation

For each sample x€D, compute its final anomaly score as the weighted sum of base
scores:

N
R() = ) Wiy
j=1
5. Return

Output the anomaly score vector R(x) for all samples x€D.
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V. EXPERIMENTAL RESULTS, ANALYSIS AND COMPARISON

5.1. Datasets

In this study, we perform a comprehensive empirical evaluation of our proposed model
using two widely recognized real-world characteristic network datasets - Dataset 1
(Flickr) [46] and Dataset 2 (BlogCatalog) [47] -. These datasets were selected because
they represent the standard benchmark in this field and have been used extensively in
previous research on network analysis and anomaly detection, ensuring a robust and
comparable basis for assessment. The detailed statistical properties of each dataset,
including the number of nodes, edges, and attributes, are systematically summarized in
Table 1 to provide a clear overview of their structural and feature-based characteristics.

e Dataset 1 is an online image and video hosting platform, where users build a
social network by making connections to each other. In its network representation,
nodes are users and are represented by attribute vectors made up of the tags they use to
label their shared content; These tags collectively act as a proxy (parameter) of user’s
expressed interests and preferences.

e Dataset 2 is a social media platform, where users (who are mainly bloggers)
form a network by making connections to each other. The dataset representing this
network consists of rich node attributes, which are feature vectors derived from
descriptive information provided by users to characterize both their personal profiles
and their blogs.

Tablel: Statistics of dataset under test

Dataset Vertices (V) Edges (E) Attributes Anomalies
(A)

Flickr 7575 2,39,738 12,047 450

Dataset1

BlogCatalog 5196 1,71,743 8189 300

Dataset?2

5.2 Evaluation criteria and comparison

Accuracy is a widely used measure in classification, but cannot be relied upon with
skewed datasets such as anomaly detection, where rare anomalies can be easily ignored.
The aim is to identify as many abnormalities as possible and eliminating false positives.
Therefore, accuracy and recall are desirable: precision is the fraction of correct
anomalies of the predicted anomalies and recall is the fraction of predicted anomalies of

the actual anomalies. This combined give more worth to model performance.
TP

Precision = (TP + FP)
True Positives (TP) refer to correctly identified anomalies and False Positives (FP) are
normal samples falsely identified as anomalies. Precision (a lower FP) is valuable, but
cannot be utilized by itself, as a model may achieve good preciseness by identifying a
few anomalies. This is achieved by recall, which counts the number of the actual
anomalies that the model has correctly detected, which is a measure of sensitivity of the
model. When Precision and Recall are both considered, it generates a more balanced and
reliable. assessment of anomaly detection performance.
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TP

Recall = TP+ FN)
False negatives (FN) are discrepancies that the model does not recognize. The Receiver
Operating Characteristic (ROC) curve evaluates performance by plotting the True
Positive Rate (TPR) against the False Positive Rate (FPR), indicating a trade-off between
sensitivity and specificity. Area Under the Curve (AUC) quantifies this performance,
indicating the likelihood that an anomaly will receive a higher score than a typical
example. An AUC that is close to one indicates the strong quality of the model and its
ability to effectively distinguish between normal and abnormal samples.

Fig2 ROC curve on Dataset1

Receiver Operating Characteristic — Proposed Advance Ensemble Result (Dataset 1)
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Fig3 ROC curve on Dataset2

Receiver Operating Characteristic - Proposed Advanced Ensemble Result (Dataset 2)
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Table2: Result comparison

Method Dataset1 Dataset2
AUC  Precision Recall AUC  Precision Recall
DOMINANT 0.74900 0.70570 0.69560 0.78130 0.76530 0.71250
GAAE 0.73060 0.70820 0.70350 0.80360 0.77850 0.73520
ARGA 0.81100 0.78530 0.76590 0.82160 0.81150 0.80520
EfficientGAN 0.81640 0.79550 0.78530 0.81830 0.80950 0.79550

ResGCN 0.80570 0.79950 0.80160 0.84300 0.81570 0.80120
Ensemble 0.84180 0.82350 0.81350 0.85030 0.83250 0.81250
Proposed Advance 0.86477 0.85438 0.84693 0.88652 0.86471 0.84581
Ensemble
Fig 4 ROC Comparison of dataset1 and Dataset2
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5.3 Result Analysis

The proposed model has been tested by its Receiver Operating Characteristic (ROC)
curves on dataset 1 and dataset 2 (Figure 2 and Figure 3) respectively which suggest
that the proposed model has a high level of differentiation. This model has scored high
Area Under the Curve (AUC) scores of 0.86477 and 0.88652. The performance is
reported with a detailed comparative analysis with various benchmark algorithm and
the entire performance is described under Table 2 in terms of AUC, Precision and Recall.
To provide a direct visual comparison between the predictive performance of all
methods on a single dataset, we plot ROC curves of each method on the same plot and in
Figure 4 (Dataset 1 and Dataset 2). Furthermore, AUC, Precision and comparison of
Figures 5 (Datasetl) and Figure 6 (Dataset2) provide consolidated bar-chart
comparisons.

Recall scores respectively that give an effective and prompt review of the excellence of
the suggested ensemble model overall appraisal measures. These findings have been
detailed by discussing them below.
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Fig 5 Result Comparison of dataset1

Result Comparison of Datasetl

0.9
0.8
6.7
0.6
0.5
0.4
0.3
0.2
0.1
0

DOMINANT G ARGA EMmicientGAN Re nsemble Proposed

Advance

Ensemble

WAUC mPrecision mRecall

Fig 6 Result Comparison of dataset2

Result Comparison of Dataset2

0.8
0.7
0.6
0.5
0.4
0.3
0.2
0.1

0

DOMINANT GAAE ARGA EfficientGAN ResGCN Ensemble Proposed
Advance
Ensembie

mAUC mPrecision mRecall

In the empirical evaluation, the performance of individual anomaly detection models in
experimental evaluations showed remarkable variation on different datasets. Thus,
model selection is a major challenge in graph-based anomaly detection since it is
context-dependent. The Graph Attentional AutoEncoder (GAAE) surpassed the
dominant model on dataset 2, but the order was reversed on dataset 1. This supports
the hypothesis that one model is not universally optimal for all graph structures or data
distributions. The resulting inconsistency can be taken as a justification for the proposed
ensemble framework that achieves robust performance by effectively combining
different base detectors. Furthermore, ARGA and EfficientGAN yield better and
relatively similar results due to their particular adversarial and generative
regularization techniques. Both Dominant and GAAE demonstrate the effectiveness of
these advanced learning frameworks. All said and done, the ensemble model we propose
consistently outperforms all competitive methods, including these strong adversarial
and generative baselines, in every evaluation metric and across all benchmark datasets.

VI. CONCLUSION
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In this paper, we present an innovative unexplored advanced ensemble model for
anomaly detection in social graphs, which intelligently integrates six different
unexplored base models. The main innovation of our framework is a sophisticated
weighting mechanism, which dynamically assesses the predictive quality of each
component model for a given sample, leading to a more informed and stronger
consensus for the final discrepancy score without the need for labeled data. This is an
important advantage that increases its practical applicability. Extensive evaluation on
real-world datasets, including Dataset 1 and Dataset 2, shows that our model performs
significantly better than current state-of-the-art methods. Although these results are
highly promising, we acknowledge that the performance of models on very low-
dimensional datasets (such as Enron and Amazon) remains an area of future research.
As a result, our next work will focus on optimizing the model to perform effectively
across a broad range of data dimensions and extending its capabilities to more complex
and dynamic network structures (such as heterogeneous, spatial-spatial, and time-
evolving graphs), in order to further bridge the gap between theoretical development
and real-world, large-scale deployment.
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