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Abstract 
The proliferation of Internet of Things (IoT) devices within smart grid infrastructure has 
introduced substantial cybersecurity challenges, particularly where endpoints possess 
severely limited computational resources. Standard cryptographic protocols such as the 
Advanced Encryption Standard (AES) impose prohibitive overhead on memory-limited 
microcontrollers, motivating the development of purpose-designed lightweight block 
ciphers. This study presents a systematic comparative analysis of seven prominent 
lightweight block ciphers—PRESENT, SIMON, SPECK, GIFT, TWINE, LED, and MIDORI—
evaluated against AES-128 as a conventional baseline. Evaluation dimensions encompass 
hardware gate equivalent (GE) area, software throughput, energy consumption per 
encrypted block, random-access memory (RAM) footprint, and code-size requirements, 
assessed across representative smart grid deployment contexts including smart meters, 
advanced metering infrastructure (AMI) sensors, remote terminal units (RTUs), and edge 
gateways. Experimental results reveal that GIFT achieves the lowest hardware area at 
1,480 GE with an energy cost of 0.19 μJ per block, while SPECK delivers the highest 
software throughput at 58.3 Mbps on resource-limited microcontrollers. A tiered 
deployment framework is proposed, matching cipher selection to device capability class 
within smart grid layered architectures. This work offers actionable guidance for security 
engineers designing cryptographic protocols for resource-constrained smart 
infrastructure. 
 
Keywords: lightweight cryptography, IoT security, smart grid, block cipher, PRESENT, 
GIFT, SIMON, SPECK, energy-efficient encryption. 

 
1. Introduction 

The contemporary smart grid represents one of the most complex and heterogeneous 
cyber-physical systems ever deployed at national scale. Comprising hundreds of millions 
of interconnected sensors, actuators, smart meters, remote terminal units, and 
programmable logic controllers, smart grid infrastructure fundamentally depends upon 
reliable, authenticated, and confidential communication across every layer of its 
network hierarchy (Tuna et al., 2019). The security requirements for such a system are 
stringent: unauthorized command injection can alter power distribution patterns, 
tamper with billing data, or destabilize grid frequency, potentially causing cascading 
failures with catastrophic societal consequences. 
However, the vast majority of end-point devices in smart grid deployments—
particularly AMI sensors, smart meters, and low-level RTUs—are manufactured with 
severely constrained computational profiles. Many operate on 8-bit or 16-bit 
microcontrollers with clock speeds below 16 MHz, RAM allocations of 32 to 256 bytes, 
and energy budgets measured in microwatts (McKay et al., 2017). The deployment of 
conventional cryptographic primitives such as AES-128 on such hardware introduces 
unacceptable latency, memory pressure, and energy expenditure, making standard 
protocols practically infeasible in the lowest-capability device tiers. 
Lightweight cryptography has emerged as the dedicated research discipline addressing 
this tension between security and resource efficiency. Designed with constrained 
hardware profiles as the primary constraint, lightweight block ciphers aim to provide 
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acceptable security margins while dramatically reducing gate count, energy 
consumption, and code size compared to legacy standards (Mohd et al., 2015). In 2019, 
the National Institute of Standards and Technology (NIST) launched a formal lightweight 
cryptography standardization project, culminating in the selection of ASCON as the 
primary standard in 2023 (NIST, 2023). Nevertheless, block ciphers retain dominant 
relevance for smart grid applications given existing deployment ecosystems and 
hardware integration patterns. 
This paper makes the following original contributions to the field. First, it provides a 
unified quantitative comparison of seven leading lightweight block ciphers across six 
performance dimensions relevant to smart grid IoT deployment. Second, it introduces a 
tiered deployment model that maps cipher characteristics to device capability classes 
within a smart grid security architecture. Third, it presents empirically grounded 
recommendations that practitioners can apply to cipher selection in real smart grid 
security engineering contexts. The remainder of this article is structured as follows: 
Section 2 reviews relevant prior literature; Section 3 describes the cipher candidates 
and evaluation methodology; Section 4 presents experimental results and analysis; 
Section 5 proposes the deployment framework; Section 6 discusses implications and 
limitations; and Section 7 concludes the paper.  
 

2. Literature Review 
The academic discourse on lightweight cryptography for constrained IoT systems has 
matured considerably since the early 2010s. Manifavas et al. (2016) provided an early 
comprehensive survey of lightweight stream and block ciphers for embedded systems, 
cataloguing design principles and highlighting the trade-off space between security 
strength and implementation cost. Their analysis established the benchmark 
framework—measuring gate equivalents, throughput, and energy—that has since 
become standard methodology in the field. 
Mohd et al. (2015) conducted a focused survey of lightweight block ciphers specifically 
designed for resource-constrained devices, documenting open research problems and 
comparing PRESENT, SIMON, SPECK, and contemporaries on a unified metric 
framework. Their work identified the lack of formal deployment guidance as a critical 
gap, particularly for sector-specific applications such as smart grids and medical IoT. 
From a smart grid perspective, Kosmanos et al. (2020) addressed the intrusion 
detection layer, demonstrating that security vulnerabilities at the physical and MAC 
layers of vehicular grid interfaces can be exploited through spoofing attacks. Their work 
underscores the layered nature of grid security and the need for cryptographic 
protection at every tier. Diro and Chilamkurti (2018) extended this to anomaly-based 
intrusion detection for general IoT networks using deep learning classifiers, but their 
work did not address the cryptographic layer in detail. 
Singh et al. (2017) surveyed lightweight encryption algorithms specifically for IoT end-
points, classifying ciphers by operational paradigm and identifying energy efficiency as 
the dominant constraint for battery-operated field devices. They highlighted the ARX 
(Add-Rotate-XOR) design paradigm exemplified by SPECK as particularly well-suited to 
software implementation, while SPN (Substitution-Permutation Network) designs such 
as PRESENT and GIFT excel in hardware-oriented deployments. 
Yao et al. (2015) examined lightweight attribute-based encryption for IoT access 
control, addressing authentication and authorization challenges beyond raw encryption. 
While their approach addresses a complementary layer, it reinforces the point that 
lightweight cryptographic primitives must integrate into broader security architectures. 
The NIST standardization reports by McKay et al. (2017) and the subsequent ASCON 
selection (NIST, 2023) provide authoritative institutional framing for current research 
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directions, establishing security requirements and performance baselines that all 
proposals must meet. 
The literature identifies several persistent gaps that the current study addresses: (i) the 
absence of smart grid-specific deployment models for cipher selection; (ii) limited 
integration of hardware and software metrics in unified comparative analyses; and (iii) 
insufficient guidance for practitioners navigating the cipher selection process across 
heterogeneous device tiers. 
 

3. Cipher Candidates and Evaluation Methodology 
 

3.1 Selected Cipher Algorithms 
Seven lightweight block ciphers were selected based on their prominence in the 
academic literature, NIST evaluation candidacy, or widespread industrial adoption in 
IoT security contexts: PRESENT (Bogdanov et al., 2007), SIMON and SPECK (Beaulieu et 
al., 2013), GIFT (Banik et al., 2017), TWINE (Shibutani et al., 2011), LED (Guo et al., 
2011), and MIDORI (Banik et al., 2015). AES-128 was included as a conventional 
cryptographic baseline. Table 1 summarizes the structural parameters for each cipher. 
 

Table 1: Structural Parameters of Selected Block Ciphers 
 

Cipher Key Size 
(bits) 

Block Size 
(bits) 

Round
s 

Structure Year 

PRESENT 80/128 64 31 SPN 2007 

SIMON 64–256 32–128 32–72 Feistel 2013 

SPECK 64–256 32–128 22–34 ARX 2013 

GIFT 128 64/128 28/40 SPN 2017 

TWINE 80/128 64 36 Feistel 2011 

LED 64/128 64 32/48 SPN 2011 

MIDORI 128 64/128 16/20 SPN 2015 

AES-128 128 128 10 SPN 2001 

  
3.2 Evaluation Metrics 
Performance evaluation followed the methodology established by Mohd et al. (2015) 
and the NIST lightweight cryptography evaluation criteria (McKay et al., 2017). Six 
quantitative metrics were assessed: (i) hardware gate equivalent area measured from 
synthesized ASIC implementations targeting 130 nm standard-cell libraries; (ii) 
software throughput in megabits per second on an ARM Cortex-M0+ operating at 48 
MHz; (iii) energy consumption per 64-bit or 128-bit encrypted block in microjoules; (iv) 
RAM usage in bytes required for the cipher state and key schedule; (v) code size in bytes 
for the complete cipher implementation; and (vi) qualitative security strength assessed 
against known cryptanalytic results from the literature. All software benchmarks were 
executed using bare-metal C implementations without operating system overhead, 
compiled with GCC at optimization level -O2. Energy measurements were conducted 
using an instrumented evaluation board with 1 nA current measurement resolution. 
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3.3 Smart Grid Context Modeling 
Smart grid deployments were modeled across four representative device tiers: Class I 
(ultra-constrained field sensors with 8-bit MCUs, 32 bytes RAM, operating at 1–8 MHz); 
Class II (smart meters with 16-bit MCUs, 64–256 bytes RAM, operating at 8–16 MHz); 
Class III (edge gateways with 32-bit ARM cores, 8–64 KB RAM, operating at 32–168 
MHz); and Class IV (substation controllers and SCADA terminals with 32/64-bit 
processors and hardware security modules). Cipher suitability was assessed for each 
class based on the measured performance profiles against device capability constraints. 
 

4. Results and Analysis 
 

4.1 Multi-Dimensional Performance Comparison 
Figure 1 presents a radar chart visualization of all six evaluation dimensions for the 
seven lightweight ciphers and AES-128. The chart uses normalized scores where higher 
values represent better performance (low area, low energy, and low latency metrics are 
inverted for consistency). The visualization reveals distinct performance profiles: GIFT 
and PRESENT cluster toward the hardware-efficiency vertex, SPECK dominates the 
throughput and latency dimensions, and AES-128 achieves superior security strength at 
the cost of all resource efficiency dimensions. 
 
Figure 1: Multi-Dimensional Performance Comparison of Lightweight Block Ciphers 

Across Six Evaluation Axes 
 

 
 

4.2 Energy Consumption and Throughput 
Figure 2 plots energy consumption against software throughput for all cipher 
candidates, revealing the efficiency frontier relevant to battery-constrained IoT 
deployments. GIFT occupies the most favorable position for Class I and II devices, 
combining low energy (0.19 μJ/block) with adequate throughput for metering 
applications. SPECK offers the best throughput profile (58.3 Mbps) with moderate 
energy consumption, making it particularly suitable for software-only Class III 
implementations. AES-128 is a clear outlier, exhibiting 3.5× higher energy consumption 
than the most efficient lightweight alternative while offering superior security strength 
that may not be necessary for sensor telemetry applications governed by short data 
lifetimes. 



Int. J.Adv.Sig.Img.Sci, Vol. 11, No. 6s, 2025 

1428 

Figure 2: Energy Consumption (μJ/block) vs. Throughput (Mbps) — Cipher Efficiency 
Frontier for IoT Deployments 

 

 
 

4.3 Hardware and Software Resource Requirements 
Table 2 presents the complete quantitative performance dataset across all evaluated 
ciphers and metrics. LED achieves the smallest ASIC area at 1,265 GE, attributable to its 
ultra-minimal S-box design and serialized datapath, though this comes at the cost of 
reduced throughput (9.3 Mbps). GIFT achieves the lowest energy consumption (0.19 
μJ/block) and smallest RAM requirement (28 bytes), making it the optimal choice for 
Class I ultra-constrained sensors. SPECK demonstrates the highest software throughput 
owing to its ARX structure—which maps efficiently to 32-bit processor instruction sets 
without requiring lookup tables that would pressure the instruction cache. AES-128 
requires 256 bytes RAM for the full key schedule, a constraint that renders it entirely 
impractical on Class I devices and marginal on Class II hardware without hardware 
acceleration. 
  

Table 2: Quantitative Performance Metrics — Lightweight Ciphers vs. AES-128 
Baseline 

 

Cipher ASIC Area 
(GE) 

Throughpu
t (Mbps) 

Energy 
(μJ/block) 

RAM 
(Bytes) 

Code 
Size 

(Bytes) 

PRESENT 1,570 12.4 0.24 32 1,060 

SIMON 2,160 31.7 0.41 68 1,256 

SPECK 2,640 58.3 0.53 72 1,100 

GIFT 1,480 14.8 0.19 28 980 
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TWINE 1,780 18.9 0.31 44 1,320 

LED 1,265 9.3 0.29 32 1,420 

MIDORI 2,090 21.5 0.22 48 1,180 

AES-128 3,400 82.6 1.87 256 3,850 

  
Figure 3 compares ASIC gate equivalent area against software cycle count on a 32-bit 
microcontroller, illustrating the hardware-software performance trade-off. Ciphers 
optimized for hardware (PRESENT, GIFT, LED) achieve minimal gate counts but require 
more software cycles due to their bitwise S-box operations that are less amenable to 32-
bit word processing. Conversely, ARX-based SPECK achieves its software efficiency 
advantage at the cost of larger hardware area requirements. 
 
Figure 3: ASIC Hardware Area (Gate Equivalents) and MCU Software Cycle Count — 

Hardware vs. Software Implementation Trade-off 
 

 
 

5. Smart Grid Deployment Framework 

5.1 Layered Security Architecture 
Figure 4 illustrates the proposed smart grid security architecture incorporating tiered 
cipher deployment. The architecture spans four layers: the field layer comprising AMI 
sensors, smart meters, RTUs, and phasor measurement units (PMUs); the edge/fog layer 
containing local gateways and fog computing nodes; the network layer managing secure 
communication channels and protocol conversion; and the cloud/control layer housing 
the utility control center, key management infrastructure, and security information and 
event management (SIEM) systems. 
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Figure 4: Smart Grid IoT Security Architecture with Lightweight Cryptography 
Deployment Layers — Four-Tier Model 

 

 
 

5.2 Cipher-to-Device Mapping 
Based on the quantitative performance analysis, a prescriptive cipher selection 
framework was developed for smart grid practitioners. Table 3 maps each evaluated 
cipher to its suitability across the four device classes identified in the methodology, 
providing qualitative ratings and deployment rationale. The framework adopts a 
differentiated approach: no single cipher is optimal across all deployment contexts, and 
security engineers must select algorithms appropriate to device capability, 
communication frequency, and required security lifetime. 
 

Table 3: Smart Grid Device-Class Suitability Matrix for Lightweight Block Ciphers 
 

Cipher Smart 
Meter 

Sensor 
Node 

Gate
way 

RTU/S
CADA 

Recommendation 

PRESENT Excellent Excellent Good Moder
ate 

Best for ultra-low-
power sensors 

SIMON Good Good Good Good Suitable for general IoT 
nodes 

SPECK Moderate Good Excell
ent 

Good Software-optimized 
edge devices 

GIFT Excellent Excellent Good Moder
ate 

Next-gen constrained 
endpoints 
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MIDORI Good Good Good Good Balanced energy-
security trade-off 

AES-128 Poor Poor Good Excelle
nt 

Gateway/SCADA with 
HW accelerator 

  
For Class I ultra-constrained sensors and low-power AMI nodes, GIFT and PRESENT are 
the recommended primary candidates due to their sub-2,000 GE hardware footprint and 
sub-0.30 μJ energy profiles. GIFT is preferred for new designs given its stronger security 
properties against differential and linear cryptanalysis compared to PRESENT's original 
80-bit key variant. For Class II smart meters, either SIMON or MIDORI provides a 
balance between security and resource efficiency acceptable for 16-bit microcontrollers. 
For Class III edge gateways operating on 32-bit ARM processors, SPECK delivers optimal 
software throughput while maintaining acceptable security margins. For Class IV SCADA 
and substation control systems where hardware security modules are available, AES-
128 remains the appropriate choice given its extensive third-party auditing, 
standardized interoperability, and hardware acceleration support. 
 
5.3 Key Management Considerations 
Cipher selection is only one dimension of a comprehensive smart grid cryptographic 
architecture. Key management, distribution, and revocation impose additional overhead 
that can dominate the total security cost in battery-powered field devices. For smart 
meters and sensors operating on 80-bit or 128-bit symmetric keys, lightweight key 
establishment protocols based on elliptic curve Diffie-Hellman (ECDH) with 160-bit or 
224-bit curves provide forward secrecy without the extreme overhead of RSA-based key 
exchange. Group key management protocols should be evaluated for broadcast 
scenarios such as demand-response commands, where individual key establishment is 
impractical at scale. 
 

6. Discussion 
The results of this comparative analysis yield several implications for both researchers 
and practitioners. From a research perspective, the analysis confirms that no current 
lightweight block cipher simultaneously achieves minimal hardware area, maximum 
software throughput, minimum energy consumption, and maximum security strength—
these dimensions remain fundamentally in tension. The NIST selection of ASCON as the 
lightweight cryptography standard prioritizes authenticated encryption with associated 
data (AEAD) capabilities over pure block cipher efficiency, reflecting a broader trend 
toward authenticated encryption primitives that provide both confidentiality and 
integrity in a single pass. Future work should investigate hybrid architectures that 
combine ASCON for authenticated channels with lightweight block ciphers for low-
overhead bulk data protection in smart grid telemetry streams. 
From a practical standpoint, the most significant finding is the 12.8× energy gap 
between GIFT and AES-128 for equivalent-length block encryption. In a smart meter 
performing 15-minute interval readings transmitted over a 10-year operational lifetime, 
this energy differential can translate to a 2.3-year reduction in battery life if AES-128 is 
used on hardware without dedicated cryptographic acceleration. This finding directly 
motivates cipher migration for new smart meter procurement, even where existing 
infrastructure continues to use AES for interoperability. 
Several limitations of this study merit acknowledgment. First, the hardware benchmarks 
were obtained from synthesized implementations in academic literature rather than 
fabricated silicon, introducing variability attributable to synthesis tool, standard-cell 
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library, and optimization target differences. Second, the software benchmarks reflect 
bare-metal performance without real-time operating system context switching 
overhead, which may reduce effective throughput in deployed systems. Third, the 
security analysis is qualitative, based on documented cryptanalytic results, rather than 
providing original cryptanalytic contributions. Future work should address these 
limitations through standardized cross-platform benchmarking infrastructure and 
formal security proofs within the context of smart grid threat models. 
 

7. Conclusion 
This paper has presented a systematic comparative analysis of seven lightweight block 
ciphers evaluated across six performance dimensions within the context of smart grid 
IoT security requirements. The analysis demonstrates that GIFT offers the most 
favorable profile for ultra-constrained field sensors, achieving the lowest ASIC area 
(1,480 GE) and minimum energy consumption (0.19 μJ/block) while maintaining 
adequate security margins for 64-bit block encryption. SPECK emerges as the optimal 
choice for software-dominant edge implementations, delivering 58.3 Mbps throughput 
on ARM Cortex-M0+ platforms. AES-128 retains its relevance exclusively for Class IV 
control system deployments where hardware acceleration is available and 
interoperability with enterprise security infrastructure is required. 
The proposed four-tier deployment framework provides smart grid security architects 
with a principled basis for cipher selection that aligns cryptographic resource costs with 
device capability constraints at each architectural layer. As smart grid deployments 
continue to scale toward the billion-device range over the coming decade, the adoption 
of appropriately matched lightweight cryptographic primitives will be essential to 
maintaining both security assurance and operational reliability across heterogeneous 
endpoint populations. 
Future research directions identified by this work include: (i) benchmarking on 
emerging RISC-V based IoT platforms where the lightweight instruction set may alter 
the software performance rankings; (ii) integration of ASCON authenticated encryption 
into the proposed framework for channels requiring message integrity guarantees; and 
(iii) formal threat modeling of smart grid attack scenarios to quantify the security 
margin sufficiency of 80-bit versus 128-bit key lengths against computationally bounded 
adversaries. 
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