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Abstract  
The modern cloud computing, artificial intelligence infrastructure, and distributed large-
scale services rely on hyperscale data centers. With the number of nodes growing into the 
hundreds of thousands, the boot procedure has now become a policy-managed workflow 
whose execution is driven by software-defined network (SDN) fabrics instead of 
firmware. This paper presents a technical review of software-defined network boot 
architectures for hyperscale data centres, incorporating the insights of control-plane 
scalability, programmable data-plane enforcement, secure bootstrapping, and large-scale 
provisioning systems. A systematic analysis scheme was used to consider peer-reviewed 
sources related to SDN controller architecture, programmable switching platform, 
distributed attestation, and zero-touch provisioning framework. Reported metrics 
synthesis was done in a quantitative way to investigate control-plane reaction latency, 
rule installation overhead, packet loss during correlated activation, and delay increment 
due to attestation. Statistical analysis has shown that distributed clusters of controllers 
can substantially address the issue of scale-induced latency explosion and programmable 
data-plane isolation can be used to reduce packet loss during the boot phase by nearly a 
factor of three. Conversely, centralized attestation architectures exhibit nonlinear delay 
under high concurrency which underscores the need of hierarchical or distributed trust 
validation models. The results indicate that the cross-layer interactions and not the 
subsystem efficiencies dictate the performance of the boot. To date, little has been done 
in terms of empirical testing in real hyperscale configurations and there are no 
standardized measures of boot performance. Architectural optimization including 
control-plane elasticity, deterministic forwarding isolation and distributed attestation 
can be realized significantly to achieve the total provisioning latency however scalability 
limits remain under correlated boot storms. The validation trace, cross-layer analytical 
modeling, energy conscious boot scheduling and formal verification of dynamic boot-
state transitions should be the priorities in future research. Software-defined boot 
architectures are positioned as critical enablers of secure, elastic and composable 
hyperscale infrastructure, and further interdisciplinary research is recommended. 
 
Keywords: Software-Defined Networking (SDN); Hyperscale Data Centers; Network Boot 
Architectures; Programmable Data Planes; Secure Attestation. 

 
1. Introduction 

Hyperscale data centers have become the base infrastructure of digital transformation 
on the planet, alongside cloud computing, artificial intelligence workloads, and high-
performance computing, edge-cloud integration, and massive distributed storage 
systems. With the spread of virtualization, containerization, microservices and 
infrastructure paradigms based on software-defined architecture, the architectural 
complexity of these environments has grown significantly [1], [2]. Conventional hard-
wired network setups and firmware-based boot processes have not been able to keep 
pace with the elasticity, programmability, and automation of hyperscale. Consequently, 
the integration of software-defined networking (SDN) and network-based boot 
architecture has turned out to be a vital research and engineering field. 
Software-defined networking brought into place structural decoupling between the data 
plane and the control plane allowing a centralized programmability and visibility of the 
entire network [3], [4]. This division has made possible greater flexibility in traffic 
engineering, fault management and policy enforcement than ever before. The SDN 
controllers in hyperscale data centers synchronise thousands to millions of endpoints 



 

Int. J.Adv.Sig.Img.Sci, Vol. 11, No. 6s, 2025 

942 

 

dynamically to meet the workload mobility and scaling needs [5]. Nevertheless, whereas 
SDN has been widely researched in regard to forwarding control and service chaining, 
the implication on system bootstrapping, provisioning and lifecycle automation have 
received relatively less attention. 
Network boot architecture, which is historically carried out by systems like Preboot 
Execution Environment (PXE), was originally intended to be used in small-scale 
enterprise delivery [6]. They are based on a discovery mechanism based on broadcast 
and centralized boot servers that fail to work in hyperscale environments of multi-tenant 
isolation, east-west traffic dominance and segmented fabric topology. The swift increase 
in the number of nodes magnifies broadcast storms, adds congestion to boot-time, and 
creates possible security attacks at the first stages of provisioning [7]. 
Leaf-spine and Clos topologies are seen to gain popularity in hyperscale data centers to 
provide predictable latency and high bisection bandwidth [8]. Within these forms of 
topology, the boot traffic has to pass through programmable fabrics, which could 
implement policy-driven segmentation and virtual network overlays. The boot process 
has ceased to be a mere firmware event and has by this time become an elaborate 
concerted communication among firmware, programmable switches, SDN controllers, 
authentication services and distributed image repositories. The combination of SDN and 
network boot results not only in the appearance of the architectural opportunities but 
also in the systemic risks. 
In recent years, the programmable data planes have seen improvements and in 
particular, programs written in domain-specific languages, such as P4 have facilitated the 
definition of custom packet processing pipelines [9]. These enable the classification of 
boot traffic, rate-limiting or redirection of boot traffic through fine-grained policies 
implemented directly in switching equipment. This programmability provides 
opportunities in isolating secure boot channels as well as having deterministic 
provisioning flows. Nonetheless, it is also associated with some problems in terms of 
control-plane policy consistency and hardware execution. 
The disaggregation has also contributed to the demand of smart boot orchestration. 
Contemporary hyperscale architectures are moving towards the separation of compute, 
storage and networking resources into composable pools, enabling just-in-time 
construction of logical servers [10]. In these cases, workflows running on controllers are 
required to dynamically bind network identity, storage allocation and compute 
scheduling. Workloads that are temporary and fungible hardware render static 
assignment of IP or VLAN-bound boot segmentation impossible. 
The issue of security is especially acute at the stage of system bootstrapping. The the pre-
operating-system stage is a vulnerable attack surface since conventional endpoint 
protection is not in operation yet [11]. Manipulation with adversarial methods of boot 
images, the reaction of DHCP, or file transfer with TFTP can weaken whole racks of 
equipment. To address such risks, it has been suggested to use secure boot protocols, 
trusted platform modules (TPMs), and remote attestation mechanisms [12]. However, 
the implementation of these trust mechanisms into fabrics controlled by SDN presents 
complexities of coordination, and overheads in latencies as well as constraints in their 
scale. 
Boot architecture is also affected by energy efficiency and sustainability issues. 
Hyperscale operators are becoming more aggressive in cycling power and workload 
consolidation algorithms [13]. Quick provisioning and de-provisioning must have boot 
systems that are able to take large bursts of simultaneous activation without 
compromising the fabric stability. The correlation between the trends of boot traffic and 
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congestion control of fabrics, therefore, turns into the concern of reliability in operations 
and energy-conscious scheduling. 
Even with this technological innovation, an in-depth overview of SDN-based boot designs 
in hyperscale has not yet reached the material of high impact. The literature has the 
propensity to separate SDN performance, programmable switching, secure boot 
mechanisms or large-scale provisioning frameworks as different subjects. 
Interdependences between these pieces, especially due to limitation of hyperscale, have 
not been studied in a systematic manner. The areas of critical gaps still remain in the 
insights into the scaling bottleneck, control-plane resiliency to mass boot challenges, 
data-plane programmability compromise, and cross-layer security enforcement. 
Moreover, boot mechanism is often experimented in small-scale testbeds by empirical 
studies, which do not extrapolate their findings to production hyperscale settings. There 
are still pieces of quantitative evidence on the boot latency at different topologies, 
controller loads and trust validation schemes. In the lack of unified evaluation metrics, it 
is difficult to compare the offered architectures. 
Since the process of automation and provisioning of cloud-native ecosystems is largely 
centered on automation and zero touch, the boot process has to be redefined as a 
programmable, policy-driven, security conscious subsystem embedded in SDN-managed 
fabrics. Reconceptualization is necessitated to be interdisciplinary integrating network 
architecture, distributed systems, hardware security and control theory. 
This review is thus aimed at giving a technical rigorous study of the architecture of 
software-defined network boot in hyperscale data centers. The analysis brings together 
the innovations in SDN control models, programmable data planes, secure bootstrapping, 
and large-scale provisioning. Trade-offs in architecture, scalability, security, and 
performance issues are considered in a critical way. The newest research directions are 
determined to direct the design of strong, programmable, and secure boot environments 
that have the potential to support next-generation hyperscale computing environments. 
 

2. Literature Review 
Convoluted development of software-defined network (SDN) boot architectures in hyper 
scale data centers has been influenced by concurrent progress in the abstraction of the 
control plane, forwarding hardware programmability, large-scale provisioning software, 
and secure platform booting. Even though these areas have followed more or less parallel 
paths, their interconnection has become more and more urgent in the environment of 
hyperscales with fast elasticity, multi-tenancy and composable infrastructure. 
 
2.1 Control-Plane Architectures and Scalability 
SDN has made parting of control and data planes in architecture, which has made it 
possible to have logical centralized control of distributed forwarding elements [14], [15]. 
Initial SDN systems were based on single controllers, soon found limiting to scalability 
and fault tolerance on high event rates [16]. Later work presented distributed clusters of 
controllers with weak to strong ranges of consistency [17]. The placement of controllers 
and replication strategies play an important role in the context of hyperscale 
environment, where provisioning latency and boot-time convergence are both 
important. 
Onix showed a distributed control platform that could keep the network state in large-
scale deployments in place [18]. These concepts were then expanded by ONOS and the 
OpenDaylight with intent-based abstractions and modular southbound interfaces [19], 
[20]. Most assessments however concentrated on steady-state traffic engineering but not 
on the dynamic aspects of boots. Boots, particularly burst booting like the rack-scale 
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booting of a power system, produce correlated control-plane workloads, such as DHCP 
traffic, policy instance, access control list (ACL) programming, and overlay instance. 
These are correlated events that emphasize on the mechanisms of controller consensus 
and state synchronization. 
Empirical experiments with distributed SDN have also determined the effects of 
controller clustering on latency in churn conditions [21]. This was noted to be caused by 
failover and leader-election mechanisms that may cause temporary control-plane stalls. 
Such stalls spread to slow provisioning of endpoints in cloud environments in workloads 
that are boot-intensive. 
 
2.2 Programmable Data Planes and Boot Traffic Isolation 
The high-level P4 and other domain-specific languages have also facilitated the 
customization of packet-processing pipelines at line rate [22]. In contrast to the fixed 
match-action tables of OpenFlow, P4 allows the arbitrary header format to be read, 
stateful packet processing, and dynamically defined protocols [23]. Such abilities are 
especially applicable to the classification and isolation of boot traffic. 
 
Boot traffic can be shared with production traffic across the leaf-spine data centers in 
hyperscale data centers. Under unisolated conditions, boot events in large scale can 
reduce the performance of applications [24]. Rate-limiting, traffic shaping and priority 
queuing have been suggested to be implemented directly in hardware with 
programmable switches [25]. Programmable ASICs have been shown to be capable of 
custom match-action logic, with sub-microsecond processing overhead, thus boot traffic 
segregation at scale is possible [26]. 
However, the limitation of hardware resources is still a major issue. The boot-policy rules 
can be too complex, which is constrained by ternary content-addressable memory 
(TCAM) and SRAM restrictions [27]. Also, policy changes may also create temporary 
inconsistencies when synchronizing SDN controllers and programmable switches. These 
inconsistencies can indicate security vulnerabilities at the stages of early booting. 
 
2.3 Large-Scale Provisioning Frameworks 
SDN integration has also been introduced into bare-metal provisioning frameworks like 
Foreman, OpenStack Ironic, and MAAS to provide zero-touch cloud provisioning [28], 
[29]. These systems provide coordination to DHCP, image distribution, configuration 
management and network segmentation through API controller. Empirical observations 
of cloud provisioning systems have inferred large variation in the provisioning latency, 
which may mainly be due to network orchestration delay, and not the disk imaging time 
[30]. 
The warehouse scale computing structure of Google focuses on the speed of node 
recovery and reimaging in order to keep the service alive [31]. The subsystem of boots is 
hence incorporated in automated pipeline of failure detection and resource scheduling. 
Other architectures which have been recorded to be based upon similar principles have 
been documented in large scale cluster management systems, where nodes are 
considered volatile resources [32]. 
Although these improvements have been made, there has been little systematic 
benchmarking of boot-time performance with SDN controlled fabrics. Most of the 
reported assessments are at moderate scale(less than 1,000 nodes) with unknown 
behaviour at hyperscale (>100,000 nodes). 
 
2.4 Security Mechanisms in Network-Based Boot 
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Mechanisms against firmware and bootloader attacks have been created by means of 
secure boot and remote attestation [33]. Trusted platform modules (TPMs) allow the 
scores to be measured and verified prior to running [34]. Attestation has also been 
explored to incorporate the attestation into the network-based provisioning processes in 
order to make sure only trusted nodes are introduced to overlay networks [35]. 
Scalable attestation protocols of large clusters have been studied in recent literature with 
the aim of minimizing cryptographic overhead [36]. Nonetheless, the performance trade-
offs between the security validation and the provisioning latency are not well quantified. 
Delays caused by attestation are known to build up in the case of a mass boot, especially 
when validation servers are centralized into a bottleneck. 
Besides, SDN creates new attack vectors. The use of malicious controller policy 
manipulation in early boot stages may cause a diversion of image downloads or access 
control bypasses [37]. SDN policies have been suggested to be formally verified to 
minimize configuration errors and security holes [38] but there is a lack of integration 
with boot workflows. 
 
2.5 Quantitative Trends in SDN-Based Provisioning Research 
In order to assess the focus of research in the various domains, a dataset has been built 
of peer-reviewed journal articles published in Scopus in the years 2010-2023 that are 
concerned with SDN scalability, programmable data planes, provisioning frameworks, 
and secure boot integration. The numbers of publications per category were summed up 
in order to analyze the thematic growth (See Figure 1). 

 
Figure 1. Publication Trend in SDN Boot-Related Research 

 
The frequency of publications statistically shows that programmable data plane research 
is exponentially growing past 2014 with the advent of P4 standardization. However, the 
research on secure boot integration in SDN environments is rather scarce. An annual 
counts regression of Poisson shows that the growth coefficients of programmable 
forwarding studies are significantly larger than the secure boot research (p < 0.05). 
Table 1 summarizes the experimental scales that have been reported in the literature. 
The empirical analysis of hyperscale boot dynamics is limited; the majority of 
experimental validations have a number of nodes less than 10,000. 
 
2.6 Comparative Evaluation of Representative Studies 
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Table 2 provides a comparative analysis of some peer-reviewed articles that are related 
to SDN boot architectures. The selection of the studies was performed based on the 
citation impact, methodological rigor, and applying to control-plane scalability, 
programmable data planes, provisioning automation, or security integration. 
 

Table 1. Experimental Scale Reviewed Studies. 

Scale Category Number of Studies Percentage 

<1,000 nodes 18 45% 

1,000–10,000 14 35% 

>10,000 8 20% 

 
Table 2. Comparison of Topical Research. 

Ref Focus Area Controller 
Type 

Programmable 
Data Plane 

Security 
Integration 

Max Scale 
Evaluated 

Key 
Limitation 

[18] Distributed 
Control 

Onix No Limited ~10k 
nodes 

State 
convergence 

latency 

[19] Intent-
Based SDN 

ONOS No Partial ~5k Limited 
churn 

evaluation 
[22] P4 Data 

Planes 
N/A Yes No Lab-scale Hardware 

constraints 

[28] Provisioning OpenStack Partial No ~2k Network 
overhead 

[33] Secure Boot N/A No Yes Small 
clusters 

Attestation 
delay 

[36] Scalable 
Attestation 

N/A No Yes ~1k Crypto 
overhead 

[21] Controller 
Fault 

Tolerance 

Distributed No No ~5k Failover 
delay 

[25] Switch QoS SDN-
enabled 

Yes No ~10k TCAM limits 

[30] Cloud 
Provisioning 

Hybrid No Limited ~3k Imaging 
bottlenecks 

[37] SDN 
Security 

SDN No Yes Simulation Limited real 
deployment 

 
The comparative analysis illustrates disintegration on areas. Programmable forwarding, 
distributed control and secure boot are rarely combined together in a single 
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experimental setup. Also, validation of large scale validation outside testbeds is still 
uncommon. 
 
2.7 Identified Research Gaps 
 
Three principal gaps emerge: 

• Absence of holistic evaluation schemes that combine control-plane scalability, 
programmable data-plane enforcement as well as secure attestation. 

• Minimal empirical validation in hyperscales of over 100,000 nodes. 
• Weak quantitative modelling on boot-time congestion and controller 

synchronization overhead during mass activation events. 
These voids drive the desire to have consolidated architecture frameworks and scalable 
massive assessment techniques. 
 

3. Methodology 
The review was based on an organized analytical model aimed at investigating the 
technical development of software-defined network (SDN)-based boot architectures in 
hyperscale data centers. Its goal was not to generalize previous research but instead to 
review critically methodological strategies, experimental settings, scalability validation, 
performance modeling strategies and security validation techniques used throughout the 
literature. 
 
3.1 Keyword Strategy and Corpus Construction. 
A combination of following keywords at expert level was used in assembling the 
literature corpus: 

• Software-defined networking 
• Scalability of SDN control-plane. 
• Network boot / PXE / iPXE 
• Bare-metal provisioning 
• Hyperscale data center structure. 
• Programmable data plane / P4 
• Secure boot/ remote attestation. 
• Zero-touch provisioning 
• Warehouse-scale computing 

Articles in peer-reviewed journals and academic books found in Scopus and Web of 
Science were given preference. Only conference papers that were published in archival 
publications that were formally peer-reviewed with high citation influence were 
included. The time frame was set to focus on the articles published between 2008 and 
2024, which is in line with the popularization of the OpenFlow and later SDN 
standardization [39], [40]. 
The corpus resulting was both studies distributed controller architecture, programmable 
switching hardware, large scale provisioning systems, and secure bootstrapping 
protocols. Articles that dealt solely with enterprise (non-hyperscale) networks were not 
given analytical priority, but supporting architectural literature was still made available 
where needed as theoretical base. 
 
3.2 Methodological Typologies in Reviewed Studies 
In the literature, there were five prevalent categories of methodology: 

• Experimentation (e.g. Mininet-based SDN evaluation) through emulation. 
• Hardware testbed validation using programmable ASICs or FPGA platforms  
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• Queuing analysis and performance modelling through analysis. 
• Scalability studies based on simulation. 
• Formal verification and security protocol verification. 

The Mininet simulation framework has been globally employed in testing SDN control-
plane behaviour in the presence of synthetic traffic loads [41]. Although useful in the 
quick prototyping process, emulation environments are typically not able to be used to 
simulate control-plane synchronization latency and hardware pipeline constraints that 
exist in production hyperscale fabrics. Most study works on boot orchestration are based 
on these controlled environments and may significantly underestimate the amplification 
of congestion at events of burst provisioning. 
The evaluations in hardware with the use of NetFPGA or merchant-silicon programmable 
switches are more realistic and give more insights on data-plane enforcement constraints 
[42]. Such experiments often examine the policy change latency in rule-installation, the 
occupancy of pipelines, and the throughput loss in the case of policy change. Testbed 
scale is normally, however, limited to tens of switches, constraining external validity to 
hyperscale cases. 
Propagation times of controls and states in distributed controllers have been estimated 
using analytical models to estimate control-plane queuing delays [43]. These models 
usually presuppose Poisson arrival times, and Markov transition between states. 
Although these assumptions can be solved mathematically, they might not represent 
correlated boot storms in which hundreds or thousands of nodes start DHCP and image 
retrieval cycles at the same time. 
Approaches that use simulation tools including ns-3 or discrete-event simulators of 
custom simulation can be used to evaluate larger synthetic scales [44]. Nonetheless, the 
fidelity of models is extremely sensitive to parameter calibration. Limited studies have 
been done with calibration to production traces of hyperscale settings, decreasing the 
trust of predictive validity. 
SDN policy checking in the form of verification of policies based on header-space analysis 
and model checking has been performed with the help of formal methods [45]. The 
methods are used to guarantee consistency of rules and the lack of forwarding loops. 
However, they have not been fully tested concerning their integration with dynamic boot 
workflows, and especially in passing through state transitions in early provisioning 
phases. 
 
3.3 Experimental Metrics and Performance Indicators 
In the literature reviewed, the performance evaluation is mostly based on the following 
measures: 

• Milliseconds of reaction of a control plane. 
• Time of rule installation (microseconds to milliseconds) 
• Time to complete boot (minutes/ seconds) 
• Controller CPU utilization 
• Loss rate of packets when changing policy. 
• Delay on attestation verification. 
• Latency and throughput degradation during concurrent boot events. 

A huge variation in the definition of boot latency is present. Other studies use the time 
until the operating system is ready as a measure of time to power-on, but others single 
out the time it takes to configure the network [46]. Such discrepancy makes it difficult to 
compare studies across. 
Leader-election latency and state-synchronization time are commonly used as measures 
of consensus overhead and state synchronization time are commonly used as measures 
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of consensus overhead in distributed controller studies [47]. Nevertheless, the literature 
is lacking in terms of assessing the compounding effect of consensus delays and secure 
attestation validation under mass provisioning occurrences. 
Security validation experiments normally measure cryptographic overhead in 
milliseconds per node [48]. At the linear level, such delays seem to be manageable. 
However, in practice it is believed that centralized validation services would scale 
nonlinearly whenever they are concurrent, exhibiting bottleneck behavior. 
 
3.4 Data Types and Modelling Approaches 
According to the literature, it can be seen that most traces of workloads are synthetic 
traces as opposed to actual hyperscale operational data. The analysis of traffic traces of 
enterprise data centers has been used to describe east-west flows [49] although boot-
specific trace datasets are absent in the open literature because of the sensitivity of their 
operation. 
Some of the statistical modeling techniques used in studies are: 

• Control-plane request arrival Poisson and exponential queueing models. 
• Scaling controller throughput regression analysis. 
• Failure propagation Monte Carlo simulation. 
• Asymptotic modelling of cryptographic cost. 

Not many studies use multivariate statistical models to simultaneously measure 
controller load, programmable data-plane capacity and security overhead. Lack of the 
model frameworks is a methodological deficiency. 
New literature has started to look into reinforcement learning to implement adaptive 
policies in SDN worlds [50]. Such schemes are still not proven to be effective in boot-
phase orchestration, where determinism and security are the key factors. 
 
3.5 Technical Tools and Implementation Environments  
Technical tools that are used in the reviewed literature include: 

• OpenFlow and P4Runtime APIs 
• ONOS OpenDaylight controller platforms. 
• Barefoot Tofino programmable switches NetFPGA SUME switches. 
• The Trusted Platform Module (TPM 2.0) implementations. 
• Orchestration systems based on Kubernetes. 
• CloudStack and OpenStack Ironic Ironic provisioning modules. 

To implement control-plane decomposition based on microservices and 
containerization, control-plane decomposition has been suggested to improve 
resilience or horizontal scalability [51]. Nonetheless, microservice-based SDN control 
planes are not carefully tested in response to burst boot events. 
In addition, the interoperability of the SDN controllers and provisioning frameworks is 
usually based on the RESTful APIs, which introduce the overhead of serialization and 
communication. The API-mediated orchestration on the latency has not been 
benchmarked in a systematic manner in hyperscale boot loads. 
 
3.6 Methodological Limitations that were found in Literature. 
There were a few common methodological shortcomings that were detected: 

• Backed up only by limited assessment in control laboratory settings. 
• Variation in the definition of boot latency. 
• Absence of boot storm correlated-event modeling. 
• Lack of full incorporation of the security overhead into scalability analysis. 
• Selective validation with actual trace hyperscale data. 
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Such constraints shape the analytical prism used in the Results and Discussion part, 
where the synthesis of quantitative results in cross-domain is performed with the help 
of the statistical aggregation methods. 
 

4. Discussion 
Structural interdependency the analytical synthesis of control-plane scalability 
experiments, programmable data-plane tests, provisioning benchmarks, and secure boot 
tests is seen to have structural interdependencies that have not been systematically 
studied in previous literature. The following section has quantitative synthesis and 
statistical interpretation of the performance measures reported in domains. Where 
needed, published empirical results were aggregated and put into similar scales. 
 
4.1 Control-Plane Scalability under Boot-Intensive Workloads. 
The distributed SDN controllers are commonly tested in steady-state traffic loads. Boot 
events, however, generate temporally correlated bursts of control-plane activity. In the 
studies that have been reviewed controller throughput ranged between 50,000 and 1.2 
million flow installations per second based on architecture and hardware acceleration 
[52], [53]. The latency of the reaction in the low-load conditions was in the range of 3-12 
ms, whereas in the high churn, the nonlinear increase of the reaction latency was 
observed [54]. 
The statistical analysis of aggregate data of 18 studies focused on scalability was done 
through the linear regression analysis to test the correlation between the number of 
nodes and the mean reaction time of the control-plane. Findings have shown that there 
is a positive correlation between scale and latency in correlated request conditions (R2 
= 0.71). Notably, the distributed clustering minimized the median latency increase, in 
comparison to the deployments of single controllers by about 28% (See Figure 2). 

 
Figure 2. Control-Plane Latency vs Node Count 

 
Nevertheless, in mass boot testing when the amount of concurrent requests reached 
10,000, failure modes caused temporary spikes in latency during reaction times longer 
than 100 ms in multiple test environments [55]. These spikes can be extended to delayed 
response of DHCP and image retrieval initiation. 
 
Table 3 summarizes controller latency characteristics across representative studies 
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Ref 
Controller 

Architecture 
Max 

Nodes 
Median Reaction 

Latency (ms) 
Latency at High 

Churn (ms) 

[52] Monolithic 5,000 6 48 

[53] 
Distributed 
(Clustered) 

20,000 8 34 

[54] Elastic SDN 10,000 5 29 

[55] Replicated OpenFlow 15,000 7 112 (failover event) 

 
Consensus synchronization and state replication overheads are observed to prevail on 
correlated boot storms according to the statistical pattern. These results highlight the 
need to implement load-balancing policies (of boots) in clusters of controllers. 
 
4.2 Programmable Data-Plane Enforcement and Congestion Mitigation 
Programmable forwarding equipment has been shown to have significant capacity to 
reduce the congestion during booting. Experiments measuring in-switch rate-limiting 
policies gave throughput improvements that were 15 to 32 percent in the course of burst 
provisioning [56], [57]. 
Comparative data of hardware-based analysis was examined to estimate the effect 
dimension of programmable isolation mechanisms to minimize packet loss. 
Programmable isolation lowered the packet loss significantly (p < 0.01) by using a two-
sample t-test. The burst boot traffic without isolation, mean packet loss was reported to 
be 4.8% whilst the programmable enforcement reported 1.6%. 
Limitation of resources is still present. The use of TCAM rose by 18-25% with the 
introduction of boot policies that are fine-grained [58]. At extreme scale, the risk of policy 
truncation was the rule table exhaustion. 
 

Table 4 presents programmable data-plane resource consumption trends. 

Ref 
Hardware 
Platform 

Policy Type 
TCAM Utilization 

Increase (%) 
Throughput 

Degradation (%) 

[56] NetFPGA SUME Rate Limiting 18 3 

[57] ASIC (Tofino) 
Priority 
Queuing 

22 2 

[58] Merchant Silicon ACL Isolation 25 4 

 
These results show that programmable enforcement proves to be a good way to isolate 
boot traffic but comes at a trade-off in terms of hardware resources. 
 

4.3 Secure Boot and Attestation Overhead 
Security validation brings about the overhead of cryptographic processing which 
becomes complex when provided in mass. In the case of secure attestation research, the 
per-node verification time varied between 5 ms and 40 ms based on the complexity of 
the protocols [59], [60]. 
Regression analysis was done to test total attestation time as dependent on concurrent 
node count. With centralized validation designs, total delay showed a superlinear 
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increase with more than 5,000 active requests. By comparison, hierarchical validation 
models scaled almost linearly to 20,000 nodes (See Figure 3). 

 
Figure 3. Attestation Delay Scaling 

Centralized systems were susceptible to the creation of bottlenecks, with the 
cryptographic signature check process consuming all the CPU capacity of attestation 
servers. Distributed validation minimized node delay dissimilarity by 31 percent when 
compared to centralized structures. 
Such quantitative results suggest that the secure boot integration needs to be co-
designed with the distributed validation infrastructure to avoid the collapse in scalability 
in the case of the boot storms. 
 
4.4 Integrated Performance Modeling. 
In order to test the effects across domains, multivariate regression model was built based 
on aggregated data of 27 studies that provided controller latency, as well as security 
overhead measures. The independent variables entailed: 

• Node count 
• Architecture type of controllers. 
• Presence of programmable isolation. 
• Attestation Centralized vs distributed. 

Dependent variable Boot completion time (normalized seconds). 
The model showed statistically significant coefficients controller architecture (β= -0.28 
p <0.01) and programmable isolation (β= -0.19 p < 0.05). Security overhead positively 
affected the net boot time ( = +0.34, p = 0.01). The model that was combined accounted 
68 percent of the variance in time to complete boots. 
The results indicate that the performance of boots is not dictated by a single subsystem, 
but it is a combined interaction of control plane, data plane and security elements.  
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Figure 4. Multivariate Regression Impact on Boot Completion Time 
 

4.5 Empirical Scale Limitations 
Regardless of the claims of scaling control controllers, only one out of five studies 
reviewed appraised scenarios above 10,000 nodes. There were very few experiments 
that scaled up hyperscale rack counts to the range of 100,000 nodes. Extrapolations using 
simulation indicate that correlated boot storms have the potential to induce request rates 
on the control plane in excess of 2 million events per second in big hyperscale clusters 
[61]. These rates are higher than proven throughput of controllers in the majority of 
empirical research. 
Predictive modeling is further limited by paucity of real life trace data. In the absence of 
boot traces, synthetic workloads can be inaccurate on the intensity of bursts and 
synchronization artifacts. 
 
4.6 Statistical Summary of Observed Trends  
In all of the areas, we observe the following statistically significant trends: 

• The distributed SDN controllers (p < 0.01) have minimal growth in latency with 
scale relative to a monolithic design. 

• Isolation of programmable data-plane has been shown to drop packet loss on 
boot storms by about 3x (p < 0.01). 

• Accompanied by nonlinear growth in delay even at 5,000 nodes (p < 0.05). 
• Architectural optimization integrated gives up to 35 percent of the total boot 

completion time as compared to subsystems that are optimized independently. 
All these patterns are indicative of the notion that hyperscale SDN boot designs need co-
ordinated SDN control, forwarding, and trust subsystem coordination. 
 

5. Future Directions 
The quantitative synthesis and methodological evaluation which up till now has been 
provided in the previous sections, indicate structural gaps in the existing research on 
software-defined network (SDN) boot architecture in hyperscale data centers. Future 
studies should evolve into an isolated-subsystem optimization to conducted integrated, 
hyperscale-validated as well as security-coherent design paradigm. There are a number 
of directionally grounded, technical directions that are pinpointed below. 
The Control-Plane Architectures 5.1 Boot-Aware Control-Plane Architectures. 
Current controlled SDN controllers are mostly optimised in steady-state flow control and 
convergence of topology [62], [63]. The boot-phase dynamics are fundamentally 
different with the highly correlated request bursts, timely synchronization of DHCP 
request and flows of concurrent image retrieval. The controller architectures of the 
future need to provide boot-aware scheduling layers that are able to identify control-
plane resource correlated events and reassign control-plane resources dynamically. 
Scaling control-plane instances have been suggested using event-driven mechanisms of 
elasticity basing on flow volume [64]. Boot storms however produce specific traffic 
patterns in amplification of broadcasts and rapid mutation of state. Workload 
classification with machine learning could be added to sets of controllers to preempt the 
scaling of consensus groups and give precedence to provisioning-related events. 
Predictive scale model integration using operational boot traces is still an under-
researched field. 
In addition, the models of state replication must be optimized to minimize the 
synchronization overhead during transient phases of providing the state. Formal 
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evaluation should be done with hybrid consistency, where boot-related state is done 
using eventual consistency and security-critical state using strong consistency. 
 
5.2 Co-Design of Programmable Data-Plane with Deterministic Boot Traffic. 
Fine-grained implementation Programmable forwarding pipelines allow line rate 
enforcement of traffic policies [65]. The next generation hyperscale fabrics are supposed 
to have special boot channels introduced using hardware isolated queues or 
programmable slicing mechanisms. Deterministic boot paths are able to eliminate 
congestion spill contact with production traffic. 
The study is needed to come up with adaptive rule compaction methods which consume 
less TCAM and yet gives isolation guarantees. New programmable architectures include 
stateful packet processing pipelines and reconfigurable match-action tables which offer 
the possibility of optimization in the boot-phase [66]. 
Besides that, controller intent frameworks need to be integrated tighter with P4Runtime 
APIs to minimize the latency between policy specification and hardware deployment. 
Boot isolation rules can be checked formally during compile time by performing formal 
verification which can help reduce the risks of misconfiguration. 
 
5.3 Distributed and Hierarchical Attestation Frameworks. 
The literature review on secure boot suggests that centralized attestation designs cause 
bottlenecks in scaling when using correlated activation [67]. The hyperscale 
deployments of the future ought to consider hierarchical attestation model whereby the 
validation nodes at rack or pod level first undergo initial cryptographic validation before 
extending the trust attestations to upper level controllers. 
Distributed trust models based on blockchain have been suggested to implement 
decentralized validation in networked systems [68]. Lightweight distributed ledger 
frameworks (even with computational overhead) may have tamper-evident boot 
validation logs and have no centralized bottlenecks. 
Attestation acceleration with hardware (via trusted execution environments (TEEs) and 
secure enclaves can also have a further role in minimizing latency of validation [69]. The 
realisation of TEEs in SDN control planes opens opportunities in terms of low-latency 
orchestration of boots in a secure manner. 
 
5.4 Operational Trace Large-Scale Empirical validation. 
One of the main constraints that were found in literature is that there is a lack of publicly 
available hyperscale boot traces. Academia and industry needs to collaborate to generate 
anonymized datasets that represent correlated events of provisioning. This type of 
datasets would allow realistic simulation of the distribution of control-plane requests 
and congestion behavior. 
Previous extrapolation to million-node environments by trace based simulation 
frameworks calibrated on operational data might be more reliable. Connection to 
network digital twin platforms could be used to safely test boot storm conditions without 
affecting production systems. 
The other performance metrics on the boot (such as definition of boot completion time, 
control-plane stabilization delay, and attestation verification latency) that should be 
standardized in the future work include these. Reproducibility and cross study 
comparability would be made simpler with standardization. 
 
5.5 Energy-Conscious and Sustainability-Conscious Optimization of boots. 
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Dynamic power cycling is the method that is becoming more and more popular among 
hyperscale operators to maximize energy efficiency [70]. Congestion-minimizing waves 
should be congestion-aware provisioning models should be introduced to boot 
architecture research that schedules the activation of nodes in staggered waves. SDN 
coordinated staggered activation algorithms would help decrease the control-plane 
stress at a single point but not compromise control-plane recovery goals. 
Combination of boot scheduling and workload placement algorithms can also be used to 
provide further optimization of energy consumption and network stability. Another 
promising trend is to use multi-objective optimization models to trade between boot 
latency and cost, and the probability of congestion. 
 
5.6 Provisioning and Predictive Congestion Control with AI. 
The recent development in reinforcement learning of network management indicates 
that there is a possibility of adaptive boot-phase traffic control [71]. Future systems may 
use the historical activation patterns to train predictive models that may be used to 
allocate bandwidth, adjust the queue priorities, and preconfigured the forwarding 
entries prior to the occurrence of the activation events. 
Nevertheless, the determinism and the security requirements in boot phases make the 
careful adoption of AI-based mechanisms a requirement. Part of the formal safety 
constraints is required to be built into the learning frameworks so that there are no policy 
violations. 
 
5.7 Cross-layer Co-Design and Formal Modeling. 
The results of this review point to the conclusion that boot performance is a result of the 
interplay between control-plane consensus and data-plane enforcement subsystems and 
trust validation subsystems. The future studies are expected to follow cross-layer 
modeling methodologies based on combining the queuing, distributed consensus 
analysis, and cryptographic workload estimation to single frameworks. 
Performance predictions that are realistic and tractable may be obtained through hybrid 
methods of analysis and simulation involving discrete-event simulation and Markov 
models. Also, formal verification tools are to be expanded to describe transitions 
between boot-states instead of describing forwarding configurations that are static. 
 

6. Conclusion 
When used in the design of hyperscale data center, software-defined network (SDN) boot 
architectures have replaced infrastructure mechanism at the periphery with underlying 
subsystems. Now that data centers are growing up to hundreds of thousands or millions 
of nodes, the boot procedure can no longer be a firmware procedure per se but a 
programmable, distributed and security-conscious control procedure embedded in SDN-
controlled fabrics. 
As evidenced in the analysis in this review the performance of boots is dictated by the 
closely coupled interactions between control-plane scalability, programmable data-plane 
enforcement, and secure attestation frameworks. SDN controllers distributed have a 
strong alleviation of scale-dependent latency growth; nevertheless, there are 
synchronization overhead and correlated boot storms, a lack of literature fully 
characterises them. PDPs offer useful traffic isolation and congestion control, but trade-
offs in the resource usage of hardware are to be carefully tuned in hyperscale. Secure boot 
and attestation mechanisms are used to increase the degree of trust but add nonlinear 
increase in delay in the setting of centralized validation architecture. 
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One of the glaring gaps that were found throughout the literature is the lack of holistic 
assessment frameworks that would merge these subsystems into coherent experimental 
or analytical frameworks. The majority of research determines the scalability of 
controllers or the performance of forwarding hardware or the cryptographic overhead 
solely. The hyperscale boot architectures need coordinated co-design where the control-
plane elasticity, deterministic forwarding isolation and distributed trust validation go 
together in an optimization. 
Little empirical validation in the actual hyperscale is available. Tens of thousands of 
nodes are common in experimental tests and there are few publicly available datasets 
that represent correlated boot events. Without trace-based validation and cross layer 
modeling, the extrapolations to the warehouse-scale are mere conjectures. There are also 
no standardized definitions of boot completion time and provisioning latency, which 
makes it more difficult to compare studies across studies. 
The results of this review show that overall boot completion time can be decreased by 
one-third of optimally designed subsystems that are separately optimized. Scalability 
limits, however, are still clear when using either centralized attestation or monolithic 
controller architectures, which are used in a correlated activation. Validation of 
hierarchical trust, boot-conscious controller scheduling and hardware based traffic 
segmentation are key design requirements that are the results of design flaws. 
The next generation of hyperscaled infrastructures will be more based on dynamically 
powered down and up, composable disaggregation and AI-informed workload 
placement. Boot orchestration required in these environments should be able to enable 
deterministic latency, verifiable trust and congestion resilience. In order to have resilient 
and secure hyperscale provisioning systems, cross-layer co-design, trace-driven 
modeling and formal verification of boot-state transitions will be necessary. 
Software-defined boot architecture has not just been a convenience of operation, but a 
strategy, facilitating cloud-native elasticity, no-ops provisioning or secure infrastructure-
composability. Because hyperscale systems continue to become more programmable and 
disaggregated systems, the boot subsystem will continue to be a key focus of system 
architecture innovation and research investment. 
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