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ABSTRACT 
A mobile ad hoc network (MANET) is a collection of wireless mobile devices that form a 
temporary network without the aid of an infrastructure. This type of network is not only 
built dynamically, but it also adjusts to constantly changing network settings. Despite the 
dynamicity, MANET provide additional obstacles for improving network efficiency in large 
scale networks with large number of nodes. The Cluster Heads (CHs) are nodes that are in 
charge of cluster formation, network topology management and allocating resources to all 
nodes in their clusters. Owing to dynamic mobile node nature, the CH configuration is 
varying constantly. Hence, reducing the number of CH and providing efficient routing in 
MANET is essential. In that aspect, a clustering based routing protocol called Artificial Bee 
Colony (ABC) optimization algorithm is introduced to route the mobile nodes in MANET. 
The nodes in MANET communicate with one another freely and dynamically. However, 
there is a chance of initiating routing assaults by malicious node to disrupt routing 
processes. Hence, a safe routing technique called Rivest-Shamir-Adleman encryption 
(RSA) cryptography is developed to prevent insider attack in network. The proposed ABC 
algorithm is compared with various other protocols to assess different parameters. Also, 
the performance metrics of RSA cryptography is analyzed.  
 
Key Words: MANET, Cluster head, Routing, Artificial bee colony, RSA cryptography.  

 
I. INTRODUCTION 

A MANET is self-configuring dynamic network made up of wireless mobile nodes that 
operate independently of any infrastructure. The nodes in MANET communicate with one 
another freely and dynamically. Battery life, processing speed, connectivity and storage 
capabilities are all constrained on these nodes. The lack of a central base station in MANET 
introduces a slew of additional issues and challenges. The energy efficiency is a key need 
of a MANET that enhances its lifetime [1, 2].  The collection of nodes inside a CH’s 
transmission range is known as its neighbor hood. The Cluster Heads (CHs) are nodes that 
are in charge of cluster formation, network topology management and allocating 
resources to all nodes in their clusters. Owing to dynamic mobile node nature, the CH 
configuration is varying constantly. As a result, nodes in MANET are clustered to increase 
efficiency of the network [3, 4]. 
MANET provide additional obstacles for improving network efficiency in large scale 
networks with large number of nodes. The clustering in MANET aims to identify node 
groups in such a way that the identified groups are exclusive and each instance in the 
network belongs to just one of them. Also, the communication connection breakdown is 
common in MANET due to its unique features, which increases routing cost and 
diminishes network longevity. To overcome all these issues, efficient routing and 
clustering technique in MANET is necessary. Hence, various optimization algorithms are 
introduced to minimize the CH issues and provide efficient routing in MANET [5]. A 
Particle Swarm Optimization (PSO) algorithm is utilized to tackle the mobility and energy 
efficiency challenges. For selecting nodes to act as CHs for extended periods of time, the 
election of cluster heads considers remaining energy, degree of connectedness and 
mobility. However, the node mobility in MANET is not effectively managed [6, 7]. Also, the 
integration of PSO algorithm with an adaptive K-nearest neighbor algorithm suffers from 
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energy issues and packet loss. Likewise, the PSO algorithm integrated with Genetic 
Algorithm (GA) needs to manage energy in mobile nodes to enhance the network lifetime 
[8, 9]. Hence, GA is introduced to solve the optimization issues in MANET. During routing, 
it becomes a candidate for determining the best route. Even if data packets are lost at 
random, these protocols provide an optimization process to select the most efficient paths 
[10, 11].  However, the technique ignored the random loss that typically happens in 
wireless communications in networks. Also, when the propagation delay increases, the 
congestion window steadily enlarge. As the time delay increases, the amount of data 
transmitted and the throughput eventually decrease [12, 13]. The Grey Wolf Optimizer 
(GWO) is a generic multi-purpose optimization method that is used to choose the best 
path. Grey wolf nature forces a faster convergence, resulting in the optimal amount of 
clusters [14]. However, the accuracy, convergence rate and searching ability of GWO is 
found to be low [15]. Since, the ACO algorithm reduces the packet delay with low 
consumption of energy it is widely utilized in MANET. It considers the ability of basic ants 
to collaborate to solve complicated challenges [16]. Despite the fact that, the ACO 
algorithm has positive feedback accounting for quick identification of optimal solutions, 
theoretical analysis is challenging [17, 18]. In addition, MANET is vulnerable to major 
security risks that are difficult to combat. Because of the open medium and lack of a 
defined line of defense, security is a critical concern with MANET [19]. When using mobile 
ad hoc networks in sensitive or hostile areas, security services are required. As a result, a 
safe routing protocol for MANET with a significant variety of security services at the 
network layer is essential [20, 21]. By utilizing group key management of asymmetric key 
cryptography, a safe and energy-efficient routing system is developed. The whole network 
security is not threatened when nodes other than the proposed keys are hacked. However, 
malicious activity has made the estimated destination nodes less dependable [22]. An 
innovative safe authentication technique for MANET communication is developed in 
which, a symmetric key cryptography is utilized for data encryption. But, the key 
transportation is a difficulty in symmetric cryptosystems [23]. To manage the security 
and energy of MANET effectively, a security based data aware routing protocol is 
developed. Monitoring the cluster members and encrypting and decrypting the model 
using data gathering algorithm are the 2 stages of the model. However, the energy 
consumption of the model is not achieved as expected [24]. Hence, trust enhanced cluster 
based multipath routing algorithm is introduced, which utilizes PSO to form cluster or 
cluster head. However, routing assaults occurs by the misbehavior of malicious node in 
the network [25]. 
In this study, the ABC optimization algorithm is utilized to route the mobile nodes in 
MANET. Also, a security protocol called RSA cryptography is introduced to overcome the 
attacks of caused by the misbehavior nodes in network. Finally, the ABC optimization 
algorithm is compared with other existing protocols in terms of energy consumption, 
routing average delay, overhead, life time and throughput. Finally, the performance 
metrics of RSA cryptography is analyzed.  
 

II. BACKGROUND AND MOTIVATION 
A Mobile Ad Hoc Network (MANET) is a self-configuring dynamic wireless network 
composed of mobile nodes that communicate without relying on any centralized 
infrastructure. The nodes in a MANET operate both as hosts and routers, forwarding 
packets to neighboring nodes through multi-hop communication. Due to limited battery 
power, processing capability, storage resources and dynamic topology, maintaining 
efficient routing and network management becomes a challenging task in MANET 
environments [26], [27]. 
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 Clustering is widely used in MANETs to improve scalability, routing efficiency and 
network stability. In clustering, the network is divided into groups of nodes known as 
clusters, where a Cluster Head (CH) is responsible for managing intra-cluster 
communication, routing coordination and resource allocation among member nodes. 
Proper cluster formation reduces routing overhead, improves bandwidth utilization and 
enhances the lifetime of the network [28], [29]. However, due to the dynamic mobility of 
nodes, cluster heads frequently change, which may degrade network performance and 
increase routing delay. 
To address these challenges, various optimization-based routing approaches have been 
proposed in recent years. Swarm intelligence algorithms such as Particle Swarm 
Optimization (PSO), Genetic Algorithms (GA), Ant Colony Optimization (ACO) and Grey 
Wolf Optimization (GWO) have been applied to identify optimal cluster heads and routing 
paths in MANETs [30]–[31]. PSO-based clustering approaches consider parameters such 
as residual energy, node mobility and connectivity degree for cluster head election, but 
they often suffer from slow convergence and instability under high mobility conditions 
[32]. Hybrid PSO–GA approaches attempt to improve routing efficiency; however, they 
still face challenges in balancing energy consumption and packet loss during dynamic 
topology changes [33]. 
Similarly, Grey Wolf Optimizer (GWO) and Ant Colony Optimization (ACO) algorithms 
have been employed to improve route discovery and packet forwarding in MANET 
environments [34], [35]. Although these algorithms demonstrate promising optimization 
capability, they often experience issues such as premature convergence, increased 
computational complexity and unstable routing paths under large-scale network 
scenarios [36]. 
Recently, Artificial Bee Colony (ABC) optimization has gained significant attention in 
wireless networking due to its efficient exploration and exploitation mechanisms. The 
ABC algorithm models the foraging behavior of honeybee swarms to search for optimal 
solutions in a distributed manner. Compared with other swarm algorithms, ABC provides 
faster convergence, better global search capability and improved adaptability to dynamic 
network environments [37], [38]. Therefore, ABC-based routing algorithms are 
increasingly explored for cluster head selection and route optimization in MANETs. 
Despite the advantages of clustering and swarm-based routing, security remains a critical 
challenge in MANETs. Due to the open wireless medium, decentralized architecture and 
dynamic topology, MANETs are highly vulnerable to various attacks such as blackhole 
attacks, wormhole attacks, routing misbehavior and insider attacks [39]. Malicious nodes 
can disrupt routing processes, degrade network performance and compromise data 
confidentiality. 
To address these issues, secure routing mechanisms based on cryptographic techniques 
have been proposed. Public key cryptography plays an important role in ensuring 
authentication, confidentiality and secure key management in wireless networks [40]. 
Among various asymmetric encryption schemes, the Rivest–Shamir–Adleman (RSA) 
algorithm is widely used due to its strong security properties and robustness against 
cryptographic attacks [41]. RSA enables secure communication between nodes by 
encrypting transmitted data and preventing unauthorized access during routing. 
Recent studies have explored the integration of optimization-based routing with 
cryptographic security mechanisms to improve both network efficiency and protection 
against malicious attacks in MANET environments [42]–[44]. However, achieving an 
effective balance between routing efficiency, energy consumption and network security 
remains a significant research challenge. 
Therefore, this study proposes an Artificial Bee Colony (ABC) optimization-based 
clustering and routing framework integrated with RSA cryptography to enhance both 
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network performance and communication security in MANETs. The ABC algorithm is used 
to identify optimal routing paths and cluster structures, while RSA encryption is 
employed to protect data transmission from malicious nodes and insider attacks. The 
proposed method is evaluated using simulation experiments and compared with existing 
routing protocols in terms of energy consumption, routing overhead, delay, throughput 
and network lifetime. 
 

III. PROPOSED METHODOLOGY 
A) MANET 
A Mobile Ad-Hoc Network (MANET) is a sort of ad-hoc network that connects a group of 
mobile nodes. Radio waves allow the mobile nodes to communicate with one another 
through wireless network. The topology of the network is continually changing due to the 
randomized mobility of mobile nodes. The storage capacity, battery and processing speed 
of nodes in the network are all restricted. When the nodes are in a short range they 
connect directly otherwise, they require the assistance of an intermediary node to route 
their packets. These networks are completely distributed and they operate without the 
need for any infrastructure. The architecture of MANET is represented in Fig.1. 
 

Fig.1: MANET Architecture 
 

 
 
The nodes in MANET collaborate and interact with one another, with each node acting as 
a relay as required to accomplish certain services. When a node attempts to communicate 
data to another node that is beyond the range of communication, the packets has to be 
routed through 1 or more intermediary nodes. Each mobile node in a MANET is an 
autonomous node that act as both a router and a host. Since nodes are free to migrate at 
any moment and at different speeds, the network architecture is altered at any time. The 
clustering of mobile nodes by MANET is represented in Fig.2. 
 

Fig.2: Clustering in MANET 
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The MANET nodes construct their own network by dynamically developing routing 
among themselves as they go around. Any entity with the necessary technology and 
resources access the wireless communication channel. As a result, channel access cannot 
be controlled. The communication connection breakdown is common in MANET due to 
its unique features, which increases routing cost and diminishes network longevity. In 
addition to this, the network topology in MANET becomes very dynamic as a result of the 
increased mobility, resulting in network congestion. Hence, ABC optimization is utilized 
for attaining effective optimization in MANET. 
 
B) ABC Optimization  
The ABC algorithm is a relatively recent swarm intelligence algorithm that simulates 
honey bee swarm foraging behaviour. The colony of artificial bee has 3 types of 
individuals: onlookers, employed and scouting bees. The employed bees take use of 
certain food sources and provide valuable data to onlooker bees. The onlooker bees 
gather data about food sources and based on the quality of that information, it select a 
food source to utilize. The employed bee that has lost its food supply becomes a scout and 
begins looking for a new food source. The pseudocode of original ABC algorithm is given 
below, 
ABC Algorithm 

Input : Initial population of food sources Xi (i = 1,2,...,SN), Maximum number of 
iterations (MaxIter) 

Output: Best solution Xbest 
 

1. Initialize the population of food sources Xi randomly 
2. Evaluate the nectar amount (fitness) f(Xi) for each food source 

3. Assign employed bees to the initialized food sources 
4. Iteration = 0 

 
5. while (Iteration < MaxIter) do 
6.     /* Employed Bee Phase */ 
7.     for each employed bee i do 

8.         Generate a new food source Vi in the neighborhood of Xi using Eq. (8) 
9.         Evaluate fitness f(Vi) 
10.        if f(Vi) > f(Xi) then 

11.            Xi = Vi 
12.        end if 
13.    end for 

 
14.    Compute the selection probability Pi for each food source 

 
15.    /* Onlooker Bee Phase */ 
16.    for each onlooker bee do 

17.        Select a food source Xi based on probability Pi 
18.        Generate a new solution Vi in the neighborhood using Eq. (8) 

19.        Evaluate fitness f(Vi) 
20.        if f(Vi) > f(Xi) then 

21.            Xi = Vi 
22.        end if 
23.    end for 

 
24.    /* Scout Bee Phase */ 
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25.    if any food source exceeds the abandonment limit then 
26.        Replace it with a randomly generated food source 

27.    end if 
 

28.    Memorize the best solution Xbest obtained so far 
29.    Iteration = Iteration + 1 

30. end while 
 

31. Return the best solution Xbest 

 
The algorithm provides a set of food sources in the initialization phase that is related to 
the search space solutions. Within the range of the variables' boundaries, food sources are 
generated randomly. 

 xi,j =  xj
min + rand (0, 1) (xj

max − xj
min)     

 (1) 
Here, i = 1, 2, … . SN and j = 1, 2, … D. The number of food source is given by SN 

and it is half the colony’s size. The problem’s dimension is denoted by D, which represents 
the number of parameters to be optimized. The jth parameter’s upper and lower bounds 

are denoted by xj
max and xj

min respectively. In this phase, counters that register the 

number of trials completed by each bee are reset to zero. 
Each employed bee is transported to the food source stored in its memory and discovers 
a nearby food source during the employed bees phase. According to (2), the nearby food 
supply is obtained as follows: 
 Vi,j =  xi,j +  φ (xi,j  −  xk,j)       

 (2) 
Here, k is a randomly chosen food supply that is distinct from its neighbour i and j is a 
dimension that was chosen randomly. φ is an evenly distributed random number in [1, 1] 
range. Also, changing 1 dimension on x determines the new food source ν. This 
dimension’s value is set to be the boundaries if it exceeds its predefined boundaries. After 
that, the new food source is assessed. The behaviour of bees in nature is represented in 
Fig.3. 
 

Fig.3: Behaviour of bees 
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The original food supply and the new one are both subjected to a greedy selection and 
efficient one is kept in memory. The three phases of bees are recycled until the 
termination requirement is reached. After that, the best food source that provides the best 
solution is obtained. 
 
a) ABC Algorithm for Network Routing 
The principles of artificial bees are utilized to solve the optimization problem to attaining 
efficient network routing. The behaviour of ABC optimization in network routing is 
represented in Fig.4.  
  

Fig.4: Behaviour of ABC optimization in network routing 
 

 
 
They are used to test and enhance forward route progress in the model. The parameter in 
equivalence to the bandwidth available at the forward point in assessment time point of 
the virtual network under consideration is the nectar acquired as food from adjacent 
nodes. When the messages are in various states of dispatch, the general algorithm reverts 
to a table-driven method that restores geographical connection. The employed bees are 
randomly assigned to the food source for exploitation in the model. Every employed bee 
selects a food source in the vicinity and assesses its nectar quantity using the fitness 
function in each iteration. After witnessing the employed bees dance, the onlooker bee 
moves to Ni food supply, with probability Pi specified as follows, 

 Pi =  
F(Ni)

∑ F(nk)
fs
k =1

           (4) 

Here, Ni ∈ (n1, n2, . . . . . . ne ) represents ith the food source position. The feasibly 
connected nodes are denoted by ∈. The entire quantity of nectar that are obtained from N 
is given by F(Ni). The entire food source is denoted by fs. The numerator is the amount of 
nectar at node Ni and the denominator is the entire amount of nectar accumulated from 
the current node to all of its neighbours. The dance denotes the amount of free bandwidth 
available. The higher the bandwidth available, the more bees goes to the node.  
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Let Fmax 1 be the current node’s first neighbour to determine the intermediate pathways. 
This function calculates the filtered highest value across all the neighbours of the current 
node. The onlooker discovers a  Ni food supply in the vicinity, which is represented by the 
equation given below. 
 Ni(n + 1) = Ci(ni) +  Fmax1

w (Ci(ni))      (5) 
Here, the + sign denotes the development of an intermediary path between the current 
node and the node with the most bandwidth in the destination direction. The next 
intermediate node is chosen by a group of onlooker bees. The number of onlooker bees is 
proportional to the number of neighbours each node has, which is denoted by w. 
Fmax1

w (Ci(ni)) represents the nearest neighbour selection from the current 
intermediate node. Ci(ni) denotes the present intermediate node. Fmax1

w delivers the 
node address with the high bandwidth among all of the current intermediate node’s 
neighbours. The result is combined with the current node to produce the next 
intermediate route. Ci(ni) is now upgraded as follows, 
 Ci(ni)  =  Ni(ni + 1)        
 (6) 
This procedure is continued until the target is reached or there are no more links to 
investigate. 
When the system is configured, a random activity begin to use a portion of the link’s 
bandwidth. The size of the packets transmitted is set at 250 KB and the incoming packets 
are kept in 1MB of buffer space on each node. A single packet takes one second to send 
from each node and each link’s bandwidth use is monitored. Based on a threshold 
bandwidth, a decision on whether or not to evaluate the link is made. If the link’s 
bandwidth exceeds a certain threshold, the link is able to participate in packet routing. 
After obtaining the quadrant structure, this decision is made. 
The routers chosen are those that have bandwidth over the threshold and they readily 
transfer messages. Identifying the nodes that meet the Quality of Service (QoS) measure 
is what network awareness is all about. This allows for a simple routing decision. 
The fitness value is calculated when the neighbours have been established. If this new 
fitness value is higher than the previous one, then the bees migrate to this new food 
source; otherwise, they stay in the same node. When all employed bees have completed 
their quest for food, the knowledge is shared with onlooker bees. The onlooker bees now 
choose these food sources based on a probability Pi defined in (1), which indicates the 
best bandwidth on the Ni(t) and Ni(t + 1)  link. The flowchart of ABC algorithm for 
network routing is represented in Fig.5. 
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Fig.5: ABC optimization algorithm for network routing 
 

 
 
In the ABC algorithm, the cycle or count for the ABC algorithm’s performance is 
represented by C. The maximum cycle or the total number of times ABC repeats, is 
represented by MC. 
The goal of a bee’s quest for food is to maximize the E/T ratio. Here, E is the nectar food 
found, while T denotes the time spent on foraging. T is not authorized over a specific level 
in the network for communication efficiency. In addition, foraging takes place over a 
period of time specified by the network’s stability in that specific location. 
In addition, MANET is vulnerable to major security risks that are difficult to combat. 
Because of the open medium and lack of a defined line of defense, security is a critical 
concern with MANET. Hence, RSA cryptography is developed for preventing the network 
from unwanted threats. 

 
C) RSA Algorithm 
The end-to-end secrecy and data aggregation is achieved by using encryption based on 
privacy homomorphic. Additive PH and multiplicative PH are two types of privacy 
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homomorphism. In additive homomorphic, the encrypted data is performed using an 
additive homomorphic encryption technique without the requirement to decode any 
individual data. Since it has lower operating costs than multiplicative PH, it is more suited 
for using in wireless sensor networks. A multiplicative homomorphic allows for 
multiplicative operations on encrypted data without the requirement to decode 
individual bits. Asymmetric PHs and public key encryption are two types of privacy 
homomorphic supporting cryptographic techniques. The following are the RSA 
cryptographic algorithms: 
 
a) RSA key generation steps 
The pseudo code for RSA generation is presented in Algorithm 1. 

Algorithm 1: Pseudo code for RSA key generation 

RSA Key Generation 

Input : Two large prime numbers S and R 
Output: Public key (e, m) and Private key (d, m) 

 
1. Select two large prime numbers S and R such that S ≠ R. 

2. Compute the modulus m = S × R. 
3. Compute Euler’s Totient function φ(m) = (S − 1) × (R − 1). 

4. Choose integer e such that 1 < e < φ(m) and gcd(e, φ(m)) = 1. 
5. Compute private key exponent d such that d × e ≡ 1 (mod φ(m)). 

6. Public Key  = (e, m). 
7. Private Key = (d, m). 

8. Distribute the public key to sensor nodes and cluster heads. 
9. Keep the private key securely at the sink/base station. 

➢ Both cluster members and CH have access to the public key, which is (δ, m). 
➢ Only the sink or base have access to the private key, which is (di, m). 
 
b) Encryption 
The pseudo code for encryption key is presented in Algorithm 2. 

RSA Encryption 

Input : Message M, Public key (e, m) 
Output: Ciphertext C 

 
1. Sensor node obtains the public key (e, m). 
2. Compute ciphertext using RSA encryption: 

   C = (M^e) mod m 
3. Transmit encrypted packet C to the base station. 

 
c) Decryption 
The pseudo code for decryption key is presented in Algorithm 3. 

Algorithm 3: Pseudo code for RSA Decryption key 

RSA Decryption 

Input : Ciphertext C, Private key (d, m) 
Output: Original message M 

 
1. Base station holds the private key (d, m). 

2. Recover original message using RSA decryption: 



Int. J.Adv.Sig.Img.Sci, Vol. 12, No. 3s, 2026 

 

1755 

   M = (C^d) mod m 
3. The packet is successfully decrypted. 

 
Hence, the end-to-end secrecy and data aggregation is achieved by using encryption 
based on privacy homomorphic. This is the achieved by the utilization of RSA 
cryptography model. The simulation is performed using NS2 software.  
 

IV. RESULT AND DISCUSSION 
The network topology in MANET becomes very dynamic as a result of the increased 
mobility, resulting in network congestion. In that aspect, a clustering based routing 
protocol called ABC optimization algorithm is introduced to route the mobile nodes in 
MANET. In addition, MANET is vulnerable to major security risks that are difficult to 
combat. Because of the open medium and lack of a defined line of defense, security is a 
critical concern with MANET. Hence, RSA cryptography is developed for preventing the 
network from unwanted threats. The proposed ABC algorithm is compared with various 
other protocols to assess various parameters such as energy consumption, routing 
overhead, average delay, life time and throughput which are discussed below, 
 
a) Energy consumption 
 The sensor nodes utilize their energy to send data, receive data, aggregate data, and 
calculate routing. The energy consumed in the sleep and idle periods is significantly lower 
than in the other stages. As a result, the energy used in these two periods is not taken into 
account.  The residual energy of each node in the simulation is calculated based on the 
quantity of messages, distance of transmission and complexity of algorithm. The energy 
consumption of ABC algorithm is compared with GWO, ACO, PSO and GA which is 
represented in Fig.6.  
 

Fig.6: Comparison of energy consumption 
 

 
   
From the graph it is evident that, the ABC optimization algorithm consumes less energy 
than comparison protocols. Also, less energy is consumed by ABC algorithm in both large 
and small network. The proposed technique additionally employs on-demand clustering, 
which takes into account the residual energy’s standard deviation as well as the round’s 
threshold value. As a result, the proposed protocol minimises network energy usage by 
115 joule/sec for 10 number of nodes and 135 joule/sec for 40 number of nodes. 
 
b) Throughput 
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When data is sent from the source to the destination, high throughput implies fewer 
packets are lost. The retransmission works against throughput efficiency. If the 
retransmission rate is high, the throughput efficiency is low. The throughput analysis of 
ABC algorithm with other protocols are represented in Fig.7. 
 

Fig.7: Throughput comparison 
 

 
 
As the total node increases, the throughput value for all comparison protocol decreases. 
The ABC algorithm is shown to outperform other comparison protocols, with the greatest 
throughput of 665 bps (bits per second). With an increasing number of vehicles, 
throughput of ABC algorithm eventually rises. 
 
c) Average delay 
A stable cluster structure is formed by a low delay in packet forwarding and the best 
individual is chosen as the cluster head to preserve network topology. The packets were 
efficiently sent due to selective nodes and load-balancing features. The average delay 
comparison of ABC algorithm with other protocols are represented in Fig.8. 
 

Fig.8: Average delay comparison 
 

 
 
From the graph it is evident that, the ABC optimization algorithm shows minor delay than 
the comparison protocols. Furthermore, the control packets are transferred inside the 
cluster member for the majority of the simulation duration. Since the ABC algorithm takes 
less time of 9 and 15 sec for delivering packets to their destination of 10 and 40 number 
of nodes, is more efficient than the other protocols. 



Int. J.Adv.Sig.Img.Sci, Vol. 12, No. 3s, 2026 

 

1757 

d) Lifetime 
The load balancing perspective-based cluster members who are simply participating in 
the clustering process are the major cause for the network lifespan increase. When the 
network increases in size, the longevity of network also increases. When the velocity 
vector change is severe, the nodes do not participate in the clustering process. The 
network lifetime while changing the speed of vehicles for different comparison protocols 
are represented in Fig.9.  
 

Fig.9: Lifetime 
 

 
 
From the graph it is seen that, the ABC optimization algorithm shows increased lifetime 
than the comparison protocols. The percentage of network lifetime achieved by the ABC 
optimization algorithm is given by 97.5, 96, 94.5 and 91.5 respectively.  
 
e) Routing overhead 
The routing overhead is determined by dividing the total number of control packet bytes 
delivered to the destination node by the total number of packet bytes sent to the 
destination node. The routing overhead for comparison of ABC algorithm with other 
protocols are represented in Fig.10.  
 

Fig.10: Routing overhead comparison 
 

 
 
From the graph it is seen that, the routing overhead of ABC optimization is lower than the 
other protocols. The comparison protocols uses velocity vectors for selecting stable 
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cluster members. But in ABC algorithm, the worst individuals are replaced by optimal 
suitable hops. Hence, it possess reduced overhead than other protocols. 
 
f) Performance comparison of RSA cryptography 
The RSA cryptography works well in attaining time consumption for generating a key to 
encrypt and decrypt messages. The time consumed to perform encryption and decryption 
in RSA cryptography is represented in Fig.11 and Fig.12 respectively. 
 

Fig.11: Time to perform encryption 
 

 
 

Fig.12: Time to perform decryption 
 

 
     

The gradual increase in time for encryption and decryption is based on the file size, 
indicating that it takes less time to accomplish this process. 
 

V. CONCLUSION 
In this study, ABC optimization algorithm is utilized for routing the mobile nodes in 
MANET. The nodes in MANET communicate with one another freely and dynamically. The 
proposed ABC algorithm is compared with various other protocols to assess different 
parameters. From the results, it is evident that, the ABC algorithm minimises network 
energy usage by 115 joule/sec and average delay by 9 sec for 10 number of nodes. Also, 
the routing overhead of ABC algorithm is reduced when compared with other protocols. 
The ABC algorithm is shown to outperform other comparison protocols, with the greatest 
throughput of 665 bps (bits per second). Furthermore, the percentage of network lifetime 
achieved by the ABC optimization algorithm is given by 97.5, 96, 94.5 and 91.5 
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respectively. In addition to this, there is a chance of initiating routing assaults by malicious 
node to disrupt routing processes. Hence, RSA cryptography technique is developed to 
prevent insider attack in network. Also, the performance metrics of RSA cryptography is 
analyzed. The RSA cryptography works well in attaining time consumption for generating 
a key to encrypt and decrypt messages. The gradual increase in time for encryption and 
decryption is based on the file size, indicating that it takes less time to accomplish this 
process. 
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