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Abstract 
In this study, a novel anomaly detection-based hybrid model is realized for the prediction of 
ransomware attacks by monitoring network traffic. The signature or rule-based traditional 
approach to combating polymorphic ransomware and zero-day attack is under severe strain, 
especially in the presence of encrypted network traffic, that requires using more adaptive and 
flexible approaches that analyse behaviours. The proposed framework exploits temporal patterns 
of traffic by LSTM autoencoder and identifies statistically anomalous values with Isolation Forest. 
The outputs from the two models are then combined by a weighted merge mechanism to a final 
anomaly score to determine if traffic is benign or malicious. The proposed model was tested on an 
enhanced version of UGRansome_Dataset_2024 dataset having 111,904 records in unbalanced form, 
and balanced by SMOTE-ENN technique up to 149,197 records containing benign and malicious 
traffic. The simulation results demonstrate the superiority of the proposed model with 99.66% 
accuracy, 99.78% precision, 99.85% recall, 99.81% F1-score. These results demonstrate that the 
combined approach can effectively reduce false alarms, while the ability to detect attacks is 
significantly improved, and therefore can be used in practice networked environments . 
 
Keywords: Ransomware Detection, Anomaly Detection, LSTM Autoencoder, Isolation Forest, 
Network Traffic, Hybrid Learning . 

 

1. Introduction 
Despite the qualitative leap brought about by the rapid spread of the internet in enhancing the 
mechanisms of human communication and facilitating the flow of information, at the same time 
it has created serious challenges related to cybersecurity[1]  [2]. With the expansion of global 
digital connectivity, cybercriminals have taken advantage of the stealth advantage provided by 
virtual environments, turning it into a springboard for attacks aimed mainly at achieving illicit 
financial gains [3] . As reported by DataProt, about 560,000 new malware samples are detected 
every day, resulting in more than one billion malicious programs worldwide [4] . While cyber 
threats have been greatly diminished by the latest progress of cybersecurity technologies, 
malicious codes remain as one of the greatest concerns, since attackers look for access to sensitive 
information, finance-related data, and digital resources . 
 Among such cyber threats, ransomware has been reported as one of the most destructive types 
of malware, marking an evolution in the development of malicious software [5] . Ransomware 
incorporates encryption techniques to prevent access to data, forcing attackers to pay a ransom 
in exchange for accessing their own data, even though it does not promise any guarantee of data 
recovery [6] . Over time, several ransomware types, such as TeslaCrypt, CryptoWall, Locky, 
Cerber, and WannaCry, have been reported, indicating the severity of such attacks [7]. These 
attacks indiscriminately target anyone, encrypting data in no time. As such, ransomware types 
have significantly proliferated, increasing by about 600% [8] . Furthermore, recent ENISA reports 
highlight the severity of ransomware attacks, indicating an increase in data exfiltration from 8 TB 
in May 2021 to 136 TB in June 2022 [9]. Despite recent advancements in ransomware detection, 
existing network traffic-based techniques contiguously face significant challenges. Most research 
works have used self-generated datasets with no well-defined data generation process and no 
validation for the reliability of the data. Moreover, some datasets have been found to have 
incorrect label assignments, where some types of malware or anomalous behavior are wrongly 
classified under ransomware attacks with no well-defined classification and validation methods. 
Also, existing ransomware detection models have been found to have poor feature 
representations, thereby resulting in a high false positive rate and a reduction in the efficiency of 
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security operations. Even a small percentage of false positives can cause a high degree of alert 
fatigue, thereby compromising the efficiency of security analysts and operations.  
That emphasizes the importance of building a more robust and scalable model to accurately 
distinguish between benign and malicious network activities with a low false alarm rate. The 
following are the major contributions of this work 

  • :The hybrid anomaly-based detection framework using LSTM Autoencoder and Isolation Forest 
model for a ransomware attack in an encrypted network environment overcomes the existing 
challenges and limitations of detecting ransomware attacks 

  • .The weighted fusion scheme incorporating a dynamic percentile-based threshold is able to fuse 
temporal reconstruction error and statistical anomaly score more effectively, which leads to a 
further reduction of false positive rate 

  • .New features for financial context such as USD_per_Byte and BTC_per_Cluster are introduced 
to enhance the discriminatory power of the ransomware behavior in the network  •  .The 
proposed scheme is evaluated with a refined real-world ransomware dataset containing 

111,904  clean samples and 149,197 samples applying SMOTE-ENN balancing, in which the 
efficiency of the scheme is verified  .The rest of this paper is organized as follows. Section 2 
presents a few related works on ransomware detection and anomaly-based learning 
methods.Section 3 details the proposed hybrid framework for ransomware detection 
. Section 4 discusses the experiment setup, datasets, and metrics. Section 5 presents the 
experiment results and analysis. Section 6 discusses the implications and limitations. Section 7 
concludes this paper and provides some suggestions for future work. 
 

2. Related Work 
Ransomware represents an escalating security challenge due to its superior ability to hide and 
bypass traditional defense mechanisms [10]; signature-based methods and static analysis proved 
to be significantly deficient in front of software variants and "zero-day" attacks, while dynamic 
analysis in sandbox environments faced obstacles related to resource-intensive consumption and 
the difficulty of extended deployment [11]. Under this approach, Network Traffic Analysis is seen 
as a strategic option, whose core idea is to monitor the patterns of communication, not the binary 
files themselves. This research follows this approach by using anomaly detection algorithms to 
build the reference models of normal behavior using unsupervised and semi-supervised learning 
methods. The prior literature, based on a scientifically grounded approach, is divided into four 
categories, one of which is related to "the supervised learning" approach based on the 
classification of the already labeled network data. [12] ," unsupervised learning "targeted to 
detect deviations from the prevailing natural pattern without the need for labeled data [13] , 
"deep learning" representing the most mature generation for its ability to extract complex 
patterns from raw data without manual feature engineering [14] , up to "hybrid systems" that 
unite the advantages of previous tracks to overcome individual shortcomings. This hybrid 
approach provides a dual ability to accurately generalize known patterns and early detection of 
unprecedented deviations (Zero-day), even under encrypted traffic or the phenomenon of 
"concept Drift" caused by temporal behavior change [15] , which the current study seeks to 
develop in order to address existing research gaps and achieve an optimal balance between 
detection accuracy and operational efficiency in real-world network environments. 
Berrueta et al. (2022) [16] used neural networks and tree clustering to analyze encrypted file 
sharing traffic patterns to detect ransomware. The study used a large data set of over 70 
ransomware samples and thousands of hours of user activity, yielding great accuracy (99.8%) 
and a low false alarm rate (F1 = 0.9987). The methodology does not require peripheral tool 
installation and can be applied to multiple protocols, but it can lose data before detection and 
depends on the time window and analysis characteristics. 
Venturini et al. (2025) [17] presented a framework for the detection of ransomware-affected files 
based on entropy change analysis, which uses Differential Area Analysis (DAA) and its variants 
(2F, 3F, 4F) to thoroughly investigate the file headers as well as other parts of the files for signs 
of ransomware encryption. By using a dataset of both uninfected and encrypted ransomware files, 
DAA demonstrated an accuracy of 98.24%, and an F1 score of 97.10%. The extensions of DAA 
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further enhance the robustness of the detection technique against entropy modification attacks, 
with an F1 score of around 93.56%. The technique has the advantage of being computationally 
inexpensive and easy to apply, but the disadvantage of being applied after the encryption process, 
which may lead to the loss of some files, and the fact that the effectiveness of the technique 
depends on the type of files as well as the parameters used. 
In their paper presented in Chandler et al. (2024) [18] , Multi-Vector Anomaly Profiling (MVAP) 
is proposed. This method evaluates system behavior through several vectors, including network 
traffic, file system operations, processes, and resource consumption, using benign and malicious 
samples of ransomware from three sets of experimental data. The results show that MVAP 
achieves high levels of accuracy between 95.2% and 97.1%, along with similar ranges for F1 
scores (95.2%–97.1%), and low false alarm rates of 2.8%. It is capable of detecting new types of 
malware without signatures; however, it is computationally expensive and requires constant 
updates of behavior models and available resources. 
Hussein et al. (2024) [19] developed a deep learning framework based on the GN-BiLSTM model, 
which utilizes graphical representation of behavioral patterns and bidirectional sequential 
learning for ransomware detection and classification. The authors employed two different CIC-
MalMem-2022 datasets and a self-generated dataset based on recent ransomware samples. The 
developed model has shown promising results in detecting novel ransomware types, as well as 
evaluating complex inter-behavioral relationships, with an accuracy of 99.99%. The proposed 
method is efficient, but it requires more time for training, and the results depend on the similarity 
between the new patterns and existing information. The F1 score is not mentioned, but the results 
show an appropriate balance between accuracy and retrieval. 
An early ransomware detection framework was proposed by Davidian et al. (2024) [20] , where 
deep learning algorithms such as Convolutional Neural Networks (CNN), Long Short-Term 
Memory networks (LSTM), and Deep Neural Networks (DNN) are used to analyze the API calls 
from benign processes as well as from 62 known ransomware samples. The best performance is 
obtained at a contextual window size of W = 7, where the F1 scores are approximately 0.9903 
using CNN on the PARSEC-500 data set and 0.9942 using LSTM on the PARSEC-5000 data set, 
indicating the efficacy of the detection mechanism for the early detection of ransomware attacks 
while maintaining high accuracy with limited testing time. However, the mechanism demands a 
lot of data, high computational power, and is prone to overfitting. 
 
Li et al. (2024) [21] present Semantic Flow Mapping for ransomware detection, which uses 
graphical models to represent processes and their relationships and anomaly analysis using 
machine and cluster learning techniques with reference data from multiple Ransomware families 
and normal system behaviors. With an accuracy of ≈98.7% and F1 ≈98.7%, the method is 
computationally efficient, scalable, and detects new strains with low false alarm rates (~1.1%) 
and quick detection time. Its drawbacks include a detection period of 1.8-3.1 seconds, a limited 
number of undetected cases (<1.5%), and performance issues with model updates and system 
behavior changes. 
Muhammad S et al. (2025) [22] proposed a hybrid AI-based framework that combines CNN and 
an automatic encoder to detect ransomware using artificial banking data, achieving an accuracy 
of 94.3% and F1 ≈ 94.2% with a response time of approximately 1.8 seconds and the ability to 
reduce false alarms. Despite its effectiveness, its success depends on the availability of high-
quality data and sufficient computing resources, as well as challenges related to interpretability 
and Model Management. 
A systematic review of previous studies concludes that there are shortcomings in the current 
models of countering ransomware, especially in connection with the high rate of false alarms and 
excessive reliance on artificial data that lacks the complexity of Real Networks . Accordingly, this 
study proposes a hybrid framework that integrates LSTM Autoencoders to derive temporal 
patterns, and isolation Forest to enhance the efficiency of anomaly isolation. The added value of 
this research lies in the use of realistic network traffic (Real-world traffic) instead of simulated 
data, which ensures a qualitative balance between detection accuracy and operational reliability 
in dealing with encrypted and unclassified streams . 
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3. Proposed Hybrid Ransomware Detection Framework 

This study proposes a hybrid ransomware detection framework that integrates an LSTM 
Autoencoder and an Isolation Forest model to enhance detection accuracy in encrypted network 
traffic. The two models operate in parallel to analyze temporal and statistical patterns of network 
behavior, enabling effective identification of anomalous activities. 
 
3.1 LSTM Autoencoder for Temporal Anomaly Detection 
The LSTM Autoencoder is utilized to capture the temporal behavior of network traffic sequences. 
It is trained exclusively on benign traffic to learn the normal patterns of network activity. During 
the detection phase, the model attempts to reconstruct input sequences, and the reconstruction 
error is computed. Higher reconstruction errors indicate deviations from normal behavior, which 
are likely associated with ransomware activities. 
 
3.2 Isolation Forest 
The Isolation Forest algorithm applies the principle of statistical isolation in order to identify 
anomalies. It partitions the data space recursively, isolating the points. Outlying data points, such 
as those associated with ransomware, are isolated very early on compared to ordinary data 
points. This makes the Isolation Forest both computationally efficient and effective for high-
dimensional data, such as network traffic data . 
 
3.3 Weighted Fusion Logic 
In order to improve the detection performance, a weighted fusion scheme is introduced to fuse 
the results of two models . 

. The normalized reconstruction error obtained by the LSTM Autoencoder and the anomaly score 
obtained by the Isolation Forest are fused using a predetermined weight. In this research, the 
LSTM Autoencoder is given a weight of 0.90, and the Isolation Forest is given a weight of 0.10. The 
hybrid score is calculated as follows: 
H = (0.90 * E_LSTM) + (0.10 * S_IF) 
The dynamic threshold is calculated based on the 98th percentile of the scores obtained during 
the training phase. The samples with scores higher than the threshold are classified as 
ransomware, and the samples with scores lower than the threshold are classified as benign. 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 
 
 
 

 

 
 
 
 
 

Fig. 1: Architecture of the Proposed Hybrid Anomaly Detection Framework. 
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4. Experimental Setup 
This section describes the utilized data, the processing steps, and the approach for training and 
testing the hybrid model to guarantee the trustworthiness of the outcomes. 
 

4.1 Dataset 
       The UGRansome_Dataset_2024 used in this study is an extension based on the original 

UGRansome dataset that was made available on the Kaggle platform by Dr. Mike Wa Nkongolo. 
The initial data were filtered in order to increase the quality and dependability of information, 
unknown features were removed, inconsistencies in "Time" feature were handled and statistical 
outliers were treated. Furthermore, feature and property names were harmonized to make them 
consistent throughout the dataset. The processed version after preprocessing and SMOTE-ENN 
contains 149,197 network traffic instances each of which has 14 attributes, including a 
prediction field that can be used for learning. Both normal and attack network traffic is included 

as realistic network traffic. These are protocol behaviour, volume and financial features (BTC and 
USD), which have relevance to  ransomware payments. Several rake variants are covered in the 
dataset as well, such as WannaCry, Locky, Cerber, TeslaCrypt, and Ryuk, allowing for testing 
against various ransomware behaviors 

 

In network traffic, there are three major classes of traffic: Signature (S), Synthetic Signature (SS), 
and Anomaly (A). The Signature class includes known ransomware patterns, while the Synthetic 
Signature class includes simulated ransomware attacks, and the Anomaly class may include both 
benign and possible zero-day attacks. This has created some challenges regarding the reliability 
of the labels and the realism of the employed dataset, as the existence of synthetic samples may 
elevate the uncertainty during the training and evaluation of the employed models. 

Algorithm 1: Hybrid Ransomware Detection (LSTM-AE + IF) 
Input: Dataset  D , Sequence Length L=10 , Threshold Percentile P = 98  
Output: Prediction Y ∈{0, 1}  
1: Preprocess data and engineer features  
2: Select top features using XGBoost  
3: Normalize features  
4: Train LSTM Autoencoder on benign data  
5: Train Isolation Forest on benign data  
6: Compute anomaly scores (E_LSTM, S_IF)  
7: Normalize scores  
8: Compute hybrid score:  
     H = (0.90 × E_LSTM) + (0.10 × S_IF)  
9: Determine threshold using percentile  
10: Classify: 
If H > Threshold → Attack  
Else → Benign 
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TABLE II : Classes of Network Traffic (Prediction Attribute) 
Class Meaning Includes Benign? Notes 

S Signature ✗ Known ransomware and attack patterns 

SS 
Synthetic 
Signature 

✗ Simulated ransomware behaviors 

A Anomaly ✓ (sometimes) 
May include benign traffic and irregular 

traffic patterns 
 
  
4.2 Preprocessing 
Several steps have been implemented to ensure the quality of the input: 

• Purge: remove non-numeric values and deal with missing values by filling them with zero 
to avoid training failure. 

• Normalization: apply Min-Max Normalization to convert values to the range [0, 1]. 
• Chronology: convert data into time series with length (Sequence Length = 10) to match 

the LSTM model input. 
4.3 Data Splitting Strategy 
The "single-class training" (One-Class Training) approach was adopted to enhance the system's 
ability to detect "zero-day" attacks. The data was divided as follows: 

• Training data (64%): limited to natural traffic (Benign) only for learning stable patterns. 
• Verification data (16%): to monitor performance during training and activate the "early 

stopping" mechanism to prevent over-allocation. 
• Test data (20% of normal + 100% of attacks): all attack samples were combined at this 

stage only to measure the sensitivity of the system to previously untrained patterns. 
4.4 Evaluation Metrics 
The efficiency of the system is assessed using standard performance measures that include: 
Accuracy, Recall, F1-Score scale, and operating characteristic curve (ROC-AUC). 
4.5 Computational Complexity Analysis 
The complexity of computation for the hybrid model is found to be appropriate for deployment 
in a real-world network security environment. Although there is a higher computational cost for 
the LSTM Autoencoder, particularly during the training process, the overall process of inference 
is computationally efficient. This allows for deployment in a near real-time environment. On the 
other hand, the Isolation Forest model has a relatively low computational cost, given its ability to 
provide efficient anomaly detection even in high-dimensional feature spaces. The overall 
complexity of computation for the hybrid model is achieved by utilizing the strengths of both 
models. Additionally, since both models can be executed in parallel, there is no significant impact 
on the overall latency of deployment for a real-time environment. 
 

5. Results and Analysis 
This section offers an extensive evaluation of the proposed hybrid ransomware detection scheme. 
The performance of the proposed scheme is evaluated by using standard evaluation metrics such 
as accuracy, precision, recall, F1-score, and ROC-AUC, followed by an extensive evaluation of the 
confusion matrix and ablation study to evaluate the effectiveness of each component of the 
proposed models. 
5.1 Performance Metrics Analysis 
The hybrid framework based on the Long Short-Term Memory Autoencoder and Isolation Forest 
outperforms the detection capabilities of the separate models used as a reference. In fact, the 
framework recorded an accuracy of 99.66%, which further confirms the efficiency of the 
framework in differentiating ransomware traffic from benign traffic. In the same vein, the 
framework recorded a precision of 99.78%, a recall of 99.85%, which further confirms the 
effectiveness of the framework in the identification of ransomware traffic while limiting the false 
alarm rate. In fact, the framework recorded an F1-score of 99.81%, which further confirms the 
effectiveness of the framework in the identification of ransomware traffic while limiting the false 
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alarm rate. All these observations confirm the effectiveness of the framework in the identification 
of ransomware traffic while limiting the false alarm rate. 
5.2 Confusion Matrix and Error Distribution 
In order to further evaluate the performance of classification in the proposed framework, a 
confusion matrix was created and is illustrated in Figure 2. In this regard, it is noted that the 
proposed framework successfully identified 98,517 instances of ransomware and 9,874 instances 
of benign software (true negatives). At the same time, 220 instances of benign software were 
incorrectly identified as attacks (false positive), resulting in a false positive rate of 2.18 percent. 
Furthermore, 160 instances of ransomware were incorrectly identified (false negative), resulting 
in a false negative rate of 0.16 percent. This demonstrates that the proposed framework 
maintains high sensitivity in its detection capabilities and low false alarm rates, making it suitable 
for real-world applications in cybersecurity. 
 

5.3 Ablation Study 
An ablation study is performed to assess the effectiveness of each component of the proposed 
framework. To achieve this, the performance of the LSTM Autoencoder, the performance of the 
Isolation Forest, and the performance of the hybrid model are compared. Based on the results 
presented in Table 2, the LSTM Autoencoder achieves high performance due to the ability to 
detect temporal dependencies in the network traffic. However, the LSTM Autoencoder is found 
to have high false positive rates when used independently. On the contrary, the Isolation Forest 
achieves high robustness in detecting anomalies using the statistical approach, yet the accuracy 
is compromised. It is evident that the hybrid model is capable of achieving high accuracy while 
reducing the false positive rates, thereby proving that the proposed approach is more reliable and 
robust for the detection of ransomware attacks. 
5.4 Comparative Analysis 
In the above comparative analysis, it can be observed that the hybrid model outperforms the 
other models as it combines the effectiveness of both the temporal and statistical anomaly 
detection mechanisms. In the Long Short-Term Memory (LSTM) Autoencoder model, the 
proficiency of the model in the detection of behavioral patterns of the ransomware can be 
observed. In the Isolation Forest model, the effectiveness of the statistical anomaly detection 
mechanism can be observed. 
 

 
 

 
Fig. 2: Confusion matrix of the proposed hybrid LSTM–IF model in terms of sample counts 

and corresponding percentages. 

Table 2. Performance Comparison of Proposed Hybrid Model and Baseline Methods 
MODEL Accuracy Precision Recall F1-Score ROC-AUC 
LSTM-AE 98.92% 98.13% 99.95% 99.03% 99.99% 

Isolation Forest 70.57% 74.39% 71.07% 72.69% 78.34% 
LSTM-AE + IF 
(Hybrid) 
Proposed 

99.66% 99.78% 99.85% 99.81% 99.97% 
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6. Discussion and Practical Implications 
The experiment results validate the effectiveness of the suggested hybrid framework in detecting 
ransomware from encrypted network traffic.  
Through deep temporal modeling and a statistical anomaly detection approach, our framework 
achieves high detection accuracy and low false alarm rate. Actually, LSTM Autoencoder model 
learns sequential behavioral pattern effectively and Isolation Forest model provides robustness 
for statistical anomaly. From an application perspective, the proposed scheme can be a practicable 
one to address real problem of network and host systems in which encrypted traffic is utilized to 
impede the execution of signature-based scheme. Indeed, the fact that the framework can also 
detect zero-day ransomware makes it suitable for proactive defense and real-time monitoring of 
the network . 
Limitations of the Study 
Nevertheless, there are several limitations of this study: The proposed framework was evaluated 
based on one ransomware dataset, and hence it is uncertain whether the approach will extend to 
other network environments as the traffic patterns may differ. Application of the dynamic 
threshold method may as well entail a further set of calibrations in diverse and evolving 
environments. The reliance on engineered features, such as financial context, could also make the 
method sensitive to the particularities of the data, which might not hold in all cases . 
 

7. Conclusion and Future Work 
In this paper, We propose a parallel hybrid framework for ransomware detection in network 
traffic based on deep learning and statistical anomaly detection. Our framework has 
demonstrated high efficiency in detecting malicious patterns in encrypted network traffic with 
outstanding results in reducing false alarms and improving the differentiation between normal 
and ransomware provided traffic features, especially for those with financial dimensions. 
Experimental results validate that the hybrid anomaly-based detection is a promising approach 
to mitigate the weaknesses of conventional approaches especially against advanced threats and 
zero-day attacks. This also increases the robustness of detection systems in real-life scenarios by 
providing a compromise between accuracy and computational cost. As for future work, the 
proposed framework can be further extended to more complicated scenarios such as cloud 
computing and the Internet of things, where the traffic pattern is dramatically different. It is 
further suggested that the model resistance against adversarial attacks should be enhanced and 
with the emerging concept of XAI, it can be integrated with XAI techniques to increase solution 
transparency and enable security analysts to gain a better understanding of the attacks' behavior . 
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