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Abstract 
This study proposes a simulation model to investigate the resilience of complex networks 
against different types of attacks and evaluate the effectiveness of related defense 
strategies. For this purpose, two reference networks, including the social network of 
Zachary Karate Club and the co-occurrence network of characters in the novel "Les 
Miserables", were selected as evaluation platforms. For the evaluation of the structural 
fragility of the network, a new multidimensional index is proposed, which is defined by the 
combination of six normalized centrality values. Afterward, the impact of various attacks, 
including random node removal, structural importance-based attacks, and dynamic 
attacks, is simulated, and the effects of these attacks on the basic properties of the network, 
including the size of the largest connected component, the diameter of the network, the 
average path length, and the efficiency of the network, are evaluated. Moreover, the 
effectiveness of two defensive strategies, including the protection strategy and the edge 
reconfiguration strategy, is also evaluated for the preservation of the network from the 
effects of the attack and the maintenance of the level of connectivity at an optimal state. It 
is observed from the results obtained through the simulation of the attacks that the impact 
of the targeted attack and the dynamic attack is more detrimental to the integrity and 
coherence of the network compared to the impact of the other attacks. Moreover, the 
application of the defensive strategies can save the network from the effects of the attack 
and can maintain the level of connectivity at an optimal state. 
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1. Introduction 
It is recognized that complex networks are one of the important tools used in the analysis 
of complex systems. As discussed in references [1,2], complex networks have been widely 
used in the study of various social networks in the field of sociology, biological networks 
in the field of biology, technology networks, and economic networks. It is general 
knowledge that the networks are usually described by a graph G=(V,E), where the nodes 
v∈V represent the system components and the edges e∈E represent the relationship 
between the system components. The analysis of the structural properties of the graph is 
used to obtain useful information about the system networks in terms of the system 
accessibility and the system structure itself  [3,4 .]  

Moreover, due to the nature of complex networks that can be attacked, a 
comprehensive analysis of the robustness of the complex networks is necessary. Four 
centralization measures CB(v), CC(v), CE(v) and CS(v) help identify the centrality 
or influential potential of nodes within network systems [5]. 

Multiple methods exist for removing network nodes to understand how the 
system behaves when subject to attacks or random failure situations. The process of 
randomly removing nodes models widespread node failures whereas targeted 
removal strategies built from centrality metrics aims at disrupting the most central 
nodes. The dynamic targeted removal process integrates iterative centrality metric 
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recalculation for adversarial simulations while demanding additional processing 
resources  [6]. 

Advancing security through vulnerability assessment utilizes two defensive 
strategies referred to as node immunization and edge rewiring. The identification 
and protection of vital network connection nodes constitute immunization through 
which attackers seek defense against disruption during attacks. Alternative defense 
strategies through rewiring modify edge connections to reduce the dependency on 
few central nodes which enhances network resilience to structural disruptions.  To 
precisely evaluate the function of attacking and defensive plans in networks, it is 
important to measure a number of structural elements [7-9].  

These set of indicators are often assessed through metrics such as the size 
of the biggest and second linked components and the series of some isolated 
clusters. The presumable parameters of the assigned should be determined by the 
network and the length of the nodes. Conversely, the simulation-inclined research 
particularly, on studies on networks like the Zachary’s Karate Club and the 
occurrence of the individuals relating to the number Les Misérables, can create 
room for conceptual models in relation to the network steadiness which can be 
translated into tangible and well observable findings. Comparisons of various 
occurrences indicate that network that can strengthened utilizing methods like 
the targeted protection of the projected key nodes and edge rearrangement to 
maintain structural degradation and show maximum steadiness. These set of 
networks can maintain higher fractions of linked components and a maximum 
efficacy, even when the node deletion can occur on a very high scale. Generally, 
the findings show that depending on a single metric is insufficient. Instead, 
integrating centrality-inclined metrics with structural reinforcing plans can assist 
in the improvement of the resilience of difficult networks to threats and 
vulnerabilities [10]. 

In this study, a multi-criteria index based on a weighted combination of several 
types of centralities is introduced and the behavior of complex networks under different 
attack and defense scenarios is analyzed in the form of an integrated simulation 
framework.  

This framework combines three different types of attack scenarios, 
including random deletion, targeted attack, and dynamic attack, with two defense 
strategies, namely, protecting critical nodes and reconfiguring the edge structure. 
Then, the impact of these combinations on a set of structural and performance 
indices in two reference networks with different topologies is analyzed. The 
results indicate that the proposed index for designing attacks and defenses is 
more effective than using only simple centrality measures in more accurate 
identification of sensitive nodes and increasing network resilience. Therefore, it 
can be used as a practical tool for analyzing and optimizing real networks. The 
contribution of the paper is: 
• Introducing a multi-criteria vulnerability index based on a weighted combination of 

several normalized centrality criteria for ranking critical nodes . 

• Providing an integrated simulation framework that combines three random, targeted, 
and dynamic targeted attack scenarios with two defense strategies of securing and 
edge redrawing . 

• Systematically evaluating attack and defense scenarios on two benchmark networks 
with different topologies (Zakari Karate Club and Binwayan Co-Occurrence Network) 
using several structural and functional indicators . 
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• Demonstrating that the use of a multi-criteria index performs better than single 
centralities in identifying sensitive nodes and enhancing the structural resilience of 
the network and has the potential to be applied to real networks. 

Thus, the present research provides a relatively complete framework for the 
study and improvement of the structural integrity of complex networks. At the 
same time, the present framework brings the theoretical discussions closer to the 
practical aspects, allowing researchers and practitioners to use a set of efficient 
tools for the reduction of risks and the maintenance of efficiency in various kinds 
of complex networks. 

 
2. Related Work 

In recent years, there has been considerable interest among researchers to address these 
issues more seriously and to provide solutions to improve resilience within complex 
networks. Most of these studies have concentrated on the role played by centrality 
measures and have analyzed how these networks respond to different types of attacks. 
For example, it has been recommended that by [13] that the topological features of a 
network serve as a critical function to determine its links under targeted assaults. In this 
context, it has been emphasized that to improve resilience within a network, it is not 
sufficient to simply “make the overall structure stronger,” but it is also necessary to 
identify nodes more accurately and to uncover hidden weaknesses within the network 
structure. In this context, some studies, like the one presented by [14], have aimed to 
provide new ways to measure resilience within these networks. In addition to this, the 
findings provided by this group of studies reveal that although centrality measures can be 
highly efficient under steady-state conditions where there are no changes to the network 
structure, these measures tend to be highly ineffective under conditions where there are 
changes to the network . 

From another point of view, the concept of network reconfiguration or 
reconfiguration has been introduced as a powerful technique to deal with the problem of 
vulnerabilities. In the paper [15], the performance of a set of edge reconfiguration 
strategies for adaptive networks is examined. According to the results of the paper, along 
with the improvement of stability, the desired degree of control over processes such as 
the spread of disease or the spread of misinformation is achieved. The results of the paper 
again highlight the importance of “informed intervention” for the development of the 
structure of the network . Moreover, the combination of the information obtained from 
the analysis of the feature data of the nodes with the information obtained from the 
analysis of the general network structure has led to important achievements over the last 
few years. According to the paper [16], the combination of these two approaches has 
enabled the more accurate determination of the influential nodes of the network and the 
better understanding of the behavior of the critical part of the network. The above-
mentioned combination of approaches has opened new avenues for the study of the 
behavior of the complex system . 

The paper [17] presents different perspectives on the concept of resilience. In the 
paper, different methods of evaluating the robustness of the complex system are 
compared. However, the most important part of the paper is that the resilience is 
considered not only as a random phenomenon but also as a feature that is subject to the 
planning process. In addition, [18] has also proposed practical solutions to improve the 
resilience of a spatial network, especially by introducing new links under certain 
conditions. The above research indicates that even under resource constraints, it is 
possible to improve network stability to a great extent by introducing changes that have 
been computed. Finally, the research [19] also discusses attacks that occur based on 
criteria related to centrality, as well as defense strategies, and indicates that when 
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decisions for defense strategies are made based on criteria related to centrality, damage 
to the network is reduced to a great extent. This again emphasizes the importance of a 
detailed understanding of network structure while making decisions related to defense 
strategies. Overall, it is indicated by this research that understanding the vulnerability of 
complex networks is not just limited to theoretical discussions, but it is also possible to 
develop approaches that can easily translate theoretical knowledge into practical 
solutions to make these networks efficient and effective under changing conditions. 

 
3. Methodology 

In this study, simulation-based approaches are used to investigate the vulnerability 
of complex networks. For this purpose, two co-occurrence networks, Zachary’s 
Karate Club and Les Misérables, are used. These networks are loaded using the 
NetworkX library and used as a platform for running experiments, in which both 
structural resilience indices are measured and resilience enhancement strategies 
are evaluated and compared.  The networks exist as graphs named G = (V, E) 
which show V as nodes and E as edges within the structure. 

The computation of fundamental structural network features includes 
measuring |V | and |E|  together with ⟨k⟩, C, r and L. The definition of average degree 
states: 

< k > =  
2|E|

|V|
 

(1) 

 
The clustering coefficient is derived as the average of local clustering values, while 
assortative measures the correlation between degrees of connected nodes. 

To assess the vulnerability of nodes, an advanced vulnerability index is 
proposed by combining multiple normalized centrality measures: betweenness 
CB, closeness CC, eigenvector centrality CE, subgraph centrality CS, inverse 
clustering coefficient 1−Ci, and a bridging centrality approximation CBR. The 
combined vulnerability score for each node v ∈ V is calculated using a weighted 
sum: 
 

Vuln(v) = αC˜B (v) + β C̃C (v) + γ C̃E (v) + δ C̃S (v) + ϵ(1 − Ci) + 

ζC̃BR(v)

 
(2) 

where α, β, γ, δ, ϵ, ζ are tunable weights controlling the contribution of each 
metric. Three attack strategies are simulated: random removal, targeted removal 
using the advanced vulnerability index, and dynamic targeted removal where 
centrality scores are updated after each node removal. The fraction of removed 
nodes f varies from 0 to 0.8.   In each of the strategies examined, the traces of 
changes can be clearly seen in the main network indicators; indicators such as the 
size of the largest connected component ∣LCC∣, the size of the second largest 
component ∣2ndLCC∣, the total number of components C, the network diameter 
D, the average path length L and finally the overall network efficiency E. In this 
framework, network efficiency is defined as follows: 

E =  
1

|V|(1 − |V|)
 ∑

1

dij
i≠j

 
(2) 

In this definition, dij represents the shortest path between two nodes i and j in 
the network   In addition to simulating different attack scenarios, two defensive 



 

 

 

 

Int. J.Adv.Sig.Img.Sci, Vol. 12, No. 3s, 2026 

 

967 

 

approaches are also considered: hardening and rewiring. In the hardening method, a 
number of nodes that are most vulnerable are selected and protected in such a way 
that they remain outside the deletion cycle. In contrast, rewiring seeks to strengthen 
the network structure by removing some of the existing edges and creating new links 
between nodes that were not previously connected; an approach that improves the 
level of connectivity and stability of the network by increasing redundancy . 

In order to analyze each scenario, simulation happens through a series of steps 
and iterations for each scenario to be evaluated. This analysis happens through a 
series of multi-indicator graphs, which show changes to structural indices within the 
network during the simulation process. This makes it easier to compare the resilience 
of each network and assess the efficacy of each proposed defense strategy. This model 
has been written totally in Python and uses the network library to examine and 
Matplotlib to show the results. this model serves a detailed method to network 
robustness by combining methods in relation to the centrality, analysis and 
simulation. This not only identifies weaknesses and areas where vulnerability exists 
but simulates the effects of destructive behavior within the network and ultimately 
identifies which strategies are most effective to improve resilience within complex 
networks. 

 
Figure 1. overview of the steps of the proposed method for assessing the 

vulnerability and stability of complex networks 
 

The procedure starts by choosing and loading a number of sample networks; in this 
case, two co-occurrence networks, including the famous Zachary Karate Club and the 
novel *Les Misérables*, are selected as examples. The next step involves an initial 
topological analysis performed in the first step to obtain basic features of the network 
structure. The second step involves the computation of an advanced vulnerability 
measure, which incorporates different centrality measures such as betweenness, 
closeness, eigenvector, subgraph, reverse clustering, and bridging centrality. This 
step allows for the more accurate detection and identification of sensitive and 
influential nodes within the network. The third stage includes the simulation of three 
distinct attack scenario with the computation and updating the centrality of the basic 
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measures and their core values after each deletion stage. The defensive plans are then 
performed to enhance the resilience and the choice and safeguarding of the key nodes 
and the reconfiguration of edges to enhance the network connection and the 
structural idleness. The last step includes the addition and plotting of network 
metrics to observe the changes and efficiency of the projected plans and the related 
flexibility of the networks. The final step involves the comparative analysis and 
plotting of the relative effectiveness and the relative resilience of the networks using 
indicators such as the size of the largest connected component, average path length, 
network diameter, and efficiency. The connection between the conceptual idea and 
the computational implementation is thus clearly established. 

Algorithm 1 Simulation Framework for Network Robustness Analysis 
1: Input: Graph G = (V, E), removal fractions f ∈ [0, 0.8], weights α, β, γ, δ, ϵ, ζ 
2: Output: Metrics after attack and defense simulation 
3: Load network G 
4: Compute basic metrics: |V |, |E|, ⟨k⟩, C, r, L 
5: for each node v ∈ V do 
6: Compute normalized: 

• Betweenness C˜B (v) 

• Closeness C˜C (v) 

• Eigenvector centrality C˜E (v) 

• Subgraph centrality C˜S (v) 

• Inverse clustering 1 − Ci 

• Bridging centrality C̃BR(v) 

7: Compute vulnerability score: 

Vuln(v) = αC˜B (v) + β C̃C (v) + γ C̃E (v) + δ C̃S (v) + ϵ(1 − Ci) + ζC̃BR(v) 

8: end for 
9: for each strategy in {random, targeted, dynamic} do 

10: for each removal fraction f do 
11: Remove f · |V | nodes according to strategy 
12: Recalculate: 

• Largest component |LCC| 
• Second-largest component |2ndLCC| 
• Number of components C 
• Diameter D 
• Average path length L 

• Efficiency: E =  1  
Σ  1  

13: end 
for 
14: end for 

|V |(|V 
|−1) 

dij 
i̸=j 
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15: Apply immunization by protecting top vulnerable nodes 
16: Apply rewiring by replacing selected edges with new random links 
17: Repeat simulation and metric analysis 
18: Plot multi-metric comparison results 

 
The proposed algorithm is designed to assess the robustness of the network in a 

systematic and step-by-step manner. The work starts from receiving the graph G=(V,E) and 
at the same time, an interval for the node removal fraction in the range f∈[0,0.8] and weighting 
coefficients α,β,γ,δ,ϵ,ζ are defined; coefficients that determine what contribution each 
centrality criterion will have in calculating the final vulnerability index . 

In the first step, a general survey of the network structure is performed to obtain an 
initial picture of its state; in this step, items such as the number of nodes and edges, average 
degree, clustering coefficient, community structure and average path length are extracted, 
and this basic picture helps to better interpret the network behavior in the following steps. 
Then, each node is evaluated separately with six different centrality criteria . 

The criteria, each of which looks at the importance of the node from a specific angle, 
range from its role in the traffic paths to its impact on the entire network. Next, the values 
obtained are first normalized to be comparable. Then, they are linearly combined using the 
specified weighting coefficients. The output of this step is a single score for the vulnerability 
of each node, which indicates how much the removal of that node can harm the network 
structure. The advantage of this method is that the identification of critical nodes is not limited 
to a specific criterion and ultimately a more realistic and complete picture of the importance 
of the nodes is provided. 

After the vulnerability level of the nodes is determined, the algorithm enters the attack 
simulation stage. In this section, three different scenarios are considered: in the first case, 
nodes are removed from the network randomly; in the second case, the removal is done 
purposefully and based on the vulnerability ranking; And in the third case, a dynamic 
approach is used in which, after each elimination step, the centrality criteria are recalculated 
and the decisions are updated. For each value of the elimination fraction f, a corresponding 
number of nodes, equal to f · |V |, are eliminated from the network so that the gradual process 
of structural degradation is visible . 

The implications of the above-mentioned disturbances are measured based on a series 
of structural parameters; the size of the largest and second-largest connected components, 
the number of disconnected subgraphs, the diameter of the network, the average length of the 
shortest paths, and the overall efficiency. These parameters enable the precise monitoring of 
the changes in the network and the measurement of the stability of the network based on 
various types of attacks . 

Apart from the various types of attack scenarios that the algorithm takes into account, 
there are two defense mechanisms that the algorithm takes into consideration to evaluate the 
effectiveness of the networks in enhancing the overall resilience of the networks. In the 
protection mechanism, the nodes that are most vulnerable according to the calculated 
parameters are not removed from the network. This means that the nodes are maintained in 
the network as part of the overall structure of the network. On the other hand, the redrawing 
mechanism is based on the incorporation of a certain number of edges between the nodes 
that were not initially connected to one another. This is done to enhance the redundancy of 
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the overall structure of the network. All the above steps are carried out over a range of 
removal values and all the attack scenarios. The final results of the algorithm will be the 
temporal data that will be used to plot the trend of the changes that occur in the networks. 
Overall, the above algorithm is a useful tool that helps understand the implications of various 
types of disturbances that occur in complex networks and the effectiveness of the defense 
mechanisms in mitigating the overall impact of the above-mentioned disturbances. 

 
4. Results 

 

4.1. Experimental Setup 
The experiments were carried out using the Python language with the NetworkX library used 
for the analysis of the networks and Matplotlib used for the plotting. Two benchmark 
networks were used; one is the graph of the Zakari Karate Club, and the other is the character 
co-occurrence network from the novel "Les Misérables." The networks were loaded from the 
NetworkX standard dataset. For the networks, the basic features were calculated, including 
the number of nodes and edges, average degree, clustering coefficient, degree correlation 
coefficient, and average shortest path length in the largest connected component. 

Then, the proposed fragility index was obtained based on the normalized combination 
of several centrality measures for all nodes. To evaluate the resilience, three attack strategies 
of random deletion, targeted deletion, and dynamic targeted deletion were applied in the 
deletion fraction interval f∈[0,0.8]. In the random attack, the results were reported based on 
the average of several independent iterations, while in the targeted attacks the order of node 
removal was determined based on the fragility index (fixed or updated). For each value of f, 
the size of the largest and second connected components, the number of components, the 
diameter, the average path length, and the global efficiency were recorded. The defense 
strategies of securing critical nodes and redrawing part of the edges were also applied to the 
same networks before executing the attacks and compared with the undefended condition. 
4.2. Experimental evaluation 
The empirical evaluation of this research is conducted on two widely used benchmark 
networks: the Zachary Karate Club graph and the Les Misérables character co-occurrence 
network. These two networks have distinct differences in terms of size, density, and 
connectivity patterns, and are therefore good candidates to better measure the network 
behavior against different attack and defense scenarios, from the perspective of vulnerability 
and resilience. 

The Karate Club network comprises of 34 nodes and 78 edges, and its average degree 
is ⟨k⟩ = 4.59; that is, each node is linked to around four to five other nodes on normal. The 
average clustering coefficient of the network is also C = 0.5706, representing that local links 
in this network are potent and neighbors are often linked to each other. Conversely, the 
network is not totally the same in terms of extent. The value of r = -0.4756 for the degree 
relationship to indicate that the nots with maximum degrees tend to be linked to nodes with 
low degrees. This sort of structure can make communication more effective, but often makes 
the network more susceptible to projected attacks, and it can remove a huge part of the links. 
In terms of distance, the total length of the shortest path in the largest link component is 
around L = 2.4082; meaning that most of the nodes are linked in a few short steps, and the 
network shows the small universal property to a good degree.  
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Contrastively, the Les Misérables network is greater and denser. It contains 77 nodes 
as well as 254 edges, and its normal extent is ⟨k⟩ = 6.60; This means that each of the nodes is 
linked to a larger number of the other nodes and broadly has more intense interactions that 
the known Karate network. Its cluster coefficient is C = 0.5731. However, the degree 
relationship in this network is around r = -0.1652; it is still negative. This means that the 
possibility of high-degree to low-degree association is weaker in but its heterogeneousness 
is much less severe than in the Karate Club. The usual shortest track length in the main 
connected component of this network is similarly L = 2.6411; though the network is broader, 
this value is also acceptable to indicate that information distribution through the network is 
still effective.  

In general, this initial review of structural indicators may assist to have a clear image 
of the topological state of the networks and to implement the node removal scenarios and 
resistance approaches. This major comparison indicates hoe flexible each network maybe to 
the fragmentation of its inherent features, and conversely, what capacity and possibility it has 
to add to the structural disruptions. 

 
Table 1: Summary of Basic Structural Metrics for the Karate Club and Les 

Misérables Graphs 
Metric Karate Club Graph Les Misérables Graph 

Number of Nodes (|V |) 34 77 
Number of Edges (|E|) 78 254 
Average Degree (⟨k⟩) 4.59 6.60 

Average Clustering Coefficient 
(C) 

0.5706 0.5731 

Degree Assortativity Coefficient 
(r) 

-0.4756 -0.1652 

Average Shortest Path Length 
(L) 

2.4082 2.6411 

 
Figure 2 displays how the Karate Club network seeks to respond to five distinct node 
elimination plans to include random elimination and dynamic programmed removal, and a 
rewiring-inclined defense strategy. In the above figure, the modifications in six main 
structural indicators, viz: the size of the largest and second linked components, the normal 
path length, the total efficacy, and the network are shown as a role of the fraction of 
eliminated nodes, in a clear sense, comparing the potency and resilience of the network under 
each strategy.  
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Figure 2: Sturdiness metrics under different node elimination approaches for the 

Karate Club Graph. 
 
The graphs in Figure 2 display in detail how the Karate Club network responds to dissimilar 
node elimination scenarios. The top-left graph shows the size of the largest connected 
component (LCC); in the initial state, all 34 nodes are inside the LCC. When random deletions 
occur, this component gradually shrinks, reaching about 4 nodes after 80% of the nodes are 
removed. However, in targeted attacks—and especially dynamic attacks—the network 
collapse occurs much faster, with the LCC size falling to less than 10 nodes after only 40% of 
the nodes are removed. In contrast, the security/defense approaches fare better, and the 
defended scenario can still maintain about 10 nodes in the largest connected component even 
after 80% of the nodes are removed . 

The top-right graph examines the behavior of the second largest component. In the 
defended case, between about 20 and 30% node removal, the size of this component 
increases to about 6 nodes, which could be indicative of a transient phase, where the network 
is divided into a few relatively important subgraphs for a while. On the other hand, dynamic 
removal produces a more abrupt jump in the second component, and around 60% removal, 
its size reaches about 5 nodes, a pattern that suggests a more aggressive and severe 
decomposition of the structure. The middle-left graph also shows the total number of 
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components: dynamic removal produces the most fragmentation, with more than 20 separate 
components formed by removing 40% of the nodes. Random removal is milder, and even at 
80% removal, the number of components remains below 10. In security and defense 
scenarios, the network is less fragmented and the number of components is controlled even 
at high deletion percentages, usually below 15 . 

The middle-right graph shows the average path length within the largest connected 
component. In dynamic removal, this indicator virtually reaches zero as 60% node deletion 
is approached; meaning, in random removal, the path length is still considerably high in the 
early levels to almost 3, but it can decrease as removals continue. In these potential intervals, 
the defended scenario indicates greater steadiness and maintains a more unified 
communication approach that potential attacks. The bottom-left graph affirms similar 
difference: in targeted removal which reaches around 6.5, however, it can decrease as node 
removals continue. In a safe and defended network, the diameter is often smaller and 
steadier, and it eventually remains around 3-4 even at modest removal units. Flexible 
deletion is also the most destructive and after passing around 50% removal, the diameter 
practically heads to zero.  

Finally, the bottom-right graph indicates the total efficacy modifications of the largest 
linked component. Interestingly in dynamic removal, the network efficacy may reach high 
values close to 0.9 for some time which is within the range of around 30-40% node removal. 
This addition is perhaps connected to some sort of temporary rearrangement of the other 
paths before the last collapse. But in along the path, about 60% removal a sharp and 
remarkable drop takes place.  

Generally, the findings show that the resilience of any network is dependent more on 
its structure. The Karate Club network, is the smaller and highly heterogeneous and faster 
when attacks are eminent, which highlights the fact that the network relies on a few central 
nodes; the largest connected component (LCC) and the addition in the number of the 
subgraphs displays this reliance. Conversely, the, the results show that the Les Misérables 
network, because of its greater and more unified distribution of connections, it experiences a 
smoother and slowly collapse, which seems that the vulnerabilities are distributed evenly. 
From this assertion, the robustness of a particular network can be determined by the size and 
other factors such as clustering patterns, degree distribution, and the location of central 
nodes. When the central nodes are protected, the LCC collapse will take place later and the 
network will maintain an acceptable stage of function, but in the Karate Club network, this 
imact seems noticeable and a significant portion of links is kept after around 60% of the node 
deletion. In addition, the rewiring-inclined defense with some adaptive reconfiguration of 
links often takes resilience a step forward, as a result of the complete function and to remain 
replicable such as the path length as well as the diameter in a steadier play a major 
performance and can maintain above about 0.6 for a large part of the deletion procedure. This 
general picture indicates that flexible and adaptive defenses can be genuinely decisive, 
especially for such sensitive instance in the networks and prevent swift degradation of 
network throughout . 

The average pathway length assists to perceive more exactly how a network keeps the 
losses its links under huge stress. 
However, in beset attacks and especially in the dynamic removal, these options may 
disappear swiftly and perhaps after 50% of the node removals, the average length may drop 
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dramatically and as well, all meaningful and consistent communication paths and the 
potential communication format will collapse.  
The results with regards to the diameter of the network may also reinforce this assertion. 
However, it occurs as if the network is attempting to maintain the links with the fewer items 
and the links because it becomes more stretched. But as the removal keeps on decreasing 
rapidly, the network may become disjointed into a tiny and more isolated parts, and there 
will be no more single network with a meaningful diameter. In other related defended 
scenarios, the diameter often remains at a lower and mor steady values, to indicate that the 
major communication paths are kept safely and that the defensive intervention will have a 
safeguarded communications ways and load from communicating on a much constraint 
points and forming crucial blockages. 

The overall network routine behaviour may be interesting. In a natural form, it would 
be expected that the performance may reduce as the nodes are removed, but in the defended 
scenarios and even in dynamic deletion, a partial increase in the routine is noted at different 
levels of removal of about 10-40%). This often happens through the removal of some 
ineffective links; the network may become more compacted for a short time and the data flow 
on the other paths is more aligned and effective. If the deletion continues, the network will 
finally enter a serious decline stage. 

These behavioural variations show that defensive strategies are critical issues in the 
design of proposed network and management which can be seen as marginal issues. Random 
removals can be similar to the natural faults and often cause slow degradation whereas the 
flexible attacks may replicate intelligent threats that can cause failures. However, the use of 
proactive defensive plans like the protection of crucial nodes and modification of network 
structure can assist in the increment of network resilience to maintain crucial roles and stop 
structural collapse.  

The result of this study similarly outlines new space for additional research in the 
entity of network resilience. This can provide a better perception of the actual systems, 
because the connections remain constant and the association are not always two-way. It is 
also of special concern to study dynamic networks that can modify over time. When the 
network is developing or and are not well-detected in static models. Additionally, the use of 
complementary indicators is central to social structures that can increase the precision of 
resilience examination.  

Lastly, if practical and adaptive protection devices are intended based on an accurate 
perception of network structure, we can move to attain stable and resilient option that is not 
against specific threats but again with different sorts of threats. 
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Figure 3: Betweenness Centrality vs. Node Removal. 

 
Figure 4: Clustering Coefficient vs. Node Removal. 
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Figure 5: Resilience Index vs. Node Removal 

 
Figure 6: Edge Connectivity vs. Node Removal 

 
Figure 3 shows the possible modifications in normalized betweenness centrality under three 
distinct scenarios of random elimination, defended state and targeted elimination and to 
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indicate the variations in network behaviour in every scenario. In random removal, the 
reduction in betweenness centrality is belated and nearly the same; with around 80% of 
nodes eliminated, the value of this index possible drop from 1.0 to about 0.1. occurs when the 
nodes are eliminated without any priority, but the information will be maintained by reliance 
on some options path for a while and the restraint of communication ways may happen 
slowly.    

In contrast, beset removal contains stern effect on the network. Here betweenness 
centrality may drop to quickly approach around0.01 at the end of the whole process. In this 
sense the behaviour can make sense owing to this plan that can remove the exact nodes that 
seems to act as essential bridge and the key intermediate points in the communication arena. 
This shows that defensive measures can affect the function of the failure rate of some 
sensitive nodes and hold a minimal communication flow in the network.  

Figure 4 demonstrates ow the normal cluster coefficient acts as nodes are slowly 
removed. In the other random removal scenario, this value brings drop from 0.57 to around 
0.2 that shows the node are eliminated elliptically, the local unity of the network slowly 
weakens. The possible reduction can be seen as something very fast and destructive and it 
may result to coefficient drops to around 0.05; due to exactly the highly linked nodes and in 
contrast a protected network experiences can decline and despite the broad deletion of nodes, 
to maintain a cluster coefficient above 0.2. this means that defensive options can preserve the 
consistency of the network’s neighbourhoods and even during purposeful deletions.   

In Figure 5, a compound measure is assigned that concurrently represents the 
functional and structural aspects of the projected network to show the network resilience. 
The findings display that the defensive stage performs best around 0.8 and reduces to around 
0.4 even with the deletion of nearly 80% of the nodes. This little reduction indicates that the 
network is susceptible to damage. The case of targeted deletion has the sternest impact on 
the network, to reduce the value of the resilience index to 0.3 from the onset. Figure 6 
indicates the modifications in the edge connectivity as the ratio of node removal increases. 
The case of random deletion increases. The case of similar deletion almost near in linear from 
10 to around 2. However, the removal of targeted deletion indicates the edge connectivity is 
reduced much more sternly to about 0.2.  

 In the protected scenario, the circumstances are favourable to the extensive node 
deletion, the edge connectivity remains about 3. This finding shows that the defensive and 
adaptive intercessions, to maintain the optional paths, and can better serve the network and 
continuity in crucial circumstances. Generally, these graphs clearly indicate the clear show 
how the network resilience can change from a functional and structural perspective and 
affirm the major conclusion of the study.  

 
5. Discussion 

Replication results show that the resilience of networks is dependent broadly on their 
topological structure and how vital (centrality is divided among nodes. A comparison of the 
two popular networks of Binwayan Co-incidence and Zakari Karate Club exhibited that 
designs of clustering, degree correlation, clustering, and core-periphery structure play a firm 
role in how the major structure slowly failed. Specifically, the strongly negative value of the 
extent relationship coefficient in the Karate graph indicated that networks with such structure 
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hub-periphery to the targeted deletion of central nodes than networks with centrality 
dispersal . 

The results of arbitrary, targeted and flexible targeted attacks also exposed a clear 
variation between the natural failure and the intelligent attack situations. In the potential 
random attack, the global efficacy slowly reduced to a relatively maximum fraction of node 
removal, which is reliable in the perception of the existence of options and relative 
redundancy in the potential network. In contrast, beset attacks reliant on the multi-criteria 
fragility index. This will update the centralities of each stage that led to the swift collapse of 
the basic part and a sudden decrease in the number of diameter and length of the paths.  

The study of defense approaches indicated that the integration of structural evaluation 
of the targeted intercession can essentially reduce the impact of the attacks. Saving the nodes 
with maximum susceptibility scores resulted in higher connected part sizes and universal 
efficacy being maintained at high levels of removal to the defenseless state and the procedure 
of network decomposition was reduced. This finding is in consonance with the prior literature 
that suggests centrality-inclined security is more efficient than the random node choice; but, 
in this work, it was indicated that the usage of a multi-criteria index offers higher resolution 
for the identification of critical nodes than a single criterion. Conversely, redrawing some 
edges before the attack through the addition of alternative paths and reduce the reliance of 
network on a limited number of intermediate nodes to a dedicative diameter, global efficacy, 
and path length to indicate the lightweight structural changes in improving resilience.   

The behavior of indicators like the universal efficacy and the composite resilience index 
indicated that the networks response to attacks is not uniform. In some situations, the 
presence of the defense at intermediate levels of the node removal and the compression of 
the major component provides way to total collapse as attacks continue and the key nodes 
are removed. This nonlinear behavior suggests that if we examine the metrics only at a few 
points and locally, we may get a wrong impression; because a metric may show a large drop 
in part of the path but become more stable later, or vice versa. For this reason, it is better to 
analyze the changes in the metrics over the entire interval of the deletion fraction and along 
with other structural and functional metrics to obtain a more accurate picture of the network 
state. Overall, the findings of this study emphasize that to design attack-resistant networks, 
we must simultaneously consider several points: first, to understand the network structure 
and distribution of centralities well with a set of complementary metrics, second, to use 
preventive strategies such as selective hardening and limited rewiring to avoid the network 
becoming overly dependent on a few vulnerable hubs, and third, to take adaptive attacker 
scenarios seriously; An attacker who, after each elimination step, re-examines the remaining 
network and intelligently selects new targets. Consequently, the proposed model that 
combines the centrality theory and the defense simulation as well as empirical analysis of 
different features can be applied to design and assess infrastructure, technological and social 
networks for the growth of adptive and even learning-inclined defense approaches in future 
research.  

 
6. Conclusion 

This study offers a relatively detailed model for the assessment of the robustness of difficult 
networks against different defense and attack approaches. By applying the precisely accurate 
measures to structurally identify critical nodes, and through the simulation of node 
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elimination in three distinct ways viz; dynamic, random and targeted, the impact of disruption 
on network integrity was evaluated with different measures. The result demonstrated that 
the dynamic and targeted attacks have the highest possibility to break the network function 
to degrade swiftly. Conversely, the process can increase the network’s resilience; and harden 
provided there is better safeguard ofr sensitive nodes and rewiring with additional protection 
for sensitive nodes. Execution of this approach on two genuine networks, the Zachary Karate 
Club network and Pessimistic Personality Co-occurrence Network, demonstrated that this 
model works well on various sorts of networks and the utilization of structural analysis and 
proactive defense methods typically results in the potent network design. The model can be 
extended to weighted, and dynamic networks with the use of machine learning procedures 
for better protection planning. It can also be tried for practical networks like the power grids 
or social networks to clearly understand the real applicability of this approach. The projected 
model has the possibility to be extended ot directed and dynamic network.  Machine learning 
methods can be used to design and schedule adaptive defenses. If this approach is tested on 
real infrastructures such as power grids or social networks, a clearer and more accurate 
picture of its effectiveness and practical application will be obtained. 
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