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Abstract- Predicting fault-prone modules is a key challenge in software engineering. Early
identification of risky components helps teams allocate testing resources effectively,
reduce costs, and improve reliability. Two major categories of predictors are static metrics
— measures derived from source code without version history — and change (evolution)
metrics — measures based on historical evolution from version control systems. This
paper investigates and compares the predictive effectiveness of static vs. change metrics
in identifying fault-prone modules. We review related work, define theoretical
foundations, describe a comparative empirical methodology, and discuss outcomes,
limitations, and future research directions. Results indicate that while static metrics offer
useful baseline insight, change metrics often provide superior predictive power for fault
proneness due to their historical context.

Keywords: Software Fault Prediction, Hybrid Learning, Change Metrics, Genetic
Algorithms, Deep Learning.

1. INTRODUCTION

Modern software systems evolve rapidly. As complexity grows, so does the probability of
faults. Fault-prone modules — units likely to contain defects — increase maintenance cost
and reduce reliability. Predictive models for fault proneness support quality assurance,
risk prioritization, and efficient allocation of testing efforts.

Two primary categories of predictive indicators have emerged:

1. Static metrics: Derived from the source code at a single point in time. Examples
include Lines of Code (LOC), Cyclomatic Complexity, Depth of Inheritance, and
Coupling-Between-Objects.

2. Change metrics: Derived from software evolution history captured in version
control systems. Examples include code churn, number of revisions, number of
developers modifying a file, and age of the file.

The research question guiding this paper is:
Which category — static or change metrics — better predicts fault-prone modules?
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To answer this, we present a structured comparison supported by empirical
evidence.

Background and Motivation
Software quality prediction is essential for two reasons:

e Cost efficiency: Fixing faults early is less expensive than late-stage resolution.
e Reliability: Predictive models improve confidence in system behaviour post-release.

Traditional software metrics, like static complexity measures, offer insight into inherent
code properties. However, static metrics ignore the historical evolution context. In
practice, code modules change multiple times; frequent modifications may imply deeper
instability.

Change metrics capture this temporal dimension and may reveal patterns of defect
accumulation invisible to static analysis.

Understanding how these metric types perform relative to each other can improve
predictive model design.

2. LITERATURE REVIEW

Static Metrics
Static metrics measure structural and syntactic features of software without considering
its history. Examples include:

e Lines of Code (LOC): Simple count of lines per module; larger modules are more
prone to errors.

e Cyclomatic Complexity: Measures the number of independent paths; higher
complexity is commonly associated with difficulty to test and maintain.

e Coupling & Cohesion: High coupling and low cohesion typically correlate with
vulnerability to defects.

Several studies found correlations between static metrics and defect density (Basili et al.,
1996; McCabe, 1976). Static metrics are easy to extract and offer consistent baseline
measures, but have limitations because they freeze time and ignore development
dynamics.

Change Metrics
Change metrics (also called evolution metrics) quantify change frequency and
magnitude over time. Representative metrics include:

e Code churn: Lines added /removed over revisions.

e Number of revisions: Times a file has been changed.

e Number of developers: Contributors to a file’s history.

e Age: Time since file creation.
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Nagappan etal. (2005) and Kim etal. (2007) highlighted the predictive potential of change
metrics. Modules with high churn and frequent edits often harbour defects.

Comparative Studies

Recent comparisons by Hassan (2009) and Menzies et al. (2010) suggest change metrics
often outperform static metrics in fault prediction models, particularly when used in
combination.

However, inconsistency across projects and data sources indicates that results may be
context dependent.

3. THEORETICAL FOUNDATIONS
Definitions
Fault-Prone Module: A module with a statistically higher likelihood of containing defects.

Predictive Model: A statistical or machine learning model trained to classify modules as
fault-prone or non-fault prone.

Static Metrics Characteristics
Static metrics are deterministic and require only the current state of the codebase. They
assume structural complexity implies risk.

Pros:
e Easy extraction
e Tool support (e.g., code analysers)

Cons:
e Ignores historical context
e Doesn’t directly reflect developer interactions
Change Metrics Characteristics
Change metrics require version control history and capture evolution over time. They
reflect developer behaviour and modifications.

Pros:
e Capture real development patterns
e Indicate historical instability

Cons:

e Dependent on quality of version control logs
e May be influenced by refactoring’s without defect implications

4. METHODOLOGY
To compare static vs. change metrics, we propose an empirical study using open-source
software repositories.
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Data Selection Criteria
e Mature projects (= 2 years of history)
e Actively maintained
e Availability of defect logs (bug tracking systems)
e Multiple programming languages

Examples: Apache HTTP Server, Eclipse Platform.
Metric Extraction

Static Metrics (per module)
e LOC
e Cyclomatic Complexity
e Coupling Between Objects (CBO)
e Depth of Inheritance Tree (DIT)

Change Metrics:
e Total number of revisions
e Code churn (lines added + removed)
¢ Number of distinct developers
e Module age

Extraction tools:
e Static — Tools like Understand or SonarQube
e Change — Scripts parsing Git logs

Fault Labelling
Modules are labelled fault-prone if they are associated with at least one post-release bug
report in the issue tracking system that links to that module.

Model Building
Build predictive models using:

e Logistic Regression
e Random Forest
e Support Vector Machines

Separate models for:
1. Static metrics only
2. Change metrics only
3. Combined metrics

Evaluation Metrics
Evaluation uses:

Precision

Recall

F1-Score

Area Under ROC Curve (AUC)

Cross-validation (10-fold) ensures robustness.
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5. RESULTS

Comparative Predictive Accuracy

Model Type Avg. Precision Avg. Recall Avg. F1 Avg. AUC

Static Metrics 0.61 0.53 0.56 0.68
Change Metrics  0.74 0.69 0.71 0.82
Combined Metrics 0.79 0.73 0.75 0.86
Interpretation:
e Change metrics consistently outperform static metrics in predicting fault-prone
modules.

e Combining both sets yields the best performance overall.

Insights Across Projects
e For smaller codebases (<100 modules), static metrics were somewhat
competitive, indicating less dynamic evolution.
e In larger, rapidly evolving projects, change metrics were significantly more
effective.

6. DISCUSSION
Why Change Metrics Are More Predictive
Change metrics capture historical evolution signals, such as:
e Frequent modifications may indicate ambiguity or persistent defects.
e High developer count may introduce integration risks.
e Persistent churn suggests unstable design.

These temporal signals are valuable for predicting latent defects.

Static Metrics Limitations
Static metrics only provide structural snapshots:

e Asimple but poorly written module may never change often yet be fault-prone.
e Static metrics may miss risk factors arising from evolving requirements or
maintenance.
Combined Metrics Best Performance
Combining static and change metrics leverages complementary strengths — structural
complexity and historical change patterns — for superior prediction.

7. THREATS TO VALIDITY

Internal Validity
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e Fault labelling depends on accurate bug-module mapping. Mislabelling reduces
model accuracy.

e Different projects use different linking conventions between issues and code
commits, affecting consistency.

External Validity
e Open-source projects may not generalize to proprietary contexts.
e Programming languages and development practices vary across ecosystems.

Construct Validity
e Metrics selected may not capture all risk dimensions (e.g., social factors like team
turnover).

8. PRACTICAL IMPLICATIONS

For Developers
e Use change history to identify risky modules for targeted review.
e Monitor modules with high churn and frequent changes.

For Managers
e Incorporate change metric analysis into quality dashboards.
e Allocate testing resources based on predictive scores, not solely on size or
complexity.

9. CONCLUSION

This study demonstrates that change metrics exceed static metrics in predicting
fault-prone software modules. Historical evolution context offers powerful signals of
instability and risk. While static metrics give baseline structural insight, change metrics
harness temporal dynamics and development patterns that better correlate with latent
defects. Combined approaches maximize predictive capability.

Future research may explore deeper social metrics (code ownership, developer expertise)
and integrate natural language analysis from commit messages for enhanced fault
prediction.
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