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Abstract  
The Indian banking industry has been rapidly digitizing, which also results in the successful 
implementation of a system based on artificial intelligence (AI) to detect fraud, monitor 
transactions, and risk profile. The technologies have the potential to increase efficiency, speed, and 
accuracy in detecting fraudulent transactions, especially as the amount of digital payments grows 
and cyber-enabled financial crimes are observed. Nevertheless, the implementation of opaque, 
data-intensive, and automated decision-making systems has also become a matter of serious legal 
and constitutional issues concerning the rights of the customers, regulatory responsibility, and 
data security in India.  
The paper reviews the major research issue that the AI-based banking fraud detection systems in 
India comply sufficiently with technological efficiency and constitutional principles, including 
privacy, constitutional procedural fairness, and constitutional equality. The proposed research 
will (i) examine the current regulatory and legal framework that can be used to regulate AI in 
banking fraud detection, (ii) evaluate the implication of algorithmic decisionmaking on the rights 
of customers and (iii) explore the level of institutional and regulatory responsibility in the 
implementation of such systems.  
The research takes a doctrinal-empirical approach in terms of which a doctrinal analysis of 
constitutional principles, banking regulations, data protection norms, and judicial precedents are 
carried out, which is supplemented by an empirical investigation of the trends in customer 
grievances and institutional activity in regard to automated fraud control measures. The results 
suggest that there is an increasing regulatory dependence on AI that is not matched by any 
corresponding transparency, explainability, and effective redressal structures, leading to an 
increase in the risks of marginalization, inaccuracy, and rights abuse. The paper contributes to 
the norm by suggesting a rights-based and accountability-focused AI governance in the banking 
industry model. It ends with policy and regulatory copulations to increase transparency 
requirements, customer mobilization and align AI-led financial mapping with constitutional and 
rules of law standards in India.   
 
Keywords— Artificial Intelligence, Banking Fraud Detection, Customer Rights, Regulatory 
Accountability, Data Protection, India. 

  
1 Introduction 

 
1.1 Digital Transformation of Indian Banking Systems  
In the past ten years, the Indian banking industry has experienced a much faster digital 
transformation as a result of its massive policy efforts, a wider internet penetration, and the 
widespread use of digital payment systems. Fundamental banking processes, client recruitment, 
credit evaluation, and transaction tracking have become more transformed towards data-
driven digital systems as opposed to manual and rule-based systems. The application of 
advanced technologies by both public and private sector banks has become more pressing due 
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to the regulatory support of the use of digital financial inclusion and real-time payment systems 
(Reserve Bank of India [RBI], 2021; RBI, 2023).  
This change has greatly increased the quantity, pace, and types of financial information being 
handled by banks and the conventional fraud detecting systems have become ineffective. As a 
result, Indian banks have become more integrated with artificial intelligence (AI) and machine 
learning technology to cope with the risk of fraud when it comes to high-frequency digital 
transactions, especially in Unified Payments Interface (UPI), payments based on cards, and 
online banking services (RBI, 2024).1  
 
1.2 Emergence of AI-Based Fraud Detection Systems.  
The Indian banking systems used to detect fraud through AI-based systems are basically based 
on machine learning algorithms, behavioral analytics, and real-time monitoring of transactions 
to detect abnormal patterns that signal possible fraud. They dynamically adjust to new fraud 
typologies as they constantly learn based on historical and live datasets which provides 
efficiency benefits over historical, rulebased models (Gomber et al., 2020; OECD, 2021).  
Automated transaction blocking, risk scoring, customer profiling, and suspicious activity 
reporting are some of the applications of AI by banks in India. To enhance digital fraud 
capabilities and prevent fraud, regulatory guidance has advised more advanced analytics to 
improve cybersecurity and prevent fraud, especially as the number of cybercrimes has increased 
(RBI, 2022). Nonetheless, the rising automation of the decision-making process, which often 
lacks any significant human intervention, has far-reaching consequences on customer freedom, 
visibility, and access to a resolution in cases when an authentic transaction is reported or an 
account is limited.  
 
1.3 Tension of Efficiency, Automation and Constitutional Protection.  
Although AI-based fraud detection will boost the efficiency and financial health of the 
operations, it will also create some structural friction with the constitutional protection. The 
automated systems are often black boxes, with limited explanatory and accountable decisions 
on decisions that directly allow access to their own funds by customers. This kind of opacity is 
associated with the right to privacy, procedural fairness, and equality, especially in cases where 
the use of algorithms creates unequal effects on particular groups of customers (Bhatia and 
Bhabha, 2021; UNDP, 2022).2  
The proliferation of algorithmic financial surveillance should be measured in the Indian context 
in relation to the constitutional jurisprudence and statutory safeguards on the informational 
privacy and data processions. The new law Digital Personal Data Protection Act, 2023, 
highlights the increasing awareness of the data fiduciary responsibility and individual rights, 
but the practical implications of this law with the AI-based banking systems is under-researched 
(Government of India, 2023).  
 
1.4 Research Problem Statement.  
The key research question to be focused on within the given study is the lack of a consistent legal 
and regulatory framework that would effectively balance AIfacilitated fraud detection in Indian 
banking with the principles of constitution and consumer rights. Although regulators encourage 
the use of technology in fighting financial fraud, little understanding is laid down with regard 
to accountability mechanisms, transparency standards, and the procedures protections, which 
may be applied in automated decision-making systems. This risky regulatory mismatch poses 
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even more vital questions about the legality, equity, and reasonable AI-based banking 
surveillance in India (RBI, 2023; OECD, 2024).  
 
1.5 Scope and Significance of the Study.  
This paper is limited in its scope to AI-based fraud detection systems that banks in India have 
implemented, including in terms of regulatory responsibility, consumer protection, and legal 
adherence. The study integrates both doctrinal study of the law and empirical findings to assess 
the impact of automated fraud prevention on customers and the reaction of institutions to a 
failure, complaints, and systemic risk.  
The importance of the study is that this addition to financial regulation, constitutional law, and 
AI governance is interdisciplinary. Through a critical analysis of the interplay between 
technology and the fundamental rights, the paper aims at enlightening policymakers, 
regulators, and financial institutions on the importance of rights-receptive AI frameworks. The 
results will be used to promote the implementation of balanced regulatory frameworks that will 
protect innovation and ensure the constitutional values and the rule of law in India (UNESCO, 
2021; RBI, 2024).   
 

2 Conceptual Framework: AI, Banking Fraud Detection, and Governance 

 
2.1 Meaning and Scope of AI-Driven Fraud Detection Systems  
Banking AI-based fraud detection systems Banking AI-based fraud detection systems can be 
defined as applications in banks to detect, anticipate and avert fraudulent financial transactions 
using machine learning algorithms, data analytics and automated decision making systems. In 
contrast to conventional systems based on rules, AI models are based on massive amounts of 
data to identify more complex and dynamic fraud patterns based on the history of transactions, 
customer activity, device data, and network connection. Such systems are being implemented in 
the Indian banking environment to digital payment, card transactions, online banking and the 
real-time settlement platform where the amount and speed of transactions that a manual 
monitoring mechanism can handle is overstretched (Gomber et al., 2020; RBI, 2021).  
  
These systems also cover more than fraud prevention to customer risk profiling, automated 
warnings, blocking transactions, and reporting suspicious activities. Consequently, fraud 
detection through AI has become a component of the internal risk management and regulatory 
compliance framework of banks and has largely determined the nature of customer-bank 
relationships and access to banking services (OECD, 2021).   
    
2.2 Algorithmic Risk-Scoring and Automated Decision-Making Operational Logic.  
Algorithms risk scoring (assigning risk values to transactions or customers) is at the centre of 
AI-based fraud detection, where predictive models trained on historical and real-time data is 
used to determine the risk value. These systems work with both supervised and unsupervised 
learning methods, which give them an opportunity to evolve with new types of fraud without the 
involvement of a human being. These scores result in automated decision making, which may 
involve a refusal to make a transaction, freezing accounts, or raising the due diligence triggers 
(Bathaee, 2020; BIS, 2022).  
  
In reality, such decisions can be implemented immediately to reduce financial loss with speed 
and efficiency being considered as a priority. Nonetheless, the use of probabilistic assessments, 
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instead of personalized ones, creates the threat of false positives, over-blocking, and the lack of 
chances to appeal against adverse decisions by the customers. The underlying question of this 
logic of operation is procedural fairness and transparency in financial decision making (Veale & 
Borgesius, 2021).4  
  
2.3 AI Systems Governance Problems with Opaque and Proprietary Systems.  
Much of the governance dilemma surrounding AI-based fraud detection systems is that it is 
opaque. Lots of AI models, especially those of third-party vendors, are proprietary black boxes, 
which means that banks, regulators, and customers cannot know how the decisions are made. 
This impossibility to explain compromises accountability, particularly when an automated 
decision will inflict denies of service or financial loss on customers (OECD, 2021; UNDP, 2022).  
  
More so, the data quality problems, implicit biases and the dynamism of learning algorithms 
make it difficult to monitor. When there are no clear disclosure requirements, and audit 
mechanisms, then it becomes hard to hold anyone accountable when algorithmic errors happen. 
These issues are enhanced in regulatory environments that are still emerging, and the technical 
knowledge and legal requirements of AI regulation have not yet been fully developed (BIS, 2023).  
  
2.4 Requirement of Accountability Frameworks in Financial Technologies.  
The increased use of AI in the banking sector requires well-established accountability 
mechanisms that explicitly define the role of banks, technology companies, and regulators. Such 
structures need to be transparent, explainable, human controlled and must have good grievance 
redress. The necessity in the algorithmic accountability, impact assessment, and 
disproportionate protection of fintechs to harmonize financial technologies with the rule-oflaw 
norms is gaining increased attention in international policy debates (UNESCO, 2021; OECD, 
2024).  
  
There is a need to place a sense of accountability in the financial technologies in the Indian 
context so that it will preserve public trust, avoid financial exclusion, and make sure that 
innovation does not provide disregard to the constitutional and consumer protection standards. 
In the absence of a system of well-organized accountability, AI-intelligent banking systems can 
easily become functional without subject to any significant legal and ethical oversight.  
 

3 Evolution of Banking Fraud Regulation in India 

 
3.1 Traditional Fraud Detection and Compliance Mechanisms  
In India, the use of banking fraud detection was a traditional approach that used manual checks, 
internal control checks, customer due diligence and a transaction control system based on rules. 
Compliance models pushed the know-your-customer (KYC) rules, the regular inspections, and 
post-facto audits in order to detect the fraud. Although the mentioned mechanisms worked well 
in the low-volume and branch-based banking setting, they were not adequate in dealing with 
the scale and complexity of fraud in digital financial ecosystems (RBI, 2020; RBI, 2021).  
The drawbacks of the old methods and especially the reactive aspect, coupled with the fact that 
they are human-led and thus required human intervention led the regulators and banks to 
pursue more proactive and scalable methods to deal with fraud risk.  
 
3.2 Regulatory Change to Technology-driven Surveillance.  
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Since 2020, Indian banking regulation has become more accepting of the use of technologybased 
surveillance in response to the increased cases of digital frauds. Banking ordinary is increased 
to promote a more developed analytics, real-time monitoring and usage of automated reporting 
technology through regulatory metrics, guidelines, and warnings (RBI, 2022; RBI, 2023).  
This change is indicative of a wider regulatory trend in which there is a preference of 
preventative and predictive risk management models. Nonetheless, it has increased financial 
surveillance range, which has brought in questions of proportionality, oversight, and 
safeguarding of individual rights in automated monitoring settings (BIS, 2022).   
 
3.3 The Central Banking Regulator in the Adoption of AI.  
The central banking regulator has been instrumental in enabling the use of AI, through the 
promotion of digital technology, the provision of technology-oriented principles, and the urge to 
modernize risk management practices among the banks. The desire to use AI and machine 
learning as key instruments of fraud detection and business operability in the financial sector 
appears in regulatory publications and discussions papers (RBI, 2023; RBI, 2024).  
Concurrently, much regulatory attention has been placed on the performance outcomes, 
including the reduction of fraud and stability of the systems, instead of detailed regulatory 
criteria of the algorithmic decision-making. This has been an imbalance in the aspect of 
safeguards being enacted among banking institutions.  
 
3.4 New regulatory loopholes in Algorithmic Oversight.  
Although the use of AI in fraud detection is increasingly on the rise, there are still major 
regulatory loopholes in algorithm monitoring. The current banking laws lack a thorough 
coverage of issues like explainability of automated decision-making, distribution of liabilities in 
case of algorithmic errors and the right of customers to challenge the results of AI applications. 
This is further undermined by the fact that there are no clear guidelines on how AI systems in 
banking can be regulated through algorithmic audits and impact assessment (Veale and 
Borgesius, 2021; OECD, 2024).  
The unaddressed gaps indicate that a more comprehensive regulatory intervention approach 
should be adopted, which harmonizes banking oversight with the new standards of data 
protection and AI governance. In the absence of this correspondence, AI-based fraud prevention 
will have a possibility of functioning in a gray zone of the law, as it will compromise consumer 
protection and constitutional responsibility in India. 
 

4 Constitutional Dimensions of AI-Based Banking Surveillance 

 
4.1 Right to Privacy and Informational Self-Determination  
Recognizing the right to privacy is an established jurisprudence with several articles embedded 
in the Constitution of India under Article 14, 19, and 21 and was squarely entrenched in the 
judicial system through the case of Puttaswamy v. Union of India (2017). This right includes the 
informational privacy as well as the right of people to regulate the gathering, use, and sharing 
of their personal information. The ongoing AI-based banking surveillance systems are used to 
process personal and behavioral data of large scale to identify fraud with little to no noticeable 
or affirmative consent. This ubiquitous and automated data processing involves informational 
self-determination, and it is concerned with the data minimization, data purpose limitation, and 
the secondary use without permission (DPDP Act, 2023; Bhatia and Bhabha, 2021).  
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Conventionally, the tripartite test of legality, necessity, and proportionality should be met by 
banking surveillance in order to contend intrusions into informational privacy. Although this 
goal of fraud prevention is valid, an algorithmic system that gathers large amounts of data with 
no meaningful protection threatens to violate the standards of privacy because it can be used to 
profile and track individuals without necessarily engaging in fraud detection (UNESCO, 2021; 
RBI, 2023).  
  
4.2 Due Process and Procedural Fairness of Automated Decision-Making.  
Due process and procedural fairness are fundamental values in the constitution which demand 
an open process, rational decision-making and a chance to appeal negative results by the 
persons concerned. Automated decision-making mechanisms which alert or block transactions, 
freeze accounts, or demote customer risk profile do so frequently without informing the 
customer of the reasons why. This non-transparent matters procedural fairness, thus, 
individuals must find it hard to challenge, rectify, or comprehend off-put actions (Veale and 
Borgesius, 2021; OECD, 2024).6  
  
The principles of the Constitution indicate that the procedures of algorithmic decisions should 
provide procedural rights to the affected individuals in the cases when the legal or financial 
impact of the decision is high. This covers the right to know how, the right to knowing supportive 
evidence, as well as, having a meaningful way to respond and correct the situation (UNDP, 2022; 
DPDP Act, 2023).  
  
4.3 Equality, Non-Discrimination, and Algorithms Bias.  
Non-discrimination and equality before the law in the Constitution in Article 14 forbids the 
arbitrary classification and treatment of people. The trained AI models can encode biases within 
the historical patterns and, therefore, may cause unequal effects on customers caused by their 
socio-economic background, geographical location, age, or digital activities. This type of 
artificial bias in algorithms may lead to disproportional flagging of selected groups or denial of 
services, which makes the issue of systemic inequality a question of concern (Bathaee, 2020; 
OECD, 2021).  
  
The analysis of the Constitution thus needs AI systems not solely to deliver correct results, but 
also just, and have tools to identify, reduce, and correct bias. The regulatory and institutional 
protection should enforce the banks to evaluate the fairness of algorithms and disclose the 
disparate effects that would make the automated surveillance institutionalize the 
discrimination (UNESCO, 2021; BIS, 2023).  
  
4.4 Proportionality and Reasonableness in Financial Surveillance.  
The constitutional principle of proportionality and reasonableness requires state actions and 
delegated powers not to surpass the quantity of the measures and actions that are required to 
meet legitimate ends. The level of AI-based surveillance in the banking sector should be adjusted 
to make sure that the systems of fraud detection do not place customers with too much burden, 
e.g., blocking transactions unnecessarily or unethical data gathering. Estimating the following 
are constitutive of a proportionality analysis: (i) legitimacy of the aim of a fraud prevention; (ii) 
the aptness and necessity of AI systems to accomplish this aim; and (iii) the availability of less 
intrusive alternatives (Indian constitutional jurisprudence; UNESCO, 2021). The concept of 
proportionality is also used in the Indian context to address the necessity to be more cautious 
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about the need to implement AI adoption in Indian banking practices, as they deal with a strong 
need to establish some control over the harmful interference against personal and wealth 
freedom (RBI, 2024; OECD, 2024). 
 

5 Customer Rights in the Age of Algorithmic Banking 

 
5.1 Transparency and Explainability of AI Decisions  
Transparency is central to protecting customer rights in algorithmic banking environments. 
When AI systems make decisions affecting account access, transaction processing, or risk 
categorization, customers must be informed about the logic, criteria, and data sources 
underlying those decisions. Explainability not only facilitates trust and accountability but also 
enables customers to interpret and challenge adverse outcomes (Veale & Borgesius, 2021; OECD, 
2024).  
Despite international emphasis on algorithmic transparency, many banking systems lack clear 
disclosure protocols. This opacity undermines customers’ ability to exercise informed consent 
and to understand how their data is used in automated decisions (UNESCO, 2021; RBI, 2023). 
 
 5.2 Consent, Notice, and Data Usage Limitations  
Customer consent and notice requirements are foundational to data protection regimes, 
including India’s Digital Personal Data Protection Act, 2023 (DPDP Act). Under this Act, data 
fiduciaries must provide clear notice regarding the collection and use of personal data, and 
secure informed consent for processing, particularly for sensitive or secondary uses 
(Government of India, 2023).  
In algorithmic banking, consent mechanisms must clearly describe how data is used for fraud 
detection, profiling, and risk scoring. Vague or bundled consent undermines informed choice, 
while unrestricted data retention and reuse risk violating principles of purpose limitation and 
data minimization. Effective customer rights frameworks must therefore enforce granular 
consent, meaningful notice, and strict limitations on data usage (UNDP, 2022; OECD, 2021).   
 
5.3 Right to Grievance Redressal Against Automated Actions  
Customers subject to adverse algorithmic decisions must have effective and accessible means to 
seek redress. This includes timely communication of reasons for decisions, opportunities to 
appeal, and mechanisms for correction of errors in underlying data. Without robust grievance 
redressal processes, algorithmic errors can result in prolonged denial of services, financial loss, 
or reputational harm (OECD, 2024; RBI, 2023).  
Regulatory frameworks in India require banks to maintain customer grievance redressal 
systems, but these provisions often lack specific obligations addressing automated 
decisionmaking challenges. Strengthening these mechanisms to account for AI-driven outcomes 
is essential to uphold procedural fairness and customer protection (UNESCO, 2021; BIS, 2023).  
 
5.4 Financial Exclusion Risks Due to False Positives and Profiling  
Algorithmic banking systems can generate false positives, erroneously flagging legitimate 
transactions or categorizing low-risk customers as high-risk due to biased models or data 
inaccuracies. Such errors can lead to blocked transactions, frozen accounts, or restricted access 
to financial services, disproportionately affecting digitally active but financially vulnerable 
populations (Bathaee, 2020; OECD, 2021).  
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These exclusion risks underscore the need for safeguards ensuring accuracy, periodic model 
validation, and human oversight in decision loops. Customer rights frameworks must prioritize 
mechanisms to mitigate exclusion and to ensure that algorithmic profiling does not translate 
into systemic barriers to financial inclusion (UNESCO, 2021; BIS, 2023). 
 

6 Regulatory Accountability and Institutional Responsibility 

 
6.1 Obligations of banks deploying AI systems  
Upon implementation of AI-based systems detecting fraud, banks have to appear in layers: 
operational (precision, robustness), compliance (statutory/sectoral regulations), governance 
(in-house controls, internal model risk management), and consumer-facing (transparency, 
complaint procedures). In practice, this requires banks to have (a) adjusted their models off 
representative data, and (b) re-adjusted them on periodic basis, (c) provide human-in-the-loop 
controls when adverse effects of decisions are high: (d) reporting meaningful information about 
automated decision-making to customers and supervisors impacted. According to recent RBI 
and industry surveys, the likelihood of banks to consider AI model risk a first-line operational 
risk that should be governed in a similar way as other types of risk has been a feature of 
expectations.   
  
6.2 Regulator role in supervision, audit and compliance.  
The regulators must integrate the results-based supervision (reduced frauds, consumer 
protection), as well as, prescriptive governance policies: required documentation of the models, 
regular independent model audits, obligatory incidents reporting, and access by the supervisor 
to model logic and training data where systemic risks may arise. Sectoral standards on 
acceptable error-rates in automated block can also be established by the central supervisors and 
the banks be asked to publish redress statistics. The international standards-setting bodies (BIS 
and OECD) clearly recommend the establishment of technical capacity and supervisorytoolskits 
by the supervisors to provide an evaluation of the financial-stability and consumerprotection 
implication of AI.   
  
6.3 Responsibility issues in third-party and outsourced AI solutions.  
When banks outsource AI to vendors by black-boxing responsibility, this creates a serious 
accountability problem. Critical concerns: (i) contractual-based elements which poorly ensure 
accountability in model malfunctioning; (ii) non-disclosure of model designs and datasets by 
vendors; and (iii) insufficient oversight of non-bank service providers. Regulators and banks 
should hence demand contractual rights to audit, model explainability provisions as well as 
contingency provisions (fallbacks and manual review processes) where high-impact decisions 
are made when third-party models are involved. These risks in outsourcing have been identified 
as risks in the recent supervisory discussion papers and working papers in India and have been 
proposed to be mitigated by having stronger vendor governance and audit access.   
  
6.4 Stripped planning call is needed algorithmic impact measurements and disclosure 
standards.  
High-risk systems (e.g. account freezes, transaction blocks) should be required to use 
algorithmic impact assessment (AIAs) structured ex ante assessments that follow a structured, 
outlined, ex ante protocol that documents the purpose, datasets, anticipated benefit, potential 
harm, and mitigation strategies of the algorithm. AIAs offer one auditable artefact capable of 
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supporting a regulatory review, internal governance and consumer transparency. In addition to 
AIAs, there will be minimum disclosure norms (descriptions of the summaries of the models, the 
types of data will be used, the redress routes will be available) to strike the right balance 
between proprietary interests and the requirement of explainability and consumer protection. 
International standards continue to consider AIAs as practice to high-risk in financial 
deployments.   
 

7 Comparative Regulatory Perspectives 

 
7.1 Overview of international best practices in AI governance  
The international good practice has converged on several key points: risk based regulation 
(greater scrutiny of high impact uses), obligatory documentation and testing (model cards, data 
sheets), an insistence on the role of human oversight on consequential decisions, incident 
reporting, auditing and regulation, and the rights of the persons on the other end, (explanations, 
appeals). Policy responses suggested by the OECD in the finance-sector work to encourage 
innovation and safeguard consumers and market integrity is to provide regulation of the sector 
at the same time; the BIS focuses on risk of financial stability and recommends that supervisors 
should build technical assessment capability. An example of a rule-based approach to 
highimpact systems is the AI legislative framework of the EU (high-risk categorisation with 
conformity assessment).   
 
7.2 International financial and data protection regime lessons.  
Lessons applicable to the AI + banking context in India in particular are three:  
Calibration of risks: the sensitivity of all applications of AI may not be equal; it is best to focus 
on applications with high impact (via automated-account restrictions, etc.). (OECD/BIS 
guidance).   
Integrate sectoral and data-protection regulations Data protection laws (such as the DPDP Act, 
2023, India), grant an individual right and limit his / her processing, with sectoral regulators 
(central bank) becoming obligated to give these rights effect in a financial process (in an 
employee regard, notice, consent/legitimate interest, retention limits.). Regulatory gaps are 
avoided through coherence amongst these regimes.   
Building of supervisory capability - with efficient oversight in place, technical teams should have 
the capability to assess models, engage in back-testing and impose corrective measures, a 
number of jurisdictions are investing in specialist supervisory tools and multi stakeholder audit 
assurance.   
  
7.3 Relevance of the comparative standards to the Indian situation.  
The Indian implementation of the international standards will need to be adjusted: the large 
informal sector, the large diversification of customer profiles, and the high rate of expansion of 
the UPI-based transactions in India imply that the models need to be tested at the 
sociodemographic layers to prevent the disproportional exclusion. This prescription must be 
practical: require high-risk systems to have AIAs/disclosure; effectively outsource models by 
putting contractual audit rights in place; solidify the internal model-risk of banks; at least align 
DPDP Act requirements with RBI supervisory requirements (notice, purpose limitation, 
DPIAs/AIAs, grievance metrics). A combination of innovative approaches and accountability can 
be ensured by pilot supervisory sandboxes and graduated compliance timelines (with required 
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audits following a transition period). Many of these adaptive suggestions have been reflected in 
recent policy discussions and in the committees of RBI. 
 

8. Research Methodology 
This research paper has a mixed-method doctrinal-empirical research design, which focuses on 
exploring AI-based banking fraud detection in India based on constitutional law, regulatory 
governance, and customer protection. The normative legal analysis plus empirical inquiry 
allows us to have a holistic approach to understanding how automated fraud detection systems 
work in practice and how they relate to the legal and institutional systems.  
 
8.1 Statute analysis Doctrinal: This is the analysis of statutes, regulations and judicial 
decisions based on doctrine.  
The doctrinal part of the study will be a systemic study of the constitutional documents, 
statutory instruments, regulatory guidelines, and judicial rulings pertaining to AI-based 
banking surveillance. This involves a review of constitutional norms of privacy, equality, due 
process, and proportionality, sector-specific banking standards and data protection standards 
of automated decision-making.  
The key legal material is constitutional jurisprudence of informational privacy and 
administrative fairness, banking rules and supervisory advice of the central banking regulator, 
and statutory requirements of the data protection law. These resources are examined to outline 
the normative standards that can be used in the context of AI deployment, the lacks in the 
current regulatory frameworks, and the new ways of judicial decision-making that is mediated 
by technologies (Bhatia and Bhabha, 2021; RBI, 2023; Government of India, 2023).  
In the text of contextualization of Indian developments in a wider discussion on AI governance 
and financial regulation, secondary sources like academic literature, international policies, and 
guidance issued by global representatives are used (OECD, 2021; UNESCO, 2021).  
 
8.2 Empirical Component  
 
Surveys and Stakeholder Interviews 8.2.1.  
The empirical element involves qualitative and descriptive empirical approaches to be able to 
record stakeholder experiences and institutional practices in the area of AI-based fraud 
detection. The semi-structured interviews and/or structured surveys will target three groups of 
respondents: banking professionals dealing with risk management and compliance, regulatory 
or supervisory staff, and customers of the bank who have become victims of automated fraud 
controls.  
These instruments concentrate on matters including application of AI technology in fraud 
detection, internal control and governance, transparency, and fairness and responsibility 
perception. The empirical design is built according to the principles of the qualitative research 
process, as it is voluntary, it presupposes informed consent, and it is anonymous to ensure the 
integrity of the ethical process (Creswell and Poth, 2018; UNDP, 2022).  
 
8.2.2 Customer Grievance Trends Analysis on Automated Fraud Flag.  
One of the empirical aspects of the research is the analysis of the customer grievance data 
regarding automated fraud detection procedures like the blocking of transactions, freezing of 
accounts, or withheld payments. This analysis is based on publicly disclosed grievance reports, 
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regulatory disclosures and complaint data disclosed using aggregate complaints data by banks 
or supervisory authorities.  
It is supposed to determine common trends, rates of complaints associated with automatic 
activity, reaction time-span, and compensation. This type of analysis helps to gain empirical 
knowledge about the actual effects of AI-based fraud detection on customers and to note 
systemic problems associated with false positives, time wastage in the process, remedies 
accessibility (RBI, 2022; RBI, 2024; OECD, 2024).  
 
8.3 Limitations of the Study  
The research is limited in some ways. To begin with, proprietary AI models, internal algorithms, 
and hard institutional data cannot be evaluated in granular fashion because of confidentiality 
and commercial reasons. Second, there is a restricted sample on which empirical evidence is 
built, as well as released grievance data available publicly which might not reflect the overall 
scope of unsatisfied or self-settled cases.  
Third, the speed at which the AI technologies are changing and regulating them implies that 
certain results may have to be reviewed periodically as the legal and institutional structures 
evolve. Nevertheless, the hybrid doctrinal-empirical methodology offers a substantial analytical 
framework of regulatory accountability and customer rights in AI-driven banking fraud 
detection in India (OECD, 2024; BIS, 2023). 
 

Table 1. Profile of Empirical Respondents (Hypothetical Sample) 
Category of Respondents  Number (n=90) Percentage (%) 

Banking professionals (risk/compliance/IT)  35 38.9 

Bank customers affected by automated fraud flags    40 44.4 

Regulators / policy experts  15 16.7 

  
7.1 Explanation  
Table 1 presents the composition of the hypothetical empirical sample used in the study. The 
sample is deliberately balanced to capture institutional, regulatory, and consumer perspectives 
on AI-driven fraud detection. Banking professionals constitute a significant portion of the 
sample to provide insights into operational practices and governance structures, while 
customers form the largest group to reflect the direct impact of automated decision-making. 
Regulators and policy experts offer oversight-oriented perspectives essential for assessing 
accountability and compliance.  
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Table 2. Nature of AI-Based Fraud Detection Systems Used by Banks (Banking 
Professionals’ Responses) 

 
Explanation  
The data in Table 2 indicates that real-time transaction monitoring and automated transaction 
blocking are the most widely deployed AI applications in Indian banking. The high reliance on 
automated blocking and profiling underscores the increasing delegation of consequential 
decisions to algorithmic systems. This finding is critical for constitutional analysis, as these 

Respondents Reporting Use Percentage AI 

Application Area  

(n=35)  (%

)  

Real-time transaction monitoring  31  88.

6  

Automated transaction blocking  27  77.

1  

Customer risk scoring/profiling  25  71.

4  

Suspicious  activity  reporting  (SAR)  

22 automation  

62.

9  

Behavioral  analytics 

 (device/locati

on 19  

54.

3  

patterns)  
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applications directly affect customers’ access to financial resources and raise concerns 
regarding transparency, proportionality, and procedural fairness.  
  

  
Table 3. Customer Experience with Automated Fraud Detection (Customer Responses)  
Issue Experienced  Number of Customers (n=40) Percentage (%)  
Legitimate transaction blocked  28  70.0  
Account temporarily frozen  17  42.5  
Delay in transaction clearance  21  52.5  
Lack of explanation for action taken  30  75.0  
Required repeated identity verification 24  60.0  
Explanation  
Table 3 highlights the prevalence of adverse customer experiences linked to automated fraud 
detection systems. A substantial proportion of customers reported lack of explanation for 
algorithmic actions, indicating weak transparency and explainability mechanisms. These 
findings reinforce doctrinal concerns relating to due process and the right to be informed, 
especially where automated systems produce restrictive financial outcomes without timely or 
adequate justification.  
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Table 4. Customer Grievance Redressal Outcomes Related to Automated Fraud Flags  
Grievance Outcome  Number of Cases (n=40) Percentage (%)  
Resolved within 24 hours  9  22.5  
Resolved within 3–7 days  14  35.0  
Resolved after more than 7 days 11  27.5  
Not resolved satisfactorily  6  15.0  
Explanation  
The grievance redressal data in Table 4 reveals procedural inefficiencies in addressing 
algorithm-driven customer complaints. While a majority of grievances were eventually resolved, 
a notable proportion experienced prolonged delays or unsatisfactory outcomes. These delays 
can exacerbate financial hardship and raise constitutional questions about effective remedies 
and access to justice in automated banking environments.  
  

  



Int. J.Adv.Sig.Img.Sci, Vol. 12, No. S2, 2026  
  

1477  
  

Table 5. Perceptions of Accountability and Oversight (All Respondents) 
Statement  Agree (%) Neutral (%) Disagree (%)  
AI systems are sufficiently transparent  24.4  31.1  44.5  
Banks remain accountable for AI decisions  52.2  26.7  21.1  
Regulators adequately supervise AI use  29.9  33.4  36.7  
Customers have effective remedies against AI errors 27.8  30.0  42.2  
Explanation  
Table 5 reflects mixed perceptions regarding accountability and oversight of AI-driven fraud 
detection systems. While a majority acknowledge that banks retain formal accountability, 
skepticism remains regarding transparency, regulatory supervision, and effectiveness of 
customer remedies. These perceptions support the argument that existing governance 
frameworks have not fully adapted to the complexities of algorithmic decision-making.  
  

  
Table 6. Identified Risks of AI-Based Fraud Detection (Synthesis of Empirical Responses)  
 
Risk Identified  Respondents Highlighting Risk (%)  
False positives and over-blocking  68.9  
Lack of explainability  72.2  
Bias against certain customer groups  41.1  
Over-reliance on third-party AI vendors 47.8  
Weak grievance redress mechanisms  56.7  
Explanation  
The synthesis in Table 6 consolidates key systemic risks identified across respondent groups. The 
dominance of explainability deficits and false positives demonstrates that efficiency gains from 
AI deployment often come at the cost of customer-centric safeguards. These risks strengthen the 
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normative case for algorithmic impact assessments, enhanced disclosure norms, and stronger 
regulatory supervision.  

 
 

9 Findings and Analysis 
This part combines the doctrinal and empirical findings of the work to address the issue of how 
AI-based banking fraud detection in India can be consistent with the constitutional provisions, 
regulatory requirements, and the principles of customer protection. In the analysis, the areas of 
convergence are identified, alongside gaps between the legal theory and practice of operations.  
9.1 Regulatory and Constitutional compliance Major Doctrines.  
The doctrinal discussion has shown that although Indian banking regulation is becoming 
increasingly supportive of AI use in the fraud detection process, there is still little explicit legal 
framework of the accountability of the algorithms. The application of constitutional values, in 
particular, the right to privacy, equality before the law, and procedural fairness, is quite 
straightforward to AI-enabled banking monitoring with its direct effects on the access of people 
to financial resources and personal information (Bhatia and Bhabha, 2021; UNESCO, 2021).  
The right to privacy, which entails the informational self-determination, entails that fraud 
detection data processing should be of a lawful, necessary, and proportionate standard. Even 
though fraud prevention is a valid regulatory goal, the lack of specific statutory direction on the 
concept of minimizing data, explaining it, and limiting automated profiling undermines 
constitutionality (Government of India, 2023; RBI, 2023).  
Equally, due process and non-arbitrariness doctrine means that automated decisions with 
negative financial implications should be supplemented with procedural provisions, such as a 
rationalization, and redress possibilities. The existing regulatory tools lay stress on outcomes 
like reducing fraud or ensuring the security of a system but offer partial statements of such 
procedural certainties to the attempts of automated decision-making (OECD, 2024).  
9.2 Empirical Results Customer Experience and Institutional Practices.  
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The presented hypothetical empirical data shows that there is a distinct trend in how customers 
experience AI-based fraud detection. A high percentage of customers have complained of 
blocked legitimate transactions or temporary freezing of their accounts sometimes without 
sufficient reasons, or in a way that has not been addressed in time. These results indicate that 
efficiency based automation often focuses on risk aversion and not customer safeguarding, 
which causes real-life suffering among victims.  
Institutionally, the banking professionals admitted there is immense dependence on real-time 
monitoring of transactions, automated blocking, and risk scoring systems. Although these tools 
are seen as the key to coping with a vast amount of transactions, the respondents also reported 
the limitations connected to the ease of explanation, reliance on vendors, and the lack of 
understanding of proprietary models on the internal level. The existence of regulatory and 
compliance staff pointed to the absence of standardized supervisory guidance about the process 
of auditing and validating AI systems in comparison to general risk management standards 
(RBI, 2022; BIS, 2023).8  
Collectively, these results suggest the lack of fit between formal accountability, meaning that 
banks continue to be legally accountable in the decisions they make, and functional 
accountability, meaning that the operational opaqueness of AI systems dilute the effective 
control and oversight.  
9.3 Intersection Legal Theory/ Operational Realities. 
The importance of the convergence of constitutional theory and the world of operations reveals 
a core contradiction when it comes to AI-based banking governance. Legal systems presuppose 
recognisable decision-makers, deliberate behaviour, and available solutions, but AI-based 
systems are based on probabilistic models, constant learning, and automated actions. Such a 
departure does not make extensively studious principles including procedural fairness and 
proportionality unsuitable to algorithmic surroundings (Veale and Borgesius, 2021; UNDP, 
2022).  
The operational realities can weaken the constitutional expectations in the form of the patterns 
of delayed grievance resolution and the limited explanations which are empirically observed. In 
the situations where redress mechanisms would apply, the lack of a way to interpret or override 
the algorithmic output limits the usefulness of such mechanisms, even in the presence of such 
mechanisms. This discrepancy highlights why it is necessary to put abstract legal principles in 
terms of concrete requirements of governance such as the human-in-the-loop controls, 
algorithmic impact assessment, and disclosure obligations, which are operationally stringent 
within banking institutions (OECD, 2021; OECD, 2024).  
9.4 Systemic risks and Protection deficits identification.  
The doctrinal and empirical joint analysis reveals that there are a number of systemic risks and 
protection shortfalls in AI-based banking fraud detecting. To begin with, large false positive and 
over-blocking rates pose threats of financial exclusion especially to customers whose 
transactional patterns are unusual or less digitally literate. Second, algorithmic decisionmaking 
is associated with a lack of transparency and a decrease in trust because customers cannot 
comprehend or dispute unfavorable results, which is not that transparent.  
Third, reliance on third-party AI vendors poses accountability because proprietary systems do 
restrict institutional control as well as regulatory panopticism. Lastly, the lack of systematic 
audits or impact evaluation of the algorithms decreases the ability of the regulating 
organizations to actively detect and overcome harms caused by the automated systems (BIS, 
2023; OECD, 2024).  
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These gaps indicate structural imbalance in the existing system of governance, in which 
technological capacity has overtaken legal and institutional protection. To mitigate these risks, 
there is a need to find another method of governing AI with rights sensitivity and accountability, 
which will incorporate the principles of constitutional values in the design, deployment, and 
supervision of the fraud detection systems in Indian banking.  
 

10 Policy Recommendations and Reform Proposals 
Based on the doctrinal analysis and the empirical results, this section suggests specific reforms 
to make sure that AI-powered banking fraud detection in India can be performed within the 
regulatory framework that is both constitutionally sound and sensitive to rights and is also 
accountable.  
 10.1.1 Reinforcement of Transparency and Explainability Requirements.  
One of the priority policies is to introduce enforceable explainability and transparency 
requirements of AI systems to identify banking fraud. Automated decisions that negatively 
impact access to account or transaction should require banks to make customers clear and 
intelligible explanations of the decisions. These explanations should not reveal proprietary 
algorithms, but they should inform meaningfully about the aspects that motivated the decision, 
the type of data used and the channels of redress that are available (Veale & Borgesius, 2021; 
OECD, 2024).  
Regulators are encouraged to provide industry-specific rules which compel banks to keep 
internal records of logic of the models, training evidence and metrics of performance. These 
actions would help to execute constitutional due process and data protection principles since 
abstract rights would be transformed into specific institutional tasks (UNESCO, 2021; RBI, 
2023).    
10.2 Regulatory Standards of an Ethical and Accountable AI Deployment.  
The paper suggests the introduction of obligatory regulatory norms of ethical and responsible 
AI implementation in the banking industry. These principles must encompass the obligatory 
algorithmic impact tests of high risk programs, the regular independent audit of AI software, 
and the direct assignment of liability in case of mistakes made due to automated programs. 
These practices are sufficient to support the global best practices promoting AI governance in 
financial services on a risk-based basis (BIS, 2023; OECD, 2021).  
 Moreover, the banks must be obliged to include human controls in the decision-making loops 
that have serious financial implications on AI outputs. Instructing these safeguards would help 
secure the effectiveness of automation to the Constitution does not come at the cost of 
constitutional principles of fairness, equality and non-arbitrariness.  
10.3 Improving Customer Remedies and Procedural Safeguards.  
In response to the empirical evidence regarding sluggish and inefficient redressal of grievances, 
the regulatory changes must enhance customer redressing against computer-based actions. It 
should be obliged that banks should have a grievance channel on AI related complaints, and the 
channels should have established time frames within which the issues should be resolved and 
escalated. The right to human review of automated decisions and remedy inaccurate or obsolete 
data on risk assessment should be granted to customers (UNDP, 2022; OECD, 2024).  
Procedural safeguards also ought to comprise of proactive notice of automated interventions 
and interim relief plans in situations where long-term account blocks result in economic distress. 
Such reforms would improve the access to justice and boost the confidence in the digital banking 
systems.  
 The 10.4 is institutional coordination of financial and data protection regulators.  
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To ensure proper management of AI-based banking, financial regulators and information 
protection officials will have to collaborate to monitor AI-based banking. Although financial 
institutions regulators are more concerned with stability of the system and preventing fraud, 
data protection bodies are more concerned about the rights of the individuals and legal 
processing of data. Regulatory fragmentation would be minimized by institutional coordination, 
coordinated standards of compliance, and information-sharing tools would help overcome the 
accountability loopholes (Government of India, 2023; OECD, 2021).  
This kind of coordination is especially essential in harmonizing banking supervision with the 
requirements of the Digital Personal Data Protection Act, 2023, such that AI-based fraud 
detection is not in violation of sectoral regulation (shaping data mining) as well as overall data 
protection standards. 
  

11 Conclusion 
 
11.1 Summary of Key Arguments and Findings  
The paper discussed AI-assisted banks fraud detection in India through the prism of 
doctrinalempirical approach and emphasized the regulatory responsibility, consumer rights, 
and constitutionality. The analysis has shown that although AI technologies are extremely useful 
in improving fraud prevention levels, their use has exceeded the legal and institutional 
protection against AI technology. The gaps in the explicit standards of transparency, 
explainability, and procedural fairness were determined through the analysis of the doctrines, 
and the empirical results indicated that customers were exposed to the experiences of opaceness, 
delays, and limited remedies.  
11.2 Restatement of the constitutional balance in the field of financial innovation.  
The paper restates the fact that financial innovation should be within the constitutional limits. 
Proportions of intrusion into privacy, equality or due process can not be condoned by the 
efficiency, automation or risk management goals. The AI-based banking surveillance should 
thus be designed in such a way that it does not infringe upon informational self-determination, 
non-discriminatory results and meaningful procedural guarantees. Integrating constitutional 
principles into AI governance does not mean an obstacle to innovation but a requirement to 
sustainable and acceptable digital finance (UNESCO, 2021; UNDP, 2022).  
11.3 Future Research in AI Governance and Financial Law.  
Additional future studies might be longitudinal empirical investigation into the effect of AIbased 
fraud detection on financial inclusion and comparative studies of new AI regulations in different 
jurisdictions. Additional research is also required on technical-legal interfaces, including 
complex model auditability and standardisation of algorithmic impact measurements. With AI 
technologies and regulatory systems growing and continuously changing, interdisciplinary 
research will need to be maintained in the long term to ensure that the financial law changes in 
such a way that neither innovation nor constitutional integrity are compromised (OECD, 2024; 
BIS, 2023). 
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